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How to use the update server

This information applies to

· PBX, V5.01

Build 04-5679 and later.

Summary

In addition to the “Update clients” function of the PBX, Version 5.01 features a new mechanism to maintain firmware and configuration of a large number of innovaphone devices in a potentially distributed environment.  This is based on configuration and firmware information stored on a standard web server and retrieved by the devices on a regular basis.

There are 2 modules in the device which work in tandem.  The first is known as “UP0” and actually executes the upload and download of configuration information as well as the download of updated firmware.  UP0 is controlled by commands as detailed below. 

The second module is known as “UP1”.  It serves to poll a given website for changed configuration information.  If certain conditions are met, UP1 will issue commands to  UP1 to perform the requested updates.

UP0 can also receive commands from the “Update clients” page of the PBX Administration user interface.

More Information

System Requirements

One or more regular Web Server that can be accessed by all devices are required.  This has been tested with Microsoft IIS and Apache, but just any regular Web Server should do. 

For best results, the Web Server should be able to maintain a large number of HTTP sessions simultaneously, since potentially all devices may attempt a configuration update at the same time.  For example, Microsoft’s Personal Web Server is not adequate, since it does support 10 simultaneous sessions only. 

Installation

To be able to upload (save) device configuration information on the web server, it must allow HTTP PUT requests.  All other functions require HTTP GET permissions only.  

Since all HTTP requests are performed unauthenticated, the website used must allow anonymous read (and potentially write) access.  You may want to restrict access to that site to certain network address ranges.

Here is how to configure a Microsoft IIS URL to allow PUT commands:

· Create a directory where you want to save configurations to

· Create a virtual directory in Microsoft’s IIS manager

· Tick “read” and “write” access
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Allow PUT commands in IIS

On the innovaphone devices, there is nothing that has to be installed.  As usual, the function is part of the standard firmware (04-5679  and up).

Configuration

All innovaphone devices that shall be maintained by this mechanism must have the UP1 module configured with an URL to read the actual maintenance commands from and the polling interval.  

This can be done either by placing an appropriate configuration into the configuration file or by providing this information via innovaphone vendor specific DHCP options #215 and #216.   To place the configuration into the configuration file, use the Config applet or create a config file which only includes the “config change UP1 ...” line and upload it to the device (either using the browser or the “update clients” feature).

The configuration is done in the “General settings” sections under “Update server”.

The URL parameter must point to the site where the file containing the maintenance commands is stored.  Note that in this URL (as with all URLs used with innovaphone devices), no host names are supported.  You must specify the web servers IP address instead.
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Setting the UP1 Parameters

The applet saves the configuration in a line starting config change UP1.

The full syntax is:

config change UP1 /url <url> [/poll <slow>] [/poll-fast <fast>] [/disc]

If the URL ends with a ‘/’ then a default filename is used based upon the product in question.  If for example the URL is

http://1.2.3.4/configs/
then it is expanded to 

http://1.2.3.4/configs/update-IP200.htm
if it is an IP200.  The product type name used is the one used in the Version line on the devices Info page.  Note that the extension is irrelevant, you may use .htm or .txt or no extension at all.  Note further that on some Web servers, URLs are case sensitive.

The maintenance command file is retrieved initially after the configured poll interval (in minutes) is expired after boot.   Note that short poll intervals can create substantial load on a big network.  A value less than 15 minutes (which is the default) is therefore not recommended.  

However, for new devices (that is, devices which have been reset to factory settings and never had a successful download of a maintenance command file), the command file is retrieved every minute (for up to 30 minutes).  This is done so that a fresh device can quickly retrieve a site depending standard configuration when it is installed.  You can change this initial polling interval using the /poll-fast <fast>  parameter (which is not recommended though).

You may specify the /disc parameter to force the device to close the http sessions used immediately.

When the maintenance command file is retrieved, the commands found in the file are executed in sequence.  Theoretically, all commands which can be typed in to a telnet session to the device or which appear in a config file can be used in the maintenance file.  However, in most cases, you will use config change commands and commands to the UP0/UP1 modules.

The command file is executed every time it is retrieved (depending on the poll interval).  However, in most cases, you don’t want it to be executed each time, but only once.  For example, if you are about to deploy a certain configuration change to all IP200, then you want this change to be done once per IP200 only.  This can be achieved by the check command:

mod cmd UP1 check <final-command> <serial>

innovaphone devices maintain an internal variable UPDATE/CHECK which is initially (or when the device is reset to factory settings) empty.   The check command will compare the <serial> parameter with the UPDATE/CHECK variable.  If it is equal, any further processing of the command file is cancelled.

If it differs, the remainder of the file will be processed and, after the last command is executed, the UPDATE/CHECK variable will be set to <serial>  and the <final-command>  will be executed.  The following commands are useful values for <final-command>:

· ireset: resets the device as soon it is idle

· reset: resets the device immediately

· iresetn: resets the device as soon it is idle, only if a reset is required

· resetn: resets the device immediately, only if a reset is required

· ser: this is a no-op

Often, configuration changes shall be made only during certain times (e.g. non-working hours).  This can be achieved using the times command:

mod cmd UP1 times [/allow <hours>] [/initial <minutes>] 

The times command will check the current time against  <hours>.  If it does not match this restriction, any further processing of the command file is cancelled.  <hours> is a comma separated list of hours.  Only those hours listed are considered valid times for execution of the command file.  

mod cmd UP1 times /allow 12,23,1,2,3,4

will allow command executions only between 12:00 and 12:59 and 23:00 and 4:59 local time (on a 24h clock). Note that if the device has no time set (yet), all command executions will be cancelled.

If the /initial parameter is set, the no commands will be executed within the first  <minutes> minutes after the device has been booted.  This is done to avoid firmware download and flashing when installing devices.  

mod cmd UP1 times /allow 12,23,1,2,3,4 /initial 6
will suppress any command file processing within the first six minutes after each boot of the device.  If /initial is set, new devices (or those that have been reset to factory settings), the command file will be retrieved even if it normally would be suppressed by the /allow  parameter.  This allows new devices to retrieve a site specific standard configuration quickly.

To perform a firmware update, use the following command:

mod cmd UP0 prot <url> <final-command> <build-serial>

This will download the new firmware from <url> and flash it to the device, then  <final-command> is executed.  

innovaphone devices maintain an internal variable UPDATE/PROT which is initially (or when the device is reset to factory settings) empty.   The prot command will compare the <build-serial> parameter with the UPDATE/PROT variable.  If it is equal, no firmware will be loaded or flashed.  If there is no UPDATE/PROT yet (like for a new device), <build-serial> is compared against the build number of the current firmware.  After a successful download, UPDATE/PROT is set to <build-serial>.  Note that <build-serial> is not checked against the firmware version actually loaded. It is your responsibility to keep this consistent.

If  <url> ends with a slash (‘/’), then a default firmware filename is added to the URL depending on the type of the device (e.g. ip200.bin for an IP200).  A command line 

mod cmd UP0 prot http://192.168.0.10/firm ireset 04-5656
on an IP200 will determine if firmware 04-5656 is already installed.  If not, new firmware will be downloaded from http://192.168.0.10/firm/ip200.bin, the UPDATE/PROT variable will be set to 04-5656 and the device will be reset as soon as it is idle.  

Similar to the prot command, the boot command will update the boot code.  E.g.

mod cmd UP0 boot http://192.168.0.10/firm ireset 205
on an IP200 will determine if boot code 205 is already installed.  If not, new boot code will be downloaded from http://192.168.0.10/firm/boot200.bin, the UPDATE/BOOT variable will be set to 205 and the device will be reset as soon as it is idle.

Using UP0, device configurations can be saved to a web server.  

mod cmd UP0 scfg <url> 

This will cause the device to upload its current config to url This will be done using an HTTP PUT command.  url must be writable thus.  With url, some meta character strings are replaces as follows: 

	Sequence
	Replacement
	Example

	#d
	Current date and time
	20040319-162544

	#m
	Prinmary device mac address
	00-90-33-03-0d-f0

	#h
	Device hardware ID
	IP200-03-0d-f0


Example

There is a web server at 192.168.0.10 with a subdirectory configs.  In this directory, there are subdirectories with firmware files for all innovaphone devices.  

The DHCP server provisions clients with option #215 as http://192.168.0.10/configs/.  In this directory, there is a file update-IP200.htm, which reads

mod cmd UP1 times /allow 23,1,2,3,4 /initial 6
mod cmd UP0 scfg http://192.168.0.10/configs/saved/#h.txt
mod cmd UP0 prot http://192.168.0.10/configs/04-5679/ ser 04-5679
mod cmd UP1 check ser 20040330-01
config change PHONECFG0 /coder G729A,60, /lang eng /protect
config change PHONEAPP0 /f4-l0 BellOff /f4-v0 %1BE /f5-l0 BellOn /f5-v0 %1BF
config write
config activate
iresetn

There is also a file update-IP3000.htm, which reads

mod cmd UP1 times /allow 23,1,2,3,4 
mod cmd UP0 prot http://192.168.0.10/configs/04-5687/ ser 04-5687

This setup will save the IP200 configuration files to the web server and then force all IP200 to firmware 04-5679. Updates will only be performed at night.  New devices will update 6 minutes after boot.    The phones will be set to G729 with a frame length of 60ms, the user interface will be English and the configuration will be protected so it can only be changed by the admin.  Two standard function keys will be programmed.  

IP3000 devices will be forced to 04-5679 at night.  

References

“How to use the innovaphone DHCP client.doc “ in the predoc directory.

Known Problems

The mechanism is not supported for the SoftwarePhone.  

Flashing devices is always critical.  Interruption during flash may result in inoperable devices.

PUT commands require some special scripts (Apache) or maybe a special configuration, because it isn’t almost working on defaults. 

Please look here for further details:

http://www.innovaphone.com/inno-kb/article.aspx?id=10289
http://www.apacheweek.com/features/put
http://support.microsoft.com/default.aspx?scid=kb;en-us;184352
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