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1 Introduction

To use the extended MRS Server message functions (fax, SMS, CTI etc.) under
Windows 2000 (Win2k) in Exchange 2000 Server environments, various additional
components, depending on the desired messaging application, are required. Thus both
systems are coupled viaagateway (E2k APL, Exchange 2000 Access Protocol Layer),
specialy adjusted to the above system scenario. It provides the functions required for
“Store and Forward” operation. User data replication occurs viathe LDAP APL, man-
datory for the cooperation with Exchange 2000 (because of the central user adminis-
tration via Active Directory). True Unified Messaging requires an additional connec-
tor, the EXUM APL, which, as transaction interface, enables direct access to the Ex-
change server’s data store. In this way, e-mails sent in Exchange can be directly
retrieved via atelephone interface (TUI) without replication to the MRS Server

Function, installation and configuration of these components (E2K APL, LDAP APL
and ExUM APL) isthe subject of this manual.

Please note: The introduction of MRS 5.0 changes the installation and access concept
for the Exchange APL s with new installations. From now on, Exchange APL s will al-
ways be installed on the computer where the MRS Server runs and, similar to Lotus
Notes, access the Exchange Server as mail client. The thus improved connection of the
MRS Server to the Exchange APLs increases stability as disruptionsin the network re-
main without influence. Furthermore, installation and maintenance access are simpli-
fied.

From the MRS Kernel s point of view, APLs ((Access Protocol Layer) provide proto-
cols for sending documents to Exchange users and transmitting address information.
Thusal additiona MRS Server services are available to Exchange users (for example:
fax, SMS, CTlI etc.).

1.1 Exchange 2000 Access Protocol Layer (E2k APL)

The new E2k APL has been specially conceived for Exchange 2000 Server and is rad-
ically different from the one required for Exchange Server 5.5 (because of the user ad-
ministration via the Windows 2000 Active Directory service introduced with Ex-
change 2000). Here the Exch APL is nothing but a software connector via which data
can be interchanged. Theinstallation place is always freely selectable. This means that
you can either install the gateway on the MRS Server computer (recommended with
new installations) or on the computer where Exchange 2000 Server is operated (only
intended for update installations).
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1.2 Exchange True Unified Messaging APL (ExUm APL)

True Unified Messaging enables direct access to the MS Exchange Server message
store. Thereby the required message can be directly forwarded to the telephone inter-
face from the Exchange data store viathe MRS Server without replication to the MRS
Server so that messages need not be kept twice. The necessary query is realized by
transactions. Prerequisite is of course that the corresponding script is able to initiate
this TUM query, which appliesto e.g. the ERGO and PhoneMail script by Siemens.

True Unified Messaging is realized viathe ExXUm APL connector. It is an add-on com-
ponent that must be installed additionally to the standard E2k APL if True Unified
Messaging isto be used.

Viathe ExXUM APL the notification service (NOT APL) is connected as well. For this
purpose, system environments, in which the ExXUM APL is exclusively used, require
the E2K APL installation, too. Thisis necessary for logging in the notification service
at an Exchange account.

1.3 LDAP APL

The LDAP APL is additionally required for address administration. It makes sure that
address data relevant to MRS and centrally maintenanced via the Windows 2000 Ac-
tive Directory can be replicated in both directions.

When the E2k APL is selected in Setup, the LDAP APL is automatically selected as
well and thus immediately integrated in the Setup process.

The LDAP APL is also instaled on the MRS Server because of the then minimized
network data traffic.

A possibly required LDAP APL reinstallation for other directory services is also per-
formed via the user defined MRS Server Setup by solely selecting this component for
installation.

1.4 Advanced Unified Messaging

10

First we want to give a short description of what Advanced Unified Messaging actu-
aly is and in which evolutionary steps the MRS Server provides different functions
here so that you basically understand the various configuration options.

Unified Messaging means that you can access all messages via a uniform journal, no
matter which service delivers them. Thus for example viewing resp. playing fax, voice
messages or e-mails from within Microsoft Outlook. Of course Unified Messaging is
possible with the “Communications” MRS client, via telephone by means of modern
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interactive voice response applications such as ERGO, via Microsoft Exchange, Lotus
Notes or SAP R/3 connections on the respective foreign systems.

The supplementation of Unified Messaging by the CTI functions that on the one hand
generate journa information on everything happening with the individual telephone
(for example missed calls due to the absence of the callee or failed calling attempts
etc.), on the other hand enable operating the individual telephone via the client is
called Advanced Unified Messaging.

The next step is deduced via the following example:

A field worker retrieves his messages from the MRS Server via telephone. However,
without any further provisions only messages directly received viathe MRS Server are
put out, thus no e-mails e.g. written by colleagues under Microsoft Exchange. In order
to make these also accessible via telephone, two methods are possible:

« Integrated Messaging: This first enables a replication of all messages of this
employee to the MRS Server so that twice the data amount is certainly generated
for this field worker but all e-mails can then immediately be queried per telephone
as well. Integrated Messaging is available for Lotus Notes and Microsoft
Exchange.

« True Unified Messaging: As an alternative you can also directly access the foreign
system’s data store and only request a message from there when it is retrieved via
telephone. Here we depend on the foreign system transmitting the message almost
in real time so that no waiting periods occur at the telephone. On grounds of con-
stant development this is possible with modern servers in most cases. This type of
access without permanent message replication is called True Unified Messaging. It
is also available for Lotus Notes and Microsoft Exchange. To use TUM, the corre-
sponding UM APL needs to be installed in each case as well (for Exchange 2000
the ExXUM APL)

Integrated Messaging and True Unified Messaging can also be operated parallel. For
example Integrated Messaging (characteristic: data replication to the MRS Server) can
then be employed with slow servers for users that permanently need to access mes-
sages by means of the MRS Server. For all other users that only occasionaly retrieve
messages and who are willing to wait a few seconds, True Unified Messaging (charac-
teristic: direct access to the foreign system’s data store) can be used.

11
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1.5 MRS-Exchange Gateway Structure

Setup Module
This module controls the install ation, deinstallation and configuration of the MRS

Server portion of the MRS-Exchange Gateway. It is called by the MRS Server
Setup as well as by the MRS Monitor.

Address Generation (Proxy)

Here MRS Server addressing deviating from Exchange 2000 Server is transformed
to addresses known to the Exchange 2000 Server and vice versa.

Administration Extension

Extension of Microsoft Exchange administration settings. All required configura-
tions of the Exchange portion of the server can thus be performed from within
Exchange.

Exchange Gateway Object

From the perspective of the Exchange 2000 Server, this is the actual gateway
object. It consists of a Microsoft information store which has as principal compo-
nent two folders (MTS-IN and MTS-OUT) at its disposal. Message Transfer Enve-
lopes, containing messages in a format recognized by the Exchange 2000 Server,
are interchanged via these interfaces. The MTS-IN folder contains all messages to
the Exchange 2000 Server and MTS-OUT those destined for the MRS system.

MRS Send/Receive Interface
The actual interface to the MRS Server.
MRS Service Interface

Basic functionality for the gateway to run as Windows 2000 service. This has the
following advantages:

« The gateway service can be automatically started by the service control man-
ager.

o The service is checked by the operating system.

o A separate Security Context can be assigned to the service.

The following illustration displays the modular structure of the MRS-Exchange Gate-
way:

13



MRS and Exchange 2000

Addressing

Exchange Gateway Address Setup Module
Object Proxy

Administration
Extension

Send/Receive Interface

Service Interface

Exchange Gateway
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1.6.1 Addressing from MRS to Exchange

Microsoft Exchange 2000 Server administers internally all address data via a Distin-
guished Name according to X.500. Each installed connector provides one Proxy-DLL
for address mapping within the environment (MRS Server, SMTP, X.400, ...) con-
nected by the connector. For user “Mayer”, with the Distinguished Name

/o=Sanple Ltd /ou=Town /cn=recipi ents/cn=Mayer
the MRS Gateway would thus result in the address

NVS: EXCH MAYER@ OWN. SAMPLELTD. MRS
on the MRS portion of the server.

With incoming messages the assignment of a message to the user can aready occur on
the MRS side of the server when the required information is contained in the database.
If for the Exchange user “Mayer” the Exchange gateway has been default set by means
of the “EXCH" entry in the "PREFERRED" field of the MRS user database, MRS
routes the message to the above address. The Exchange gateway then internally gener-
ates the address

MRS: MAYER@ OWN. SAMPLELTD. COM

and reroutes the message further to the addressed user that has the entry “MAYER" in
the Exchange alias field, provided that on the MRS side of the server an extension
number for etc. is allocated for user “Mayer”, so that the MRS Server can assign in-
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coming documents to this user. This normally occurs through address book data repli-
cation so that fax number assignment is performed under Exchange.

Otherwise, with the corresponding routing rule, the fax is sent with the recipient ad-
dress

NVS: EXCH FAXG3: 01234567890

to the Exchange gateway so that the connector must try to assign user “Mayer” as re-
cipient by means of the fax number entered in the Exchange database.

1.6.2 Addressing from Exchange to MRS
From within Exchange each MRS address can be specified in the format:
[ MRS: <Node>/[ <User>]

It is easier, however, to enter such an address in the address book with subsequent ad-
dressing via a“Display Name”. During the installation various services are so config-
ured that they can be selected when a new address is entered and only the correspond-
ing number needs to be specified.

15
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2 Microsoft Exchange 2000 Gateway (Exch APL)

2.1

Installation

Introduction

The installation of the Exchange 2000 APL (E2k APL), the gateway from the MRS
Server to Microsoft Exchange 2000 Server, is normally performed with the MRS
Server installation. It can be added at alater date as well (for example with amigration
from Exchange 5.5 to Exchange 2000). For this purpose simply call the user defined
MRS Setup and select the corresponding component(s) there.

The MRS Server and Exchange 2000 Server installation should always occur on sepa-
rate computers with the Exchange 2000 APL (the MRS-Exchange gateway) then al-
ways being installed on the computer where the MRS Server isjust being installed or
aready runs. Whether the two servers (MRS and Exchange) are in the same or in two
different domainsisirrelevant in this process. In the latter case the corresponding ad-
ministrative privileges are required in both domains.

It is also possible to install Exchange 2000 Server and MRS on the same compulter.
this means that the MRS Server with the Exchange 2000 APL is added to an existing
Exchange 2000 Server. However, we strongly advise against this installation variant.
At any rate we recommend to install the MRS Server and Exchange 2000 Server on
two computers since resources are utilized by a Microsoft Exchange 2000 Server to
such a high extent that simultaneous operation of the MRS Server on the same com-
puter system is not advisable. And there is the advantage that in case of a hardware
breakdown in one system the other one is not impaired in its function.

To use True Unified Messaging (TUM) the Exchange True Unified Messaging APL
(ExUM APL) must additionally be selected for installation in Setup so that this feature
isavailable.

The installation description refers to the case that the MRS Server and Microsoft Ex-
change 2000 Server are on two separate computers but in the same domain.

The version of both programs running on one PC is already included in this descrip-
tion astrivia solution.

The following installation instructions also apply to operating an environment where
both servers arein different domains. Merely make sure that for these domains the cor-
responding privileges exist.

Note: Before you start with the installation please read the current release notes (in the
root directory of the MRS installation CD). Here you find the latest program and pro-
cess dterations as well as information on hard and software compatibility that could

17



MRS and Exchange 2000
Installation Requirements

2.2
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not be considered in the manual. In addition you can obtain further information from
the corresponding readme files of the single components. These are found in the com-
ponents’ directories.

Installation Requirements

The gateway installation requires privileges as

« Full Exchange Admin and as
o Domain Administrator.

In the following find a detailed description of the MRS-Exchange gateway installation
requirements.

« Microsoft Exchange 2000 Server must be installed in the network and active at the
time of the MRS-Exchange gateway installation.

« Make sure that with the installation of the Windows 2000 Server operating system
(on the computer where the Exchange 2000 server runs) the “Network News
Transfer Protocol (NNTP)” and the “ Simple Mail Transfer Protocol (SMTP)” have
been installed. You can check on this by viewing the installed components (via
Start = Settings = Control Panel doubleclick the Add/Remove Programs icon and
subsequently enabl e the Add/Remove Windows Components button).

Otherwise reinstall the two protocols from the “Internet Information Services 5.0
(11S)* directory.

« On the computer where the E2k APL isto beinstalled, the Exchange System Man-
ager must be previoudly installed. Only then can the Connector Snapln be regis-
tered there as well and the connector administered on this machine at a later date.

« So that the E2k Apl, the EXUM APL and the MRS-MMC Snaplns (required for
performing the MRS user settings in the Active Directory) can be installed, Out-
look must have been previously installed with an arbitrary user profile and started
once. The start is to ensure that a valid user profile has been defined in Outlook.
The following Outlook versions are permitted:

« Outlook 2000 with SP2

e Outlook XP with SP1. Attention: Owing to an unspecified modification by
Microsoft in the security context of Outlook XP Service Pack 2, no proper co-
ordination with the CDO is given here. Therefore Service Pack 2 must not be
installed for XP!

Installation of Outlook is also required to locate the Exchange Server in the net-
work via MAPI. Make sure that the “ Collaboration Data Object (CDO)* was con-
sidered with the Outlook 2000 instalation. (Remark: the CDO is not
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automatically installed along with the “typical mode” instalation of MS Office). If
necessary, perform the CDO installation afterwards from the M S Office-CD.

The installing user must be a member of the local administrator group of the
Exchange Server and the computer where the MRS Server runs so that the respec-
tive service database can be accessed without restriction. This is important with
respect to installing and configuring the service.

The user account under which the Exchange 2000 APL service runs on the kernel
computer must have "Full Administrative Privileges’ on Exchange 2000 Server.
These privileges are required for starting and stopping the services.

The installing person must have administrative privileges in the corresponding
domains as well as on the Exchange 2000 Server computer.

Privileges on the Exchange 2000 Server

1. The user must have privileges on the “ Full Exchange Admin” Exchange organi
zation so that unrestricted access to the Exchange specific part of the Active
Directory is possible to install and deinstall various objects (for example: con-
nector, address type, templates (provided these are still to be defined) etc.).

2. Beyond that, the “Send As’ and “Receive As’ privileges are required for all

mailbox stores that contain maiboxes relevant to inbox replication or that are
used for the E2k APL installation. Only then the connector is able open the
mailboxes of these mailbox stores and its own waiting loops (MTS-IN resp.
MTS-OUT). This access privilege is automatically set with the instalation. If
privileges are to be set for several mailbox stores, this can aso occur on a higher
directory level since these privileges are then bequeathed “downward”. Com-
pare Q264733 (Q264733 Microsoft Knowlegdebase with specification of the
item number).
Important: Bequeathed privileges are displayed in grey, explicitly set ones
appear in white. Explicitly set privileges overwrite the bequeathed ones and a
“Deny” over writesan “Allow” (provided both are explicit or bequeathed). Con-
sequently an explicitly set “Allow” overwrites a bequeathed “Deny”.

Privileges for the user specified with the installation:

The specified user must have the following privileges on the E2k APL computer
(these privileges are set during the E2k APL):

1. “Logon asa service", so that the E2KAPL can start as service with the specified
user at al.

2.“Act as part of the operating system”, so that the service can also work with
comparable privileges such as“Local System”.

3. “Back up files and directories’. This privilegeis required if the E2k APL writes
notifications in directories (see also Q188321).

19
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4, “Restore files and directories”.

5.“Logon as batch job”: Required if with the “LogonUser” the
LOGON32 LOGON BATCH flag is used to inform the system that the process
must/ isto do without user interaction.

6. For the specified user (under who the E2k APL isto run at alater date) we gen-
erally recommend to grant the first four mentioned privileges. Compare also
Q185154, Q184205 as well as Q147701. The privileges required for MTA and
IS arelisted there.

Note: Perform privilege assignment viathe Security Policies. With Local Secu-
rity Policiesthe locally set and “effective” policies are displayed.

Important: Separate policies can be entered for domains and domain control-
lers. These policies overwrite, as the case may be, the locally defaulted ones.
After policy modification on domain level arestart of the corresponding com-
puters (domain controllers and E2k APL computers) may be required.

« Further notes on Exchange 2000 Server
1. If the connector delivery restrictions are used, please heed the Q277872 KB article.

2. The Exchange 2000 connector depends on the LDAPAPL since this APL cre-
ates the cn=Settings object in the MRS container. The LDAPAPL must therfore
be installed as well.

2.3 Generals on the E2k APL and ExUM APL Installation

20

Prerequisite for theinstallation is, as already menioned above, an installed and execut-
able MS Exchange 2000 Server. If a new MRS Server is set up for connecting Ex-
change 2000, make sure that with the M S Exchange 2000 connector (E2k APL) instal-
lation the LDAP directory synchronization (LDAPAPL) is considered.

If True Unified Messaging is to be used as well, additionaly select the MS Exchange
True Unified Messaging connector (ExUM APL) for installation. Select this compo-
nent (with the MRS Server installation) or with a reinstallation from the component
selection tree in the MRS Server Setup.

Attention: Before you install the ExXUM APL, Outlook 2000 (SR1) must have been
previously installed with user profile and started once. This start is to make sure that a
valid user profile has been installed in Outlook.

Make sure that the “ Collaboration Data Object (CDO)" was considered with the Out-
look installation. Otherwise it must be reinstalled from the MS Office CD.

To reinstall the Exchange 2000 APL with the LADPAPL or the EXUM APL simply
start the normal MRS Server Setup from the “Installation” MRS-CD (label name:
“Main”) on the computer where the MRS Server is aready installed.
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The installation of the Exchange connector can be roughly divided into wo steps:

« First al necessary parameters are queried required for successfully connecting the
MRS Server to the previously installed Exchange 2000 Server program, and the
essentia program files are copied.

« Inthe second step the system configuration takes place.

2.4 Software Installation of the LDAP APL and the Exchange
Connectors

The following description refers to the installation of the M'S Exchange 2000 Connec-
tor (in Setup it is named Exchange gateway to differentiate it from the MS Exchange
True Unified M essaging Connector) with the LDAPAPL and the Exchange True Uni-
fied Messaging Connector (ExXUM APL) in the running, complete MRS Setup. With a
reinstallation, i.e. the MRS Server has aready been previously instaled and merely
the Exchange 2000 Gateway components (E2k APL, LDAPAPL and probably the
ExXUM APL) are now additionally implemented, the installation process is analog.
Start the MRS Server Setup and select the single components, probably after entry of
additional license keys, in the component sel ection window (see the following illustra-
tion). The system requirements are identical for both cases.

InstallShield Wizard B3

Select Components
Chooze the components Setup will install

Select the components you want to install, and clear the components you do not want to
inztall

r— Description

M5 Exchange 2000
Connector. Use for M5
Exchange 2000 only.

Lotuz Motes Gateway

Laotuz Motes True Unified Meszaging GateJ
[]ACD/Calleenter
] Wirtual M achine
[]Agent Management

i e wall Display Module i
1| | 3

Space Required on C: 451884 K
Space Available on C: 10756084 K
IrnztallShield

< Back | Mest » I Cancel
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2.4.1 Installation Start

Theinstallation of the Exchange components in the running MRS Setup starts with di-
alogs called for the preparative instalation of the LDAPAPL (the dialogs normally
appear after the Setup settings for the ISDN protocols). The steps lying between the
Setup start and this stage serve to install other MRS Server components. The respec-
tive settings are comprehensively described in the “First Steps” manual and can be re-
ferred to there if necessary.

2.4.1.1 General Setup Operating Functions

Apart from the different entries that need to be made in the individual Setup windows
depending on the type of parameter, three recurring buttons are available to maneuver
within Setup. So that their significance need not be explained each time they appear, a
short function definition is given in the following:

e Back

Via this button you are always taken back to the previously edited (or displayed)
Setup window.

o Next or Finish

Takes you to the next configuration tab or to the final program procedure after
which Setup is terminated.

o Cancel

Pressing this button leads to the information that Setup has not been properly fin-
ished yet. You are also prompted as to whether you want to terminate Setup just the
same. If you opt for Yes, Setup continues (it would skip to the next component to
beinstalled), the current component, however, isnot installed. No takes you back to
the currently running Setup.

Exit Setup [ <]

Setup is not complete, IF vou quit the setup program now, the components you requested to add/remove will not be
installedfuninstalled.

‘fou may run the setup program at a later time to complete the operations.

Are you sure you wank o quit the setup?
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2.4.2 LADP APL Installation

At the stage where in the MRS Server Setup the installation of the LDAP directory

synchronization (LDAP APL) starts, the LDAP Setup wizard first appears in its wel-
come window.

LDAP Setup Wizard

‘welcome to the Exchange 2000 LDAP Replication Setup \Wizard.

If you are zetting up Active Directory / Exchange2000
replication, please press Mext'

In all ather cases you have to press ‘Cancel and perform
the configuration manually.

Cancel |

After you have clicked on Next, the configuration dial og opens where you find the IP-
Address field (in the LDAP Server portion). In the there you need to specify the name of
the computer the LDAP APL is to access for data replication (this is normally the
computer that keeps the Active Directory “global catalog”.

LDAP Setup Wizard

— LD&P Server

|P- Address: Idoc:.doc-test.alsdorf.cycos.local J

— Account for Server access

Mame: Iadmlnlstrator
Pazsword: I *****
Domain: Idoc-test.alsdorf.cycos_loca|

< Back I Finizh I Cancel
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This can either be done by directly entering the server namein thisentry line or viathe
“Browse for Computer” dia og which opens when you enable the (...) selection button
next to the entry field.

Browse for Computer ﬂ E

Select an LDAP Server

E--E Iy Metwork Places
-4 Entire Metwork
_"4 Micr
@ Dire

]34 I Cancel |

Place a check mark in the Exchange Server box to integrate the configuration file
(ex2000.1cf) required for Exchange 2000 Server. To access other directory servicesvia
LDAP, leave the checkbox inactive. The AdRepl.Icf configuration file is then selected
per default. It enables LDAP accessto the Active Directory when Exchange Server has
not been installed.

Now define the user account, consisting of user name, user password and the domain
name, for server access. Click Finish to accomplish these entries and the LDAP Setup.
Back opens the welcome window again and Cancel terminates the installation.

Subsequently follows the actual Exchange gateway installation.
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2.4.3 Exchange 2000 Gateway Installation

Exchange Gateway Setup E

‘welcome to the Exchange 2000 Gateway Setup

The Exchange server has to be installed and started
successiully.

Make sure that you are logged on with local administrator
privileges for the Exchange server.

It iz strongly recommended that pou exit all \Windows programs
befare running this Setup program.

Cancel |

The E2KAPL installation welcome window once again points to the requirements that
must be fulfilled for a successful installation.

Click Next to reach the dialog for entering the user account and the password of the in-
stalling person. This person must have administrator privileges under Microsoft Ex-
change 2000 Server.

| ]
b

Exchange Gateway Setup

e

Fleaze enter the uzername and pazsword which should be used for starting the gateway.
Thiz user must be “"Exchange Full Administrator* and 'Domain Administrator'',
Furthermare this user must have explicit "Receive As" and "Send As" permizzions on the

zelected mailbox store and on all mailbox stores which should be uzed for inbox replication.

Adminigtrator Account:

Adminigtrator Pazsword: I xxxxxxxxx

LConfirm password: I xxxxxxxxx

< Back I Mest » I Cancel |

Since the Exchange gateway cannot link up with the Exchange 2000 Server when a
wrong password has been specified, the entry must occur twice to exclude at least typ-
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ing errors as source of error. With a correct entry an information dialog opens as con-
firmation and to display alist of the user privileges assigned to the user account.

The user account has the Following rights:
"~ Logon as service"

"~ Use as part of the operating system"

"~ Back up files and directories"

"- Restore files and directories"

Entry of two different passwords generates an error

message. Confirm this message with OK to be taken
back to the password entry form where you can make ° The o passnords do o mateht

the corresponding correction.

If you do not enter a password you are prompted as to
whether you are sure that the administrator account does not have one.

@ Are you sure, that your administrator account has no password?

Yes |leads to the above error message if an administrator password well exists; No takes
you immediately back to the password entry form.

If you click OK in the user privileges information dialog, Setup is continued with en-
tering the name of the computer on which the Exchange 2000 Server is running. The
connector (E2k APL) in to connect this server to the MRS Server.
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Exchange Gateway Setup E
Fleaze specify the exchange server to be used by the
connectar.
— Exchange Server selection
Server Mame: AD1DOC
< Back | Mest » | Cancel |

Here you can either directly enter the server name or enable the (...) selection button to
look for the respective server in the network.

Browse for Computer ﬂ E

Flease select the Exchange server

¥ Entire Metwork

]34 I Cancel |

After you have specified the Exchange 2000 Server in the network click Next to look
up on this server which storage groups and mailbox stores are available to include the
Connector mailbox. The installation of this mailbox usually occursin the “First Stor-
age Group” in the “Mailbox Store” directory. It is aso possible to define further stor-
age groups (up to four storage groups with four mailbox stores each) on the Exchange
2000 Server that contain additional mailbox stores. In this case, if desired or required
for security reasons, you can install the Connector mailbox in one of these directories.
The below didog first lists al storage groups with their mailbox stores. Here you can
define in which mailbox store the Connector mailbox isto be incorporated.
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Exchange Gateway Setup

Exchange setup wizard found the following storage group and mailbox store information on
the Exchange server selected.

— Storage Groups:

ge Group
Second Storage Group

Mailbox Store 2 [APOLLO)

Cancel |

The Storage Groups portion of the dialog displays all available storage groups. If you
can make a selection here, pick the name of the group that contains the desired mail-
box store. In the above example, "Fi r st St orage Group “ has been chosen.

The Mailbox Stores section lists all mailbox stores defined in the selected storage
group. If several mailbox stores are available, a selection needs to be made here as
well (e.g. Mai | box St ore (Apoll 0) asshown above). The namein bracketsis
the name of the server on which Exchange 2000 Server is installed.

Only after making your selection you can click Next to continue the installation with
defining the address templ ates.

Now you can have address templates installed in your Exchange environment for var-
ious services offered by the MRS Server.

In this way you can later generate e.g. a New address for address book in the client so
that you only need to enter the corresponding number and select the desired servicein
there instead of working with the somewhat cryptic default Exchange addressing.
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Exchange Gateway Setup E

Fleaze zelect the address templates to be installed into your
Exchange environment.

Install the following address templates:

[wiZommon MRS template [recommended)
[w]Fii template

[w]5MS [Short Meszage Service] template
[C1EFT [Eura File Transfer] template
[C1F& polling template

[ %oice template

[ 1F& [group 4] template

< Back I Finizh I Cancel |

Subsequently you can determine whether or not the (MRS@MRS) MRS address type
isto be created in the default policy directory.

Add address type B

Do you wank to create the address bype MRS (MRS:@MRS) in your default policy 7

Yes immediately creates this address type and leads to the installation of the
ExXUM APL, required for True Unified Messaging (TUM) usage. If you select No,
Setup immediately continues the installation process with the ExXUM APL. The MRS
address type definition must then, if necessary, be performed manually at a later date
(see 2.4.6, “Adding an Active Directory Address Type Object”, on page 34).

Attention: When you create the MRS address type with Yes, an MRS address is
automatically assigned to all of the already existing users. This effect is probably
not desired with very large system environments.

Caution: This subsequent definition intervenesin the Active Directory. Therefore
be extremely careful here asa wrong entry can have serious consequences.

2.4.4 Installation of the MS Exchange True Unified Messag-
ing Connector (ExXUM APL)

After completion of the E2k APL installation follows automatically the ExXUM APL

for True Unified Messaging Setup, provided this connector has been previously se-
lected as component.
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Exchange True Unified Messaging Connector Installation B3
Fleaze enter the name of the Exchange Server you want to connect to.
Exchange Server:  |A0D1DOC
< Back | Mest » | Cancel |

In thefirst dialog define the Exchange Server the EXUM APL isto establish a connec-
tion to. You can either directly enter the server name of enable the (...) button to look
for the corresponding server in the network. In the latter case a window opens for se-
lecting the Exchange Server.

LComputer: I\\AD‘IDDE Cancel |
Hel
Select Computer: il

After accomplishing this process press the Next button to access the entry window for
specifying Exchange Server user account.
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Exchange True Unified Messaging Connector Installation

Fleaze enter the uzername and pazsword of an administrator's account for the computer on
which Microzoft Exchange iz inzstalled.

Adriristrator Account  [DOCTES TwAdministiator =
Administrator Password: | *****
Canfirm password: |»1

< Back I Mest » I Cancel |

Here as well you can directly enter the name (do not forget the domain description) or
pick the corresponding account via a user selection window.

i Select Users HE

Look in: I@ Entire Directory j
Mame | In Folder | -
ﬂ iAdministrator doc-test, alsdorf. cycos. local/U zers ;

% Guest doc-test. alsdorf. cycos. local/U sers

ﬂ TelntermetU zer doc-test. alsdorf. cycos. local/U zers |-
ﬂ IUSR_DOMALD doc-test. alsdorf. cycos. local/U zers

ﬂ [vaftshd_DOMALD doc-test. alsdorf. cycos. local/U zers

% krbtgt doc-test. alsdorf. cycos. local/U zers

& Systemiailbox{400AEBFE-B245-4387-B109-4...  doc-test alsdorf. cycaos local/Microsoft Exchange .. LI

sdd | Check Names
Adminiztrator

oK I Cancel |

pA

How to copy the user account to the ExXUM APL configuration tab via the use selec-
tion diaog:

1. By means of a doubleclick on the selected name.

2. Viadirect entry of the name in the lower portion of the diaog. Then verify the
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name by pressing the Check Names button.
3. Through selection of the name in the list. Then click the Add button.
Conclude the process with aclick on OK.

Enter a password to legitimize the account. If the specified user account is valid, the
assigned user privileges are displayed in a message.

The user account has the Following rights:
"~ Logon as service"

"~ Use as part of the operating system"

"~ Back up files and directories"

"- Restore files and directories"

Confirm this message with OK. You are then informed that the entered password can-
not be checked for validity. If you are not sure at this point, enable No to return to the
password entry for making an alteration if necessary.

The setup is unable to validate your entered password,

Flease be sure your password is right. IF you continue with a wrong
password, the AD1DOC server will not run in any case,

Continue setup now?

When you continue the EXUM APL Setup with Yes, the “Summary” window displays
the entered parameters once again.

5 ' ;o

Thank you for providing the information neceszary ta set up your Exchange Connector. The
Connector will be ingtalled with the following settings:

Exchange Server: AD1DOC

Service Account: /

To zave these settings and proceed with the product installation, click the ‘Finish' button.

< Back Cancel
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Click Finish to save your entries and to accomplish the ExXUM APL Setup.

2.4.5 Error Analysis During the Installation

In the event that an error has occurred during the installation, the cause of a termina
tion can be detected in the log file that is automatically created with the installation. It
is stored in the Temp directory of the installing user. The path to this directory gener-
aly is. X:\docunents and settings\ <inmstalling user>\1ocal set-
ti ngs\ Tenp. Inthislog file (M sEXCH. | og) al installation steps are individually
listed and classified with a status description.

Example:

ExchangeUpdate Hrlnstal | AddressTenpl ates successful

Ent er pri se@l successfully read

Successfully rempve Exchange 2000 Gateway object.

Successfully got MRS-Cont ai ner- Cbj ect (LDAP:// AD1DOC/
CN=MRS, CN=M crosoft Exchange, CN=Ser vi ces, CN=Conf i gur ati on,
DC=doc-t est, DC=al sdorf, DC=cycos, DC=Il ocal )

Settings Object (C) successfully renpved.

M sExchSet up Hrlnstall Servi ce successful

Active Directory Object successfully install ed.

Successfully got MRS-Cont ai ner- Cbj ect (LDAP:// AD1DOC/
CN=MRS, CN=M crosoft Exchange, CN=Ser vi ces,
CN=Confi guration, Settings Object (GUSTAV)
<CN=@USTAV: AD1DOC> successfully installed

ExchangeUpdate Hrlnstal | Gat eway successful

Regi stering Extensions

Successfully registered Adm n Extension

Successfully registered User Extension

ExchangeUpdat e conpl et ed and successf ul

Mai nt Proxy finished

If an error has occurred, the corresponding installation step is followed by f ai | ed
instead of successful | .

Example:
M sExchSetup Hrlnstall Service failed

Useful is aso the Windows event viewer which can be employed for diagnosis (Start
- Programs —> Administrative Tools (Common) —> Event Viewer). In there all running pro-
cesses are logged. When you select the desired protocol or service, the eventsthat hap-
pened therein are displayed.
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2.4.6 Adding an Active Directory Address Type Object

You can add a new Active Directory address type object from any computer. The only
prerequisite is that the “Windows 2000 support tools “ are installed on the respective
computer. The manua address type definition procedure is divided into two steps:

1. Generation of an Active Directory address type object by means of “ADSI Edit”.

2. Creation of the MRS address type in the “Exchange System Manager” under
“Default Policy”.

So that Active Directory objects can be edited at all, the “ADSI Edit” Windows sup-
port tool must be installed. If this has not been done yet, open the X:\ SUP-
PORT\TOOLS directory on the Windows 2000 Server installation CD and start the
Setup program there.

After theinstallation the Active Directory editor can beimmediately called via Start =
Programs — Windows 2000 Support Tools = ADSI Edit.

Under the “ADSI Edit” root directory open the “ Configuration Container” and select
the “CN=Address-Types’ folder in the directory tree. The entire path to this folder
runs:

\ ADSI Edit
\ Configuration Container,...
\ CN=Confi guration,...
\ CN=Ser vi ces
\ CN=M crosoft Exchange
\ CN=<Organization name of the Exchange domain>
\ CN=Addr essi ng
\ CN=Addr ess- Types

The open folder displays a list of the aready available address types. Click this list
window with the right mousebutton (attention: do not select a list entry) to access a
context menu. In there select the New — Object... function to create the new address
type object.

In thefirst configuration window of the Create Object wizard define the object “ class”.
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Create Object B3

Select a class:

aC5Palicy ﬂ
aCSResourcelimits

aC5Subnet

addin

addressB ook Container
sddressTemplate

adminE xtension
applicationE ntity
certificationduthority
classStare

comConnectionPoint LI
arrn e

< Back I Mest » I Cancel

Here"addrType” must be selected (seeillustration).

Next takes you to an entry form where the directory name, the name under which the
new entry isto appear in the address types list, is determined.

Create Object B3
Altribute: ch

Syntax:  DirectorySting

Value:  [MRS:i356

< Back I Mest » I Cancel |

When this step has been accomplished, enable Next to open the dialog for specifying
the “ProxyGeneratorDLL”. It is called “mrsproxy.dll” in this case.
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Create Object B3

Attribute: proxpGeneratorDLL

Syntax:  DirectorySting

Walue: mirsprowy. dif

< Back I Mest » I Cancel |

Via Next define the file version in the following window. For this purpose enter the O
value eight times hexadecimally (0x00), separated by ablank, in the corresponding en-
try line.

Create Object B3

Altribute: fileersion

Syntax:  OctetSting

Yalue: |0200 0+00 000 0200 0<00 000 0200 0<0C

< Back I Mest » I Cancel |

Click Next anew and Finish in the ensuing dialog to conclude address type object defi-
nition.

2.4.7 Adding the MRS Address Type

You can add the MRS address type via any computer in the network on which the Ex-
change System Manager is installed. This is aready the case on the computer where
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the Exchange 2000 resp. MRS Server runs since the Exchange System Manager is
there already installed.

To create the MRS address type in the Exchange System Manager proceed as follows:
Start the Exchange System Manager via Start = Programs —> Microsoft Exchange.
Under Organization open the “ Recipients’ directory and

in there select the “ Recipient Policies” folder.

Next doubleclick the “Default Policy” entry.

Subsequently the “Default Policy Properties’ registry window opens;

where you then click the “E-Mail Addresses’ tab.

Enable the New button to switch to the “New E-mail Address’ definition dialog.

Select “Custom Address Properties’ and press OK. Make the following entries in
the form now available:

Under Type: MRS

Under Address: @ MRS (see aso the following illustration)

© N o g~ wDd PR

Custom Address Properties EHE

General |

@ Custom Address

Tope:
IMHS

Address:
[@mRs

QK I Cancel | Apply | Help |

When you click Apply and OK, the settings are integrated in the e-mail addresses list.
Cancel takes you back to the below dial og without a new address definition.
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Default Policy Properties EHE
General E-Mail Addresses | Detailsl
Generation rules:
Type | Address
O
SMTP @doc-test. alsdorf.cycos. local
[ =400 c=us:a= ;p=D jon;o=Exch
4] | 2]
MHew. Edi... | Bemove | Set az Frimary |
QK | Cancel | Apply | Help |

When the checkbox next to the e-mail address type is activated, the e-mail address as-
sociating this e-mail address type is generated for members of arecipient policy. An-
other click on OK terminates this process with saving the MRS address type now de-
fined.

2.5 The MMC Snap-In Extension

The MRS MMC Snap-In for Exchange 2000 (MMC = Microsoft Management Con-
sole) isrequired to display and configure MRS users as well as the connector.

o For user configurations the “MRS Settings” tab is faded in via the administration
program “Active Directory Users and Computers’ if an MRS relevant user entry is
marked there and Properties selected via the context menu (right mousebutton).
Which MRS user data can be edited is found in chapter 5.2, “Exchange User Set-
tings’, on page 109.
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Userl Properties ﬂ E
Member Of I Dialin I Environment I Sessions I Remate control
Terminal Services Profile I Exchange General

General I Address I Account I Frafile I Telephor il
E-mail Addresses I Exchange Features MRS Settings y

V' Urified Messaging and T elephony features

" MRS Replication

V' Replication of users inbox Advanced... | ‘
"ETI Setting

V' CTI suppart for this user Advanced... | ‘

— MRS User Data
F&G3-HEADLINE: |

F&XG3-D: |

GROUP: JUSER
PASSWORD: =
FIN: |

YOICE#: |

D ata last modified:  01/23/2002 11:56:41

QK I Cancel | Apply | Help |

« The connector settings are performed from within the Exchange System Manager.
To reach the corresponding configuration dialog, start the system manager, open
the Connectors directory and in there select MRS Exchange Connector for i 386
(<MRS Server computer name>:<Exchange Server computer name>). From
within the context menu call the configuration dialog via Properties (for more
information on the settings refer to chapter 5.3, “Exchange Connector Settings”,
on page 115).
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MRS Exchange Connector for i386 (GUSTAV:AD 1DOC) Properties [ 7] <]
=
L= Gieneral | Dptions | Inbox Settings | Address Space | Advanced | Delivery Options |
| @@ cConstle  window  Help B =]
H Action View “ & = | ‘ 5] % MRS Exchangs Connector for (386 (GUSTAY:ADIDOC)
Tree I Con
[ Gorumerttion (Exchanas [er Computer name —
N
@ G\oh.al Settings ﬁ e e
gl Recipients -
11 Administrative Groups * NoLimit
i =0 First Administrative Group  Maimum [KB)
%’ Servers
=424 Connectors
"5 MRS Exchange Connector For 1386, Admiristrative note:
4 Folders |
& Tools
Creation date 02/01/2310:11:07 A
Last modification: 02/01/2310:11:07 A
ok | cancel | s |
4| | K |

2.5.1 MRS MMC Snap-In Installation for Exchange

Before you can install the MRS MMC Snap-1n, Outlook 2000 (SR1) must have been
implemented with a user profile and started once. The start is to make sure that a user
profile has been defined in Outlook.

The MMC Snap-In can be installed along with a new installation of the MRS Server.
Inthefirst installation dialog, after calling the server setup, select the component “Ex-
change 2000 Administration (MM C-Snap-in Extension)*.
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MRS Server for ISDN Setup

Select components 4 5
-

Select the server components you want to install,

|_] MRS-Server
MRS-Server
[ SHMP Agent
I_1 Administration
[J Cammunications

Add Licenses. .. |
< Back I Mest » I Cancel |

The installation can aso be manually performed from the MRS-CD. The Setup fileis
found there in the directory: X:\ Cl i ent\ Exchange\ MMCSnapl ns (X corre-
sponds to the current drive letter of your CD drive).

After starting the Setup program you are taken to the welcome window.

-E’-i MRS Exchange SnapIns for MMC B3

‘welcome to MRS Exchange Snaplns for MMC. This program will
inztall Exchange Snaplns for MMC on your spstem.

It iz strongly recommended that pou exit all \Windows programs
befare running this Setup program.

Click Cancel to quit Setup and then close any programs you have
unning. Click Mest to continue with the Setup program.
WARMIMG: This program iz protected by coppright law and
international treaties.

Unautharized reproduction or distribution of thiz program, or any
portion of it, may result in severe civil and criminal penalties, and
will be progecuted ta the maximum extent possible under law.

[£] 1992-2002 by Cycos AG
One solution for all communications
hittp: £ A, cpcoz. com

< Back Cancel |

It points out that all running applications should be terminated before Setup is started.
So if any applications are still open, close them after selection of Cancel. Setup is left
then and active programs can be shut down. Subsequently it must be started again.If
you press the Cancel button in this window, the installation process terminates after the
security prompt as to whether you realy want to leave Setup.
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Enabling Next takes you to the dialog for defining the target directory.
During theinstall ation the files

Ext I nst. MMCExchSnapl ns. i ni

M sAdUser Ext . dl |

M's ExchAdm nExt. dl|

set up. MMCExchSnapl ns. i ni

Uni nstal | . MMCExchSnapi ns. exe and its aiasto the application file
Uni nst al | . MMCExchSnapi ns. exe

are copied to the directory

X:\ Programs\ MRS MMC Exchange Snapl ns

(X corresponds to the current drive letter of you local data carrier in which the “Pro-
grams’ folder is found).

-E’-i MRS Exchange SnapIns for MMC B3

Fleaze choose the target directory for the news components.
*f'ou are recommended to accept the default directory.

" Target Directory:

n Files'WMRS MMC Exchange Snaplng| Browse ... |

< Back I Mest » I Cancel |

Alternatively you can press Browse... to specify or newly define a directory to which
the program files are then copied. After enabling this button a file selection window
opens for this purpose. However, we recommend to copy the preset directory since the
program components are then easier to find when the necessity arises.

ViaBack you can access the welcome window again and a click on Cancel terminates
Setup after a security prompt.

When you have selected the target directory, the program files are copied to the speci-
fied folder. If this directory does not exist yet you are prompted as to whether you
want to have it defined. Confirm with Yes.
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Question E

The directory <C:\Program FilesiMRS MMC Exchange Snaplns=> does not exist,
Do wou wank ko create it now?

You can follow the progress of the copying and installation process in the below win-
dow. While the activities continue, a black cross precedes the “Copying ' Exchange
Snaplns for MMC' files:” line. After completion of the data transmission a green tick
replaces the black cross.

-E’-i MRS Exchange SnapIns for MMC B3

Setup copies and installs the required components onta pour
spzter.
Fleaze be patient for a litle while...

+ Copying Exchange Snaplns for MMC! files

All above listed actions completed successully.
Click Finish' to leave setup now.

< Back Cancel |

To accomplish the MM C Exchange Snap-1n installation, click the Finish button.
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3 Outlook/Exchange Extensions

3.1 Outlook Extensions Functions

The Outlook/Exchange extensions offer Outlook users some pratical, additiona fea-
tures:

Display of special message icons in the inbound journa for the various message
types (icon forms).

A simplified addressing method when fax messages are sent or polled.
Convenient SM 'S message transmission.

Incoming messages, regardless the service (fax, e-mail or voice message) can be
furnished with a text and/or voice annotation and forwarded (to one or several
addresses). It is also possible to send a message back as reply to the originator or
al origina recipients (if it has arrived as carbon copy (cc)). The voice annotation
can either be recorded via telephone or a microphone connected to the sound card.

Transmission of new voice messages.

Incoming fax and voice messages can be read or listened to in the preview window
(editing fax and voice messages via the preview window is not possible with Out-
look XP). When you open such messages with a doubleclick, a convenient fax
editing function is available so that you can add text or graphic elements to incom-
ing fax messages before they are forwarded. Voice messages can be played back
either via soundcard or the individual telephone and extended with a voice annota:
tion before they are forwarded.

Furthermore advantage can be taken of the full range of the new MRS Server CTI
functions from within Outlook. Precondition is of course that the corresponding
CTI functiondlity isinstalled on the MRS Server.

In this way the individual in and outbound calls can be displayed in Outlook and
return calls triggered per mouseclick. Contacts resp. persons present in local Out-
look or Exchange 2000 Server address books can be called or conference circuits
initiated just as easily.

3.2 MRS Icon and Message Forms

Icon and message forms are implemented in one installation step. Call the correspon-
ding Set up. exe from the .\ O i ent\ Exchange\ For s\ Ser ver BasedFor ns di-
rectory (MRS-CD 2 “Add-on*).
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3.2.1

Icon Forms

All messages transmitted from MRS to Exchange are additionally indicated with a de-
fault icon (envelope) in the Outlook inbound journal (unless you have faded out the
icon column by editing the journal window caption bar). In order to graphically im-
prove the recognizability of messages coming in via the Exchange connector for Out-
look usersit is possible to introduce new, additional icons which immediately repre-
sent the message type and status. These new icons are not only available for standard
messages (fax, data transfer and voice) but also for CTI status display and for an ad-
ministrator report. Please refer to the following table for the additional icons and the
message classes and states they indicate:

CTI Message Classes:

-
1
4
1
@

%

Description

Inbound call has not reached the
user (red arrow).

Inbound call has not reached the
user, therefore set on reschedule
(red arrow).

Inbound cal has reached the
user (green arrow).

Inbound call has reached the
user, yet set on reschedule (green
arrow).

Outbound call has not reached
the subscriber (red arrow).

Outbound call has not reached
the subscriber, therefore set on
reschedule (red arrow).

Name Entry in the Form Manager
MRS.CTI.Inbound.Failed

MRS.CTI.Inbound.Failed.Rescheduled

MRS.CTI.Inbound.Success

MRS.CTI.Inbound.Success.Resched-
uled

MRS.CTI.Outbound.Failed

MRS.CTI.Outbound.Failed.Resched-
uled
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VZ

%

Outbound call has reached the
subscriber (green arrow).

Outbound call has reached the
subscriber, yet set on reschedule
(green arrow).

Data Message Classes:

Icon

Gl (I

Description

Standard fax message (icon with
black characters)

Fax message, in OK (icon with green
characters)

Fax message, in failed (icon with red
characters)

Standard Eurofile transfer

Standard voice message

Administration Message Classes:

Icon

e

Description

Administration report; e.g. to display
errors during the address- book repli-
cation

MRS.CTI.Outbound.Success

MRS.CTI.Outbound.Success.Resched-
uled

Name Entry in the Form Manager
MRS.Fax

MRS.Fax.DR

MRS.Fax.NDR

MRS.Eft

MRS.Voice

Name Entry in the Form Manager
MRS.AdminReport
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3.2.2 Message Forms
M essage forms provide two basic types of usage:

1. View forms: Incoming fax and voice messages can be edited via the preview win-
dow except in Windows XP where this is currently not possible for technical rea-
sons. In order to edit an incoming fax as well as voice message there, open the
documentswith adoubleclick. Fax or voice messages are accessible then (fax mes-
sagesin .TIF format, voice messagesin .WAV format). Both can then be read resp.
listened to with an appropriate view or playback program.

2. Send forms. As preparative measure message forms are stored on the server to
make them available to al desired subscribers with an extended functional range.
The only requirement for this purpose is the additiona start of the “Unattended
Setup” with each client that is to use the functions. The “Unattended Setup” can
simply be distributed to the corresponding users per e-mail as file attachment.
These users only need to start the program then. During this setup no entries are
necessary. The extended functional range includes:

« Simplified addressing with fax transmission and polling, combined with a con-
venient editing function to furnish incoming messages with additional text or
graphic elements before they are forwarded.

« Convenient SM S message sending.

« Voice message playback either via soundcard or the individual telephone and
attachment of a voice annotation before the message is forwarded.

« \oice message generation

« Serviceindependent (fax, e-mail or voice message) attachment of atext and/or a
Vvoice annotation to arbitrary messages that can then be forwarded to one or sev-
eral addresses or sent back as reply to the originator resp. all original recipients
(if the message arrived as Carbon Copy (CC)). The voice annotation can be
recorded via telephone or via a microphone connected to the sound card.

3.2.3 Requirements for the Installation of Message and
lcon Forms

So that the message icon representation can be activated (in other words, the new
icons are displayed in the clients” journals with messages coming in via the Exchange
2000 Server), some preconditions are to be met and preparative operations required
(viathe Exchange System Manager) before Setup is started:

« Installation can occur from any Outlook client of the Exchange organization
except the one that is installed on the computer where the Exchange Server runs.
Theinstalling user must have amailbox on the Exchange 2000 Server and requires
the owner privilege for the Exchange form library (privilege assignment: mark the
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organization directory and call the context menu, select Properties and switch to the
“Permissions’ tab. Via the Client Permissions... button the corresponding privileges
can be granted or anew user with the required privileges added ).

o The Collaboration Data Object (CDO.DLL) must be available on the computer
from which the instalation is to be performed. It is not automatically installed
along with an M S Office standard installation (typical mode). In this case it must
be subsequently installed from the Office-CD.

« When you have defined several user profiles in Outlook: make sure that in Out-
look, under Tools = Options..., “Prompt for a profile to be used” is selected in the
Mail Services tab. Otherwise the error message might appear that the required user
privilege for the organization folder does not exist.

o Before Setup starts (from the MRS-CD 2 “Add-on”, directory .\Cli -
ent\ Exchange\ For ns\ Ser ver BAsedFor ns\ ..), at least one default folder
must be generated for the organization forms, if the folder does not exist yet (see
“Generating the Organization Forms Folder” on page 49).

« If several folders haven been created for the organization forms and the icon forms
are to be stored in a system folder different from the one mentioned above, the
For nr egi st er. exe program must be used. It is aso manually started with the
x parameter (see “ Subsequent Message and |con Forms Registration” on page 56).
You find the Fornregister.exe program in the .\ Server Based-
For nms\ Unconp\ ...directory on the MRS-CD 2 “Add-on”. Prerequisite for this
intallation version is that the Collaboration Data Object (CDO. DLL) is available on
the computer from which the instalation is to occur. Without the CDO. DLL the
icon forms are copied to the organization folder default used by Outlook.

o Make sure that the registry key “CreateDefaultM essageClasses’ is present in
HKLM\Software\PP-COM\MRS\ExchApl and set to value /. Depending on the
program version the value is yet to be set manually (see also page 145).

3.2.3.1 Generating the Organization Forms Folder

All message classes forms must be installed in a global library so that they can |ater be
made available to all connected Outlook clients.

First you need to create a new directory (with arbitrary name) via the Exchange Sys-
tem Manager in the “EFORMS REGISTRY” system directory (under ..\ Fol d-
ers\ Public Fol ders).
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"a Exchange System Manager !E[ E

J% Console  Window  Help

REE

|J Action  Wiew |J s o= | | | E%

Tree I

EFORMS REGISTRY

E Documentation (Exchange)
-4 Global Settings
@ Recipients
%’ Servers
\EE‘ Connectars
4% Tools
E]ﬂ Folders
E[Eg Public Folders
£ ## Pattemn URL# #
e

8] C
ents Root

K1 I— |

Faolder Name

EIOrganization Forms

Depending on the view mode presetting in the Exchange Manager (standard display or
representation with the administrative groups) the “folder” directory is accessible di-
rectly in the main path under “<Organization>" (see above illustration) or in the
branch <Organization>\Administrative Groups\First Administrative Group (seefollo-
wing illustration). When you open this folder, you find the “public folders’ subfolder
in there. This subfolder includes the “EFORMS REGISTRY” directory.
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J% Console  Window  Help |_|ﬁ'|1|
|J Action  iew |J<:= » | Em BB 2 |
Tree I EFORMS REGISTRY

Folder Mame |

E Cycos Development {Exchange)
-4 Global Settings [EpOrganization Forms
@ Recipients
EID Administrative Groups
ED First Administrative Group
%’ Servers
\EE‘ Routing Groups
E]ﬂ Folders
e [Eg Applications
= [Eg Public Folders
£5 EFORMS REGISTRY
Events Root
£51 OFFLINE ADDRESS BOOK
-£3) SCHEDULE+ FREE BUSY
StoreEvents{1AZ0FZBF-18¢
+- 59 StareEvents{45494461-C7

-8 Tools
4 | i
| | |

If the EFORMS REGISTRY folder (and the other system directories) is not displayed,
the following might be the cause:

1

You are in a view mode in which the system folders are not shown. In order to
switch to aview mode that displays the system folders, select the “ Public Folders’
element first. Then select the Show System Folders function either via Properties in
the context menu or via the Action main menu option of the Exchange Manager.
Subsequently a tree structure similar to those shown in the above illustartions is
displayed.

You access from the computer where the MRS Server is installed and though the
settings have been performed as described under point 1., the directories are not
displayed. In this case the required privileges are missing. To assign these subse-
guently, select the “Public Folders’ directory and choose Properties from the con-
text menu (or the Action main menu of the Exchange Manager). Switch to the
Security tab and assign the correct privileges.

Generating the new directory (in our example “Organization Forms’ occurs in the
same way for both view modes. After a click with the right mousebutton on the
“EFORMS REGISTRY” entry, call New = Organization Forms... in the context menu
now open.
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Properties ﬂ E

General | Rieplication | Limits | Details |

B Mame: IDrganization Forms

Path:
IJNDN_IPM_SUBTHEEJEFDHMS REGISTRY/

Fublic folder description:

E-forms language:

German j

QK I Cancel | Apply | Help |

In the “Properties” form shown above enter the directory Name in the field provided
(in our example “Organization Forms’) for definition. For an environment with
English Oulook installation set e.g. English as “E-Forms language”. Confirm with OK
and the directory isinstalled under “EFORM S REGISTRY”. Thisdialog closes and no
further definitions are required at this point. Thus we have defined the folder that
Outlook accesses per default.

Repeat the previously described steps to add further organization folders under
“EFORMS REGISTRY”.

Remarks: If different Outlook language versions are used in the system and only one
organization folder is available, this folder is utilized by all users per default then.

Selection of another “E-forms language” is mandatory for each additional folder to be
defined (for al English speaking Outlook users “English” is default set).

3.2.3.2 Starting the Installation Routine

After these preparations the actual message icon instalation comes next. Start the
set up. exe installation program found in the

X:\d i ent\ Exchange\ Server BasedFor ns\

directory on the MRS-CD “Add-on” (X: represents the current letter of your CD-
ROM drive).

The installation consists of two integrated processes:
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1. Copying of all required files to the directory to be defined during Setup.

2. Automatic start of the For nr egi ster. exe program that writes the required
formsin the organization folder.

After starting the Setup program a welcome window appears, prompting you to close
al running applications prior to the installation as precaution measure. If necessary,
this can here be retrieved via Cancel. The running Setup is terminated then and needs
to be restarted later to continue the installation process.

-E’-i Exchange Forms Server Setup E

‘welcome to Exchange Forms Server Setup. Thiz program will
inztall Exchange Forms Server on your spstem.

It iz strongly recommended that pou exit all \Windows programs
befare running this Setup program.

Click Cancel to quit Setup and then close any programs you have
unning. Click Mest to continue with the Setup program.
WARMIMG: This program iz protected by coppright law and
international treaties.

Unautharized reproduction or distribution of thiz program, or any
portion of it, may result in severe civil and criminal penalties, and
will be progecuted ta the maximum extent possible under law.

[£] 1992-2002 by Cycos AG
One solution for all communications
hittp: £ A, cpcoz. com

< Back Cancel |

Enable Next to access the directory selection diaog in which you can determine (or
newly define) the target directory in which the program components are to be stored.
We recommend to accept the suggested directory (C: \ Pr ogr am Fi | es\ Conmron
Fi | es\ For ns) so that in case of errors the corresponding files are easily found. If
you want to fall back on a directory already installed, you can make the corresponding
selection via the Browse... button (a file directory window opens) just like in the Win-
dows Explorer. As with the gateway installation, Cancel terminates the running Setup
(aefter a confirmation prompt).
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-E’-i Exchange Forms Server Setup E

Fleaze choose the target directory for the news components.
*f'ou are recommended to accept the default directory.

C:%Program Files\Common FileshForms Browse ... |

" Target Directory:

< Back I Mest » I Cancel |

Click Next to start the actual copy and installation process the progress of which you
can roughly monitor in another window. Back opens the welcome window again and
Cancel delivers the prompt as to whether you really want to stop Setup at this point.

-E’-i Exchange Forms Server Setup E
Setup copies and installs the required components onta pour
spzter.

Fleaze be patient for a litle while...
+ Copying ‘Exchange Forms Server files

> Running external prog

< Back | Tewt > |

In the monitoring window you find processes just being performed indicated by an in-
timated arrow (>) that precedes the descriptive text entry. The text is bold set. A suc-
cessfully accomplished installation step appears preceded with agreen tick ( .+ ).

Copying the program files is followed by the icon forms registration under the “Run-
ning external programs” installation step.
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Choose Profile =]
CIENEINEH S Exchange Settings Mew...

OF I Cancel | Help | Options >>|

In the above dialog you first need to select a profile with the necessary owner privi-
lege, then define the organization folder in which the forms are to be registered. Usu-
aly only one folder (the default folder)will be available here for selection. If, however,
severa have been defined, you can choose one from this pool.

Choose EForms Folder

Flease choose a Folder to install the Farms in.

Glabale Fomulare

Organization Forms

()8 Cancel

After you have selected the corresponding name, a progress indicator displays the on-
going action.

Setup external Program

It & warning dialog appears during installation, pleaze close
the window by choozing “Enable Macros".

Progrezz Outlook Form Registry:

ANEEEREE

Finaly the message appears that the entire process has been successfully accom-
plished.

MRS Formregister E

@ Congratulations, successfully installed the Forms.,

Confirm with OK. Now that al required files have been copied and externa programs
closed, click Finish to conclude Setup.
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-E’-i Exchange Forms Server Setup E

Setup copies and installs the required components onta pour
spzter.
Fleaze be patient for a litle while...

+ Copying ‘Exchange Forms Server files

+ Running extemal programs

All above listed actions completed successfully. Please restart
your Outlook client if it iz currently active. Click Finish' to leave
setup now.

< Back

Cancel |

If the default folder was specified for instalation, you can now check Outlook as to
whether the installation has been successful and the message icons are now known.
Start Outlook and select Tools in the main menu. In there click on Options... to open the
corresponding window. Then switch to the “Other” tab and enable the Advanced
Options button in the dialog’s “Genera” section. In the “ Advanced Options” window
you find the Custom Forms... button in the lower portion via which another option
window is opened. Then select Manage Forms... to display the forms manager the left
half of which should now list all message icons under “Organization Forms’.

3.2.3.3 Subsequent Message and Icon Forms Registration

In the course of Setup, the icon forms are all registered in the organization folder that
you have selected in Setup. After the installation you are now able to install the forms
in another organization folder. From the computer on which the corresponding files
have been stored, call the For nRegi st er . exe program with the x parameter (MRS-
CD “Add-On* .\ d i ent \ Exchange\ For ns\ Ser ver BasedFor ns\ Unconp..). The
executing user requires avalid Outlook profile on the computer from which the opera-
tion is started and the user privilege for the Exchange form library for this purpose.
After starting this EXE file you are prompted as to which organization folder is to be
supplemented with the forms. When you have made your selection click on OK so that
registration in the new directory is performed.
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Choose EForms Folder

Flease choose a Folder to install the Farms in.

Glabale Fomulare

Organization Forms

()8 Cancel

Removing forms from the organization folder is done analog to the previously
described procedure, using the Del nst al | Bt n. exe program that is also called with
the x parameter from the “Uncomp” directory.

3.2.3.4 Deinstalling Message Icons

Removing message icons (admin forms) should be done as customary in Windows.
Start the control panel via Start = Settings = Control Panel. Call the Add/Remove Pro-
grams function to view alist of the application programs already installed. In this list
look for the Exchange Forms Server entry and select it. Next enable the Remove button
to start the deinstallation program. Then follow the instructions given in the corre-
spondig windows to delete the forms.

If you want to perform the deinstalltion manually (what we do not recommend), you
find the corresponding deinstallation program
Uni nstal | . ExchForms Server. exe

together with the other forms program components in the directory
X:\ Program Fi | es\ Cormon Fi | es\ For ns
and is automatically copied to the harddisk when the admin forms are installed.

3.3 Installation of Client Components

These components enable the activation of message forms at any Outlook client after
they have been centrally stored viathe Server Based Forms installation. Via this type
of installation users can be selectively given permission to use the forms by sending
them Setup (for example per e-mail with the Set up. exe as attachment). Unrestricted
use can be made of the message forms on systems with Outlook 2000 whereas with
Outlook XP (fax and voice messages cannot be displayed in the preview window) us-
age is limited. Under Outlook 98, for technical reasons, only view forms for received
fax and voice messages are available.

The client extension installation also activates the ActiveX component for the user to
edit fax and voice messages. So that the ActiveX components can be used, the security
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settings must be configured accordingly. In the Internet Explorer, via Tools = Internet
Options..., access the Security tab. Then click the Custom Level... button. Finally select
the entry “ActiveX controlsand plug-ins* and set it to Enable or at least to Prompt.

3.3.1 Requirements and Remarks

o Message and icon forms for Outlook clients can only beinstalled if the server com-
ponents (message and icon forms) have been previously installed on the Exchange
Server (see “MRS Icon and Message Forms” on page 45).

o To start Setup you need administrative privileges on the client computer (for acti-
vating the ActiveX component and registering the library).

« When you call aform, a macro warning may appear that, however, can be ignored
(click the Enable Macros button) since the forms do not use any macros. To avoid
this warning, the security can be set either to “High” or “Low” under Tools -
Macro = Security (we recommend “High”).

« When you open afax or voice message in Outlook and the Internet Explorer comes
up with an error message saying: “An ActiveX control on this page is not safe.
Your current security settings prohibit running unsafe controls on this page. As a
result, this page may not display as intended”., adapt the corresponding ActiveX
security settings (set “Enable€’) under Tools = Options...— Security = Zone Set-
tings... = Custom Level....

3.3.2 Starting the Client Attended Setup
Once Setup has been started, it runs without any interaction with the installing person.

It must be started on every computer the user of which is to employ the message
forms. The Set up. exe (from the .\ Cli ent\ Exchange\ For ms\ Ser ver Based-
FornsCl i ent Conponent s directory) needs to be previously transmitted to the re-
spective clients either per e-mail or by another distribution software and the program
started there. If the presettings have been modified by editing the Ext | nst . i ni , the
entire “Uncomp” folder with the edited Ext | nst . i ni isto be sent to the respective
clients and the Set up. exe contained therein started. (see aso: “User Defined Setup”
on page 59).
The Setup defaults that can be altered user defined at alater date are:
« Maodification Point 1: All numeric values entered in the address field are auto-
matically interpreted as fax address. This behaviour may lead to addressing

errors if your address entries in the local or personal address book are not
updated according to names but to code numbers.
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Modification Point 2 to 7: All available forms are installed at the client per
default. You can, however, exclude each single form from the installation user
defined.

Modification Point 8: Per default the forms are so installed that they are avai-
lable to each user logged in at the respective computer (admin installation). By
means of Ext | nst. i ni manipulation, Setup can be executed in a way that
only the user currently logged in and performing Setup can use the forms.

Modification Point 9: This setting is similar to the one described under M odifi-
cation Point 1 but only more consistent in its effects. The default value “0” sup-
presses the overal acceptance of a number entry in the address field for
addressing a standard e-mail. Fax transmission then mandatorily requires the
use of the “fax send” form. The entry “1” resets this default to the normal
behaviour. A number entry in the standard e-mail address field is then inter-
preted as fax G3 address again (depending on the setting in Modification Point
1).

Modification Point 10: A log file can be generated for a possibly required
debugging. This function is deactivated per default. If you want to generate a
log file, set the variable “DEBUG=" to “1” (DEBUG=1) in thefirst line.

In the second line specify the path in which the log file is to be stored: Debug-
Path="c:\FormsL og.txt”

Modification Point 11: Is used to cancel the privilege of modifying the individ-
ual telephone number at the respective Outlook client. Parameter “1” is default
set and allows telephone number modification. To cancel the privilege enter
“0".

Modification Point 12: Changing the default value 1 to O default sets after the
installation that no “sent” or “read” notification is transmitted.

Modification Point 13: Changing the default value 1 to O default sets after the
installation that no “sent” or “read” notification is transmitted for sent SMS

messages.

3.3.2.1 User Defined Setup

To adapt the installation to the conditions of the system environment, the possible
functions can be assigned to users by editing the Ext | nst . i ni file (on the MRS
CD 2“Add-On“in thedirectory .\ Cl i ent\ Exchange\ For ns\ Ser ver BasedFor m
sC i ent Conponent s\ Unconp) associated to this Setup. The options provided by the
user defined Setup have aready been described with the Setup presettings.

In order to adjust the instalation for these cases you need to open and edit the

I nst.ini filewith asuitable editor program (WordPad, MS Editor etc.). So
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that the adjustments from this file take effect, send the entire “Uncom” subdirectory to
the clients where the adapted Setup is to be executed. The installation is then started
by means of the Set up. exe from the “Uncomp” directory.

Important: Inthe Ext I nst. i ni you may alter only program lines titled “; M odifi-
cation Point x".

If the“0” valueisreplaced witha“1” at the corresponding positions or a semicolon (;)
is placed before the listing lines (which turns them into an annotation text, not being
considered with processing), the described functions are adapted and not installed.

Remark: Be extremely careful when you indicate listing lines with a leading semico-
lon. A semicolon set in the wrong place leads to a Setup crash!

The following extract from the .INI file shows the listing portion where the adaptions
are made:
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[ RegHKLocal Machi ne]

;Modi fication Point 1: if NoNunmber Onl yResolution is set to 1, the dll wont resolve num
bers to faxg3/ nunber.

Sof t war e\ Cycos AG ExchForns i ent\ NoNunber Onl yResol uti on="0"

;Modification Point 2: if you don"t want to install the fax button and form please
change the following "0" to "1".

Sof t war e\ Cycos AG ExchForns i ent\ NoFaxBt n="0"

;Modification Point 3: if you don"t want to install the SMS button and form please
change the following "0" to "1".

Sof t war e\ Cycos AG ExchForns i ent\ NoSMSBt n="0"

;Modification Point 4: if you don"t want to install the fax on demand button and form
pl ease change the following "0" to "1".

Sof t war e\ Cycos AG ExchForns C i ent\ NoFODBt n="0"

;Modification Point 5: if you don"t want to install the voicermail annotation buttons and
Form please change the following "0" to "1".

Sof t war e\ Cycos AG ExchForns i ent\ NoVMBt n="0"

;Modification Point 6: if you don"t want to install the voiceview form please change
the following "0" to "1".

Sof t war e\ Cycos AG ExchForns i ent\ NoVoi ceVi ewFor me" 0"

;Modification Point 7: if you don"t want to install the faxview form please change the
following "0" to "1".

Sof t war e\ Cycos AG ExchForns i ent\ NoFaxVi ewFor m=" 0"

;Modi fication Point 8. comrent the following 5 lines, by witting the ";" at the be-
gining of each line, to nake the comadd-In ONLY available for the user who installed on
that nachi ne.

Sof t war e\ M crosoft\ O fi ce\ Qut | ook\ Addi ns

Sof t war e\ M crosof t\ O fi ce\ Qut | ook\ Addi ns\ Fax_SMS. UMSConnect \ Fri endl yNane="MRS Extensi -
ons"

Sof twar e\ M crosof t\ Of fi ce\ Qut | ook\ Addi ns\ Fax_SMs. UMSConnect\ Descri pti on="MRS Extensi -
ons for fax and SM5"

Sof twar e\ M crosof t\ O fi ce\ Qut | ook\ Addi ns\ Fax_SMs. UMSConnect \ LoadBehavi or =3

Sof twar e\ M crosof t\ O fi ce\ Qut | ook\ Addi ns\ Fax_SMs. UMSConnect \ ConmmandLi neSaf e=0

; Modi fcation Point 9: Change "0" to "1", if you dont want fax address resolution (234-
>f axg3/234) working in your standard mail form
Sof t war e\ Cycos AG ExchForns C i ent\ Wt chl PMNot e="1"

;Modi fication Point 10: If you want to create a | og pl ease change "0" to "1".
Sof t war e\ Cycos AG ExchForns C i ent\ Debug="0"
Sof t war e\ Cycos AG ExchFornms Cient\DebugPat h="c:\ FornsLog. txt"

; Modi fication Point 11: If set to O client is not allowed to do any changes with his
phone nunber.
Sof t war e\ Cycos AG ExchForns Client\ ChangePhoneNo="1"
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;Modification Point 12: If you change "1" to "0" the formfax send will have the option
read/ delivery receipt disabled by default.

Sof t war e\ Cycos AG ExchForns Client\FAX\ Del i ver yRecei pt ="1"

Sof t war e\ Cycos AG ExchFornms Client\ FAX\ ReadRecei pt =" 1"

;Modification Point 13: |If you change "1" to "0" the form SM5 send send will have the
option read/delivery receipt disabled by default.

Sof t war e\ Cycos AG ExchForns Client\SMS\ Del i veryRecei pt="1"

Sof t war e\ Cycos AG ExchFornms Client\ SMS\ ReadRecei pt =" 0"

3.3.3 Deinstalling the Client Components

If you want to remove message icons or message forms, do so in the manner common
under Windows. Via Start = Settings = Control Panel the control panel is started. Here
you can call the Add/Remove Programs function to view alist of already installed appli-
cation programs. In this list look for the entry Exchange Forms Server and select it.
Now you only need to enable the Change/Remove button to trigger the deinstallation
program. Then follow the instructions given in the displayed dialogs to remove the
forms from the system.

The corresponding deinstallation program
Uninstal |l . ExchFornms Cli ent Conponents. exe

is found with the program components of the other forms in the directory
X:\ Prograns\ Cormon Fi | es\ For ns

and is automatically copied to the harddisk with the formsinstallation.

3.4 Fax Extension

Fax extension has become obsolete with the development of forms (see “MRS Icon
and Message Forms’ on page 45). It is only described here with respect to maintaining
existing systems.

Fax extension components enable the Outlook user to:
1. View incoming fax messages.

2. Send fax messages.

3. Addresstext messages as SMS.

3.4.1 General Remarks on the Fax Extension Installation

The installation requires administrative privileges on the local computer where the ex-
tensions are to be used.
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Two installation versions are availabe. Decide which one is the most convenient ac-
cording to your situation:

« Installation from the MRS-CD which is described in the following.

« Installation via network which in principle is performed like installing from the
CD but Setup of files from a shared folder (normally in:

M s_Cl nt\ updat e\ ..) is started from the MRS Server.

When the fax extension installation has been accomplished, no further configurations
arerequired.

3.4.2 Fax Extension Installation

To install the fax extension start the corresponding Setup program set up. exe (self-
extracting zip file) from the directory..\ d i ent\ Exch\ Fax\ (MRS-CD 2 “Add-
on”) on the Outlook computer. First the self-extractor dialog appears. The extractor
decompresses data required for the install ation process.

WinZip Self-Extractor [setup.exe] [ %]

lﬁ ‘Welcome to MRS Outlook Client Extenzion Setup
‘i Copyright [c] 2002 by Cycos AG

One solution for all communications -
Schlieben

Fleaze be patient while extracting setup kit...

Setup

Ll

Info

Dekomprimiers MEEERSEETR]

WinZip® Sell-Extractor @ Mico Mak Computing, Inc. http: /s, winzip. com

Then the welcome window is faded in, prompting you to exit all running applications
before starting Setup as precaution measure.

-E’-i DOutlook Client Extension Setup [ %]

‘welcome to Outlook Client Extengion Setup. This program will
install FAX Extension on your system.

It iz strongly recommended that pou exit all \Windows programs
befare running this Setup progran.

Click Cancel to quit Setup and then close any programs you have
unning. Click Mest to continue with the Setup program.

WARMIMG: This program iz protected by coppright law and
international treaties.

Unautharized reproduction or distribution of thiz program, or any
portion of it, may result in severe civil and criminal penalties, and
will be progecuted ta the maximum extent possible under law.

[£] 1992-2002 by Cycos AG
One solution for all communications
hittp: £ A, cpcoz. com

< Back I Mest > I Cancel |

Click on Next to access the directory selection dialog. Just as with CTI extension, the
target directory where the program components are to be stored can be selected (or
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newly defined) here. We recommend to copy the suggested directory (\ Pr ogr am
Fil es\ MRS Qut | ook Extensi ons\) sothat al extension filescan be stored in
the same directory and quickly be found in case of an error. If, however, you want to
revert to an aready configured directory for the instalation, click on Browse... (opens
the Select Folder file directory) to select the corresponding folder as common in the
Windows Explorer. Via Cancel you can, as with the gateway installation, exit the run-
ning Setup (after a confirmation prompt).

-E’-i DOutlook Client Extension Setup [ %]

Fleaze choose the target directory for the news components.
It iz recommended to uze the default directary.

Browse ... |

< Back I Mest > I Cancel |

If you want to define a new directory for the Outlook extensions or the suggested tar-
get folder does not exist yet, you are, after enabling Next, first informed by a prompt
that such adirectory is not available yet. Back takes you from the directory selection to
the welcome window. Cancel initiates the Setup termination.

Confirm whether thisfile folder is to be created.

Question E

Directory <C:\Program FilesiMRS Outlook Extensions> does not exist,
Do ywou wank ko create it now?

fes Mo |

When you opt for Yes, the corresponding files are created. No leads you back to the tar-
get directory diaog.

If the directory exists already, Next immediately takes you to the dialog for language
selection.
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-E’-i DOutlook Client Extension Setup [ %]

Fleaze choose the language of the new extengion components.

“f'ou are recommended to select the language of your ingtalled
Outlook-Cliert.

‘what kind of language do you prefer?

& Gemman
" English
" Dutch
" Spanish " French

< Back I Mest > I Cancel |

After making the desired selection in the above dialog press Next.

-E’-i DOutlook Client Extension Setup [ %]

Setup iz copying the required components onta your spstem.
One moment please...

~ Copying FA% Extension*files

+ Installing ‘Outlook Client F&3 E stension’

All actions listed above were executed successfully. Please
restart your Outlook. client if it iz active at the moment. Confirm
‘Finizh' to end Setup now.

< Back I Finizh I Cancel |

You can monitor the installation as it proceeds: actions not performed yet are indicated
by a black cross preceding the descriptive text entry. Processes being carried out can
be recognized by bold lettering of the corresponding text entry and a successfully ac-
complished installation step is indicated by a green tick.

3.5 CTI Extension

CTI extension components enable the Outlook user to:

1. Trigger various telephony actions via the dialer function (e.g.: calling, consulting,
aternating between, establishing a conference circuit, installing a call diversion,
etc., only to mention the most important).
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2. Initiate adirect return call on grounds of a selected journal entry (provided a corre-
sponding contact entry including the associating telephone number exists for this
message).

3. Play back voice messages, depending on the configuration via PC sound card or
the local telephone.

CTI extensions are based on the MRS Service Provider (MSP) which isinstalled on
the client computer (Outlook computer). Installation of CTI extensions also copies the
required MRS Service Provider Modules to the correct directories.

3.5.1 General Remarks on the CTI Extension Installation

The installation requires administrative privileges on the local computer where the ex-
tensions are to be used.

Two installation versions are availabe. Decide which one is the most convenient ac-
cording to your situation:

« Installation from the MRS-CD which is described in the following.

« Installation via network which in principle is performed like installing from the
CD but Setup of files from a shared folder is started from the MRS Server (nor-
mally in: Ms_d nt\ updat e\ CTI Exch).

3.5.2 Installing the CTI Extension

Start the installation program set up. exe (self-extracting zip file) from the directory
..\Client\Exch\Cti\ (MRS-CD 2 *“Add-on”) on the Outlook computer. First the
self-extractor dialog shown below appears. The extractor decompresses data required
for the installation process.

WinZip Self-Extractor [setup.exe] [ %]
= Welcome ta MRS Outlook Client Extension Setup B
ﬁi Coppright (c) 2002 by Cycos AG _ s |
One solution for all communications
Schlieben
Fleaze be patient while extracting setup kit... I
Drekomprimiers MrsCHE <G er dll LI

WinZip® Sell-Extractor @ Mico Mak Computing, Inc. http: /s, winzip. com

Then the welcome window is faded in, prompting you to exit all running applications
as precaution measure before starting Setup.
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-E’-i DOutlook Client Extension Setup [ %]

‘welcome to Outlook Client Extengion Setup. This program will
inztall CTI Extenzion on your system.

It iz strongly recommended that pou exit all \Windows programs
befare running this Setup progran.

Click Cancel to quit Setup and then close any programs you have
unning. Click Mest to continue with the Setup program.

WARMIMG: This program iz protected by coppright law and
international treaties.

Unautharized reproduction or distribution of thiz program, or any
portion of it, may result in severe civil and criminal penalties, and
will be progecuted ta the maximum extent possible under law.

[£] 1992-2002 by Cycos AG
One solution for all communications
hittp: £ A, cpcoz. com

< Back Cancel |

Click on Next to access the directory selection window. The target directory where the
program components are to be stored can be selected (or newly defined) here. We rec-
ommend to copy the suggested directory (\ Pr ogram Fi | es\ MRS Qut| ook Exten-

si ons\ ) so that these files can be quickly found in case of an error. If, however, you
want to revert to an aready configured directory for the installation, click on Browse...
(opens the Select Folder file directory ) to select the corresponding folder as customary
in the Windows Explorer. ViaCancel you can, aswith the gateway installation, exit the
running Setup (after a confirmation prompt).

-E’-i DOutlook Client Extension Setup [ %]

Fleaze choose the target directory for the news components.
It iz recommended to uze the default directary.

" Target Directory:

C:“Program FilesOutlook E stensions Browse ... |

< Back I Mest > I Cancel |

If you have defined a new directory for the Outlook extensions here or the suggested
target folder does not exist yet, you are, after enabling Next, first informed by a prompt
that such a directory is not available yet and asked whether this file folder isto be cre-
ated.
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Question E

Directory <C:\Program FilesiMRS Outlook Extensions> does not exist,
Do ywou wank ko create it now?

fes Mo |

After accomplishing this step with Yes you are taken to the dialog for language selec-
tion.

If the directory exists already, this dialog isimmediately accessed viaNext. Back opens
the welcome window again and a click on Cancel initiates the Setup termination.

Using the language selection dialog you can determine in which language the program
texts are to appear in the client. Presently you can choose from: German, English,
Dutch, Spanish and French. Additional languages are currently under preparation. The
best bet is to select the language in which Outlook has been installed at the respective
workstation.

-E’-i DOutlook Client Extension Setup [ %]

Fleaze choose the language of the new extengion components.

“f'ou are recommended to select the language of your ingtalled
Outlook-Cliert.

‘what kind of language do you prefer?

& Gemman
" English
" Dutch
" Spanish " French

< Back I Mest > I Cancel |

After making the desired selection in the above dialog, Next is pressed to access awin-
dow for entering the MRS Server |P address. Back opens the target directory dialog
again and if you want to exit Setup at this stage, click on Cancel.

The IP addess is required for directly connecting the MRS Server so that real timein-
formation, e.g. incoming calls, can be signalled at once. This address can either be en-
tered as pure IP address (e.g.. 192.77.158.122) or as qualified hosthame (e.g.
xyz.tech.cycos.com as shown below).
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-E’-i DOutlook Client Extension Setup [ %]

Setup has no information about the MRS server you want to uze.
Fleaze enter the IP address [e.g. 192.77.158.122 or mail.com) of
the MRS server providing the CTI server functionalities.

If this address is unknown to you, please contact vour system
admiristratar.

IP address of MRS server:
lrlxyz.tech.cycos.com

< Back I Mest > I Cancel |

After entry of the IP address click on Next to define the loca telephone number. Re-
mark: Thisdiaog is missed out when the telephone number is already present in Ex-
change (for example after an update). Back opens the language selection window
again; via Cancel you are prompted if Setup isto be terminated at this stage.

-E’-i DOutlook Client Extension Setup [ %]

Fleaze enter the number of your local telephone device.

< Back I Mest > I Cancel |

Defining the loca telephone number is followed by the actual copy and installation
processes which is started when you enable Next. Back opens the IP address entry dia-
log again; via Cancel you are prompted if Setup is to be terminated at this stage.
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-E’-i DOutlook Client Extension Setup [ %]
Setup iz copying the required components onta your spstem.
One moment please...

~ Copying 'CTI Extension*files

+  Instaliing ‘Outlook Client CT1 E stension’

All actions listed above were executed successfully. Please
restart your Outlook. client if it iz active at the moment. Confirm
‘Finizh' to end Setup now.

< Back I Finizh I Cancel |

You can monitor the installation as it proceeds: actions not performed yet are indicated
by ablack cross preceding the descriptive text entry. Processes just carried out can be
recognized by the corresponding text entry displayed in bold letters and a successfully
accomplished installation step is indicated with agreen tick.

Now that all required files have been copied and the CTI extension and the Service
Provider (detailed informationen on the Service Provider is found in the appendix un-
der 6.1, page 107) have been installed, Setup is|eft via Finish.

Please note: With Exchange 2000 Server the CTI functionality must be released in the
user configurations for each user. This configuration is performed in the “Active Di-
rectory Users and Computers’ configuration tab (Start = Programs — Microsoft Ex-
change — Active Directory Users and Computers) where you select the corresponding
user entry with the right mousebutton. Then click on Properties in the thus opened con-
text menu. An aternative is to select the user entry with the left mousebutton. Subse-
guently enable the Properties function in the configuration tab’s main menu option Ac-
tion.
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3.6 CTI Extension Configuration

3.6.1 VOICe/CT| Options HE

In the Outlook Client under the Preferences I Mail Services | Mail Format || Spelling I Security I
menu item Tools —> Options the = voreiCTl Delegates
new Configuration tab Voice/CTI [V Delete messages after sending

™ Generate delivery report

has been added. The following = _piafer aptions

0pt| ons are available in this tab: [V Dial selected address book entry automatically

[V Activate phone speaker after dialing
The option Delete message after I window always on top Clear CallList_ |
submit automatical |y deletes the Sort order of call list: Ialphanumerically vl

me$age (mal l Wi th attaChaj —Woice Mail Playback and Initiate Outgaoing Call

file) sent to the MRS Server for (% Playback via sound card

the execution of a playback or I‘; E'ayf‘?ackh\'ia foee] ‘E'epbhj"e o back o e
return call job from the OUtDOX. | 1 coyimphane e b iting an g cal
Since such a message is only
generated if the connection oc-
curs via the Exchange Gateway
(thus in environments working
without an MSP installed at the
Client), this configuration only ok | comcd | ey | b |
refersto this case which is only

used in few Exchange environments. The MRS Server is assigned the corresponding
job via this message. Connections over the MRS Service Provider are a direct Client/
Server connection. Thereby also telephone calls are initiated or avoice message is put
out on atelephone via this direct connection that does not require such amail.

Generate delivery report enables the generation of an acknowledgement of receipt by
the MRS Server to document the result of the playback or return call job.

Advanced settings
’7|7 Show public folders Advanced ... |‘

Dialer Options

The Dialer is an individual window over which calls can be initiated, alternated be-
tween or conference circuits set up. Speed dialing keys are also available for storing
frequently dialed or important numbers to enable call initiation per mouseclick.

When the option Dial selected address book entry automatically is checkmarked, a dou-
bleclick on an address book entry immediately initiates the dialing sequence.

The option Activate phone speaker after dialing activates the phone speaker so that users
hear when the called party picks up the telephone.

Via Window always on top the Dialer always remains in the foreground and is thus al-
waysimmediately accessible.
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When selected, the Clear Call List button deletes all entries in the call history list. This
list can quickly be accessed through a pull-down menu in the Dialer.

By means of the Sort order of call list function the call history list can either be sorted
chronologically or alphanumerically. Alphanumeric sorting displays the name of known
contacts resp. addresses and not the tel ephone number.

Voice Message Playback and Call Initiation

Output device options for playback of voicemail messages are either Playback via
sound card or Playback via local telephone. The option Confirm phone number before play-
back of voicemail or before initiating an outgoing call provides the opportunity to alter the
individual phone number with areturn call. Thisisreasonable in case you wish to play
back your messages at another workstation.

Confirm phone number before playback of voice mail

When this option is set, the opposite dialog
appears before voice message output. You Do ouwent 0 ly back the veice maion

can then modify the telephone number for g '

voice message playback (initiating playback
in Outlook: select a voice message in the
journa] and S.lbsa:]uently the majn menu Op' r Efnlobr;?er require confirmation for entry of local phone
tion Telephony. Then click Playback Voice o |
Mail. You can also press the loudspeaker icon =

after selecting the message).
Confirm phone number before initiating an outgoing call

Local Mumber: |442

Cancel

Activating this option opens the “Confirm
{\ Do you want ta initiate a call from ‘442" to Phone Number dia]og" W|th |n|t|at|ng an
CZAd 324043011337

outgoing call to a message's originator. Here

tocalumber |42 you can ater the telephone numbers both for
SubsorberNunber. _[452404301139 the caller and the subscriber that is called
r Eﬁolr?giirr;ebq;sire confirmation for entry of the following (mak|ng a return Ca“ in OuthOk: %Iect a

[ ok | coea || MeSSEGEIN the journal and subsequently the

main menu option Telephony. Then click Initi-
ate Call. You can also press the telephone

icon after selecting the message).

In the Advanced Settings portion you can set the Show public folders checkbox to deter-
mine whether in the Search tab (available after a click on the Advanced... button) under
Search phone number in contact folders also public folders are to be displayed, thus used
for caller identification.

Remark: A large number of public foldersin your system environment may decrease
the performance since searching probably becomes more elaborate then.
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3.6.2 Advanced Settings for CTI Configuration

The following CTI options can be configured through selection of the Advanced... but-
ton.

3.6.2.1 General
With incoming calls a message on call with

CTI Configuration [ %]

General | Searchl Joumall Eonnectionl

signalled number and without signalled num-
ber can be shown. Selecting the first option
also enables simultaneous display of the
corresponding contact information so that
you already receive the available informa-

[V Show message o incoming calls with signalled number

r Show message on incoming callz without signalled number
[e.g. playback of voice mail to a local phone device]

— Create contacts from incoming calls

Contact folder to create new contacts in:

Co ¢ate]

Phone field ta set for new created contacts:

tion on the caler before you pick up the
phone. Via the second option it is at least
possible to answer a call at the individual
telephone per mouseclick. This is particu-
larly useful to people wearing a headset
(headphone-microphone  combination),
common in Hotline or Call Center jobs.

I Business

— LCall Rezcheduling
" Enable call rescheduling
™| Rescheduling windaw always ortop

% Do ot reschedule failed outbound callz automatically

s Automaticallyreschedule zallz if pou did nat reach the
party.

In the entry line Contact folder to create new Reschedus oalls: =
contacts in a contact folder and in Phone

field to set for new created contact a field

can be specified to create a new contact [ ok | cancel | e |

when a call with unknown calling number
comesin.

The Call Rescheduling functions serve to automatically reschedule unsuccessful indi-
vidual calls, return calls or successful cals that require an additional call after a certain
period. For this purpose you can Enable call rescheduling here. The option Keep resched-
uling window always on top keeps the rescheduling window constantly visible on the
desktop. With activated rescheduling, usage of this function can additionally be speci-
fied via Do not reschedule failed outbound calls automatically resp. Automatically resched-
ule calls if you did not reach the party. In this way rescheduling can be initiated manually
or failed individual calls can automatically be rescheduled after a set period.
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3.6.2.2 Search

In the Search tab you specify the folders
and criteriato be used for caller identifica-
tion, provided the caller’s telephone num-
ber has been transmitted. You can search
for the stored data, associating the trans-
mitted calling number, in the address book
of the CTI server, in contact folders as well
as in address book containers. An arbitrary
combination of the three options is also
possible. To exclude directories from the
search for speeding up the process, place a
check mark in the corresponding boxes of
the directory tree displayed. The type of
number field to be used for searching can
be separately defined via Search phone
number in contact folders: and Search phone
number in adress book containers: by selec-
ting the corresponding number field.

General  Search |J0umal| Eonnectionl

[V Search phone number in address book of CTI server
[V Search phone number in contact folders:

ED@ M ailbax ﬂ

 -[J%% Contacts
=% Public Folders
E1-CI6E Cycos Contacts

"I Atkunden [

Phone fields to use for contact search:
[w]Buziness -
[1Busziness 2 -

¥ Automatically open found contact

V¥ Search phone number in address book containers:

All Address Lists -
..... O@ &l Contacts

O 2l Groups

O% alUsers

[O@ Contacts ‘Walldarf LI

Phone fields to use for address book search:

[CTI Configuration [ %]

[w]Buziness -
[1Busziness 2 -
()8 I Cancel | |

When the option Automatically open found contact is activated, caller data of the corre-
sponding contact entry are displayed on the screen with incoming calls before you

pick up the phone.
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3.6.2.3 Journal

The option Use global settings for generation  General| Search Joumal | Cannestion
of jOUrnal entries uses those setti ngS confi g- ¥ Use global settings for generation of jourmal entries

ured for all users on the E)(Change Server. — Generate journal entry if the calling party ..
. . r fully reached
If these settings are not desired, the fol- T it eatnon
lowing options can be used to track inand  ~ generats joumal ertr frou...
outbound phone calls. I™ | successfullyreached the party
V| failed ta reach the party

ACt|Vat| ng the Opt.| ons Under Generate jOUr' ™| Stare anly latest journal enti for each phone nurber,
nal entry if the Ca”mg party Creates an en- I Delete journal entries older than: |14 daps
try In the aoprop”atejoumal dependlng on ™ Flag jounal entries automatically as read if received
whether you checkmarked successfully Call handiing
reached you, failed to reach you or both. ? o 2:lf:t‘:f:;::t’;ad”:!:jﬁng

. . " ; Folders...
Tracking of your outgoing calls can corre- | Ysecalflow arznted handing et |
spondingly be activated in the following

field.
So that clarity in the journal is maintained
you can activate the Store only latest journal TR | coe o

entry for each phone number checkbox to
prevent the generation of an entry for each
cal (thisfunction isin preparation).

Via Delete journal entries older than... days the journal can be purged after a fixed time
by deleting the old journal entries.

In addition you can in advance indicate all journal entries referring to telephony as
read viaFlag journal entries automatically as read if received so that they are not interpre-
ted as new message (and reported as such).

Call handling can be performed according to Use no special call handling, Use call state
oriented handling, thus moving calls to a separate folder, or Use call flow oriented han-
dling, which moves calls success-dependently to separate folders. Especialy the last
two options provide a good overview on calls to be initiated and rescheduling makes
sure that no calls are forgotten.

The bottom section in this tab concerns the three options of call handling. The individ-
ua settings exclude each other so that only one can be selected at atime.

« Use no special call handling is default set with no special handling of calls intended.
They are collectively displayed in the inbox.
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o Use call state oriented handling sorts calls

accordi ng to their current status (SJC' Select folders to mave calls into

cessful or failed) in special directories. | <& Move suscasshili incoming callsto
Viathe Folders... button the correspond-
ing directories are generated in a new
window (Target Folders). They are
freely defineable in the inbox resp. out-
box. You can also click on Default 10 | £ wave faied autgaing calk to
employ default folders which can gener-
ally be used as they are. fote;

-Use "ZINZ" to reference the client’s Inbox folder
-Use Z0UT %' to reference the client's Dutbox folder
Usze "' or '/ to separate individual subfolders

Default | QK | Cancel |

4:2 Move failed incoming calls to:

2? Move successiul outgoing calls to:

e Use call flow oriented handling saves
inbound calls according to their status Select folders o move calls into

(successful, pending and failed). Here as Q?Movesuccessrulcausto
well you can freely define where cals .
are to be filed. Default folders may be
used, too.

@ Move pending calls to:

2? Move failed calls to:

Mote:
-Use "ZINZ" to reference the client’s Inbox folder
-Use Z0UT %' to reference the client's Dutbox folder
Usze "' or '/ to separate individual subfolders

Default | QK | Cancel
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3.6.2.4 Connection
Here the local telephone number is entered, = General| Search | Joursa Connecton |
The corresponding telephone device Will — Losaltelsphone urber
always be used for a connection attempt. Server Connestion
. . ) " Exchange Server
Server Connection can either occur via the @ Cient Service Provider Confguation.. |

Exchange Server with Exchange Gateway
to the MRS Server or via the MRS Service | Save phane number on the lacal ystem
Provider (MSP). The first option is only

suitable for establishing a connection resp.

for voicemail playback. All further CTI

functions are not possible via this server

connection. Pressing the Configuration...

button takes you to the MRS Service Pro-

vider (MSP) configuration tabs. A detailed

description of the MSP is found in the ap-

pendix under page 107.

The Save phone number on the local system
checkbox enables you to “take your tele- ok | Cance | oo |
phone number with you” when you are

temporarily at another workstation. After you have logged in to Exchange 5.5 there
with your user profile via Outlook, switch to this tab and enter the calling number be-
longing to your standard workstation in the Local telephone number: field. Then place a
tick in the checkbox. To accomplish the procedure, click Apply and then OK. The ente-
red calling number is now locally stored in the registry. In thisway it is possible to re-
direct al callsarriving at your normal workstation to thislocal client.

3.7 Deinstalling Outlook Extensions

If you want to remove one or both Outlook extensions from the system, do so as com-
mon under Windows. Via Start o Settings o Control Panel o Add\Remove Programs you
can select the corresponding component from the displayed list (for example FAX ex-
tension) and subsequently deinstall it by means of the Add/Remove. Then follow the
instructions given in the windows displayed.
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4 LDAP APL

4.1 Generals

With Windows 2000, Microsoft have introduced the Active Directory Concept which
allows amuch more flexible administration of any kind of user data. Browsing the Ac-
tive Directory requires a protocol, specialy developed for this purpose. This protocol
iscaled Lightweight Directory Access Protocol, LDAP for short. It is afurther devel-
opment of the access protocol Directory Access Protocol (DAP), based on the X.500
Directory Service since the DAP could not meet the demands in terms of speed and
overhead any more.

4.1.1 Active Directory

The Active Directory Servicel (DS) is understood as a scalable directory service struc-
tured similar to a folder directory in a file system except for a file hierarchy (e.g.
nested directories as with the complete path: c:\ Conpany\ Sit e\ Depart -
ment\ G oup. . . ). Instead, the hierarchy consists of objects which in this context
are units described by unique, named sentences of attributes. With folder directories,
the Explorer would principally be the counterpart to the LADP protocol, used for Ac-
tive Directory display and editing.

During log-in to the network and the search for released resources, Active Directory
clients must be able to communicate with computers on which Active Directory is ex-
ecuted. This means that extraneous access to the domain control and global catalogs
has to be performed using LDAP (Lightweight Directory Access Protocol).

4.1.2 LDAP (Lightweight Directory Access Protocol)

LDAP? is acommunication protocol developed for TCP/IP networks. The LDAP pro-
tocol defines in which way directory clients access directory servers, carry out direc-
tory actions and make use of shared directory data. LDAP standards are established by
IETF (Internet Engineering Task Force) working parties. The LDAP specifications for
attributes and the IETF standards for LDAP versions 2 and 3 are implemented in Ac-
tive Directory.

1. Seedsothefive volume reference by Microsoft:
Active Directory Developer’s Reference Libary, David Iseminger,
Microsoft Press 2000, |SBN 0-7356-0993-6

2. Further literature to deepen the L DAP subject:
Implementing LDAP, Mark Wilcox, Wrox Press Ldt. 1999, ISBN 1-861002-21-1
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As the name already suggests, LDAP is an efficient method to access directory ser-
vices without the complexity of other directory protocols. Since the LDAP protocol
defines which processes are permitted in querying and modifying directory informa-
tion and how to perform safe access, you can list directory objects, execute queries or
administer Active Directory with LDAP.

4.1.2.1 LDAP and Interoperability

LDAP is an open Internet standard. The use of LDAP enables cooperation of Active
Directory with the directory services of other suppliers. As component of Active Di-
rectory Interfaces (DSI), the Active Directory support of LDAP comprises an LDAP
supplier object. The Active Directory Interfaces support the LDAP application pro-
graming interfaces for C, defined in the RFC 1823 Internet standard. Other directory
service applications can be adapted to access Active Directory information via DSI
and LDAP.

4.1.3 Active Directory and Exchange 2000 Server

In the course of standardization and a stronger integration of Exchange in the operat-
ing system Windows 2000, Exchange Server (from version Exchange 2000 Server)
has been completely adapted to cooperation with the directory service Active Direc-
tory introduced in Windows 2000 . This means that now all Exchange directory infor-
mation is stored in Active Directory, too. Thusthe individual Exchange directory used
in previous versions to centrally store objects of an organization (e.g. addresses, mail
boxes, distribution listsand public folders...) has been replaced. Among other thingsit
was necessary to install a special directory service to administer data replication be-
tween individual Exchange Servers. Connecting Exchange to the Active Directory
Service of Windows 2000 has the following advantages:

« Enabling a centralized object administration.

In other words, the directory objects of the operating systems Windows 2000
Server and Exchange 2000 Server can be administered from one place with only
one management tool .

« Security management simplification.

Since Exchange 2000 uses the same security functions as Windows 2000, all secu-
rity regulation modifications (user or group accounts) apply to data stored in
Exchange and Windows as well.

o Efficient creation of distribution lists.

The security groups defined in Windows 2000 are automatically used as distribu-
tion lists by Exchange 2000.

o Simplified accessto directory information.
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The creation of an LDAP interface that allows displaying and editing Active
Directory data via the system specific LDAP protocol easily enables access to
directory information (in versions previous to Exchange 2000, search processesin
the directory were always performed via the Named Service Provider interface).

4.1.4 Active Directory and MRS

To meet future demands and to ensure the interaction with Exchange 2000 Server, us-
age of the directory service Active Directory (DS) has been integrated in the MRS sys-
tem by means of the LDAPAPL.

Windows Active MRS
< LDAPAPL
2000 Directory M
Service
XXXAPL
YYYAPL
EXCHAPL
A K
\ 4
Exchange
2000
<

For this purpose a separate connection to the Active Directory viathe LDAP APL is
required. This APL enables a mapping between the Active Directory attributes and
MRS relevant data, thus establishing the correct assignment. Since manual adaption of
the database fields is relatively laborious, the effort is minimized by performing the
basic configuration via the import of a standard configuration file (xxx. | cf).

Annotations:
o Default the LDAP APL uses port 389.

o The LDAP APL only servesto replicate user data - the DS pattern is not extended
or modified.

e The LDAP APL is so conceived that it can additionally access other systems sup-
porting the LADP protocol.
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4.2.1 Installation via MRS Setup

Installation of the LDAPAPL is embedded in the MRS Server Setup. If anew MRS
Server isto be set up for Exchange 2000 Server, the LDAP APL must be integrated in
the installation for selecting the E2k APL. The LDAP APL installation procedure in
the MRS Setup is described under LADP APL Installation, page 23.

4.2.2 Manual Installation

If the LDAP APL is required to access other directory services, it can still be rein-
stalled separately. This user defined instalation is started by calling the MRS Server
Setup again.

InstallShield Wizard B3
= 3 T Tt oo
Welcome & "

Modify, repair, or remove the program.

‘welcome to the MRS Server for ISDM Setup Maintenance program. This program lets you
modify the current installation. Click one of the options below.

Select new program components to add or select currently installed
components bo remove.

Fieinztall all program components inzstalled by the previous setup.

" Bemove

Fiemove all installed components.

IrnztallShield

< Back | Mest » I Cancel |

Viathe Modify Setup setting and Next you are taken to the selection tree in which com-
ponentsto be installed resp. removed are selected. Place atick in the checkbox preced-
ing the LDAP component and subsequently enable Next to initiate the installation.
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InstallShield Wizard E

Select Components
Chooze the components Setup will install

Select the components you want to ingtall and delete the components you want to remove,

— Description

LDAP Directary
Synchronization. Synchronizes

= W Meszaging and Directory Integration
LDAP D 0 ani i

[]M5 Exchange 5.5 Connector
[]M5 Exchange 2000 Cornector

[]Lotus Notes Gateway
[]Lotus Notes True Unified Messaging Gate

[]M5 Exchange True Unified Messaging EDJ

uzers from Active Directory,
D or ather LDAP-compatible
databases with user
databazes.

-] Add Ons/Tools
i -File Interface

i

Space Required on D: 0k
Space Available on D: 12656096 K
[mstallEhield
< Back | Mest » I Cancel
4.3 LDAP Settings
€l MRS Monitor - DOC,ADMINISTRATOR Hi= B8
File Edt Yiew Tool: Window Help
odules of DOKUME... (=1 E3 |{E 306N ISI=TE
----- - MTa diz=] [16.11:22:.48.482 Ldapépl Ldap DO [E=2000]-- MRS:
..... 3 NYSDI! 16.11:22:48.482 Ldapépl Ldap 2 [Ew2000] - SMTP:T estuser2i=:
_____ = NVSFD 16.11:22:48.482 Ldap&pl Ldap [ [Ex2000] MRS-User TESTUSE
16.11:22:48.492  Ldapapl Ldap 0 [Ex2000] Mo MRS Updates for
----- Y ONVETO [|HE11:2245.492 Ldapépl  Ldap | [Ex2000]*= {11} DM: CH=Tes
----- W NVS:DC 16.11:22:48.432  Ldapépl Ldap [ [Ex2000] proswdddressesi3): <
..... TNV 16.11:22:45.452 Ldapapl Ldap 2 [Ex2000] - =400 c=us;a= ;p=C
_____ 5= NYS.DE 16.11:22:48.432  Ldapapl Ldap D [Ex2000] - MRS:TestuseriEn
16.11:22:48.492 Ldapspl Ldap 2 [Ex2000] - SMTP:T estuser3t
p WA ¥ NVSLD 6112248492 Ldapdpl  Ldap D [Ex2000] MRS-User TESTUSE
[]---? <lines> ] HTONVSINIL | B 11:22:48.492  Ldapapl Ldap D [Ex2000] Mo MRS Updates for
I':'IGE <Settingss ||| W ONVSILD 16.11:22:48.432  Ldapépl Ldap D [E«2000][280] - End of Sear
@ % 7 A | | I = NS 16.11:22:48.492 Ldap&pl Ldap [0 [E=2000]User TESTUSERT &
: - ) 16.11:22:48.492  Ldap&pl Ldap [ [Ex2000]User TESTUSERZ 4
R _ 3 WSO Mg 112248492 Cdaptpl  Lolap D [Ex2000] User MASPISTHAS
N SetOptions | - YONVSPE 1611:22.48.492 Ldaphpl  Ldap D [Ex2000] User ADMINISTRAT
& Tepapl Il - T NS TC =] [16.11:22:48.492  Ldapspl Ldap D [E=2000]User TESTUSERZ a7,
| S0z | KN I 7|\ 1 | a7
15121731138 MR Security | Login uzer ADMIMISTRATOR at ULYSSES, Mrebdonver 4.0 2083
15121731496 Ldapapl Ldap W ULYSSES/ME can't lock the configuration
| Connection changed to server DOKL ==================o====
15.15:20:30.534  =MR Security | Loginuser ADMIMISTRATOR at ULYSSES, Mreboner »4.0.2083<
| Connection changed to server DOKUMENTATION =
15175359855 =<MR Security I Loginuser ADMINISTRATOR at ULYSSES, MrsMoner »4.0.2083¢

All LDAP settings are performed from within the MRS Monitor. In the “Modules of
<MRS Server name=>" window first select the branching icon [+] preceding <Set-
tings> ¥ (switch icon), then the branching icon preceding the gear whed icon
& Ldapapl named “LdapApl“ to open the subbranches. Subsequently, by way of dou-
bleclicking “Set Options”, branch to the LDAP APL setting dia ogs.
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Mame Froperties

Ex2000

Bemove

Import

Export

o

About

Ok I Lancel |

This first dialog serves general administration purposes. The names and | P addresses
of already existing LDAP serversarelisted here (in our example it isthe server aready
defined via Setup). From here you can define further LDAP servers and modify the
settings of aready existing ones. In useis the server that features a check mark before
the name entry.

The buttons in this dialog have the following significance:
o Properties
When you select an arbitrary server entry with the mouse, this button takes you to

the register window “Edit server settings’. In there you find four tabs used for
LDAP configuration.

e New

Further LDAP servers can be added using this button. When you enable it you are
taken to an empty Login tab in the “New server settings® window where a name is
assigned to the new entry. Here the desired DS server (DS = Directory Service) is
selected and the DS user privilege queried.

The significance of the individua entry lines can be gathered from the Properties
button description further below.
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Lagin | Searchl Attributesl Glabal Settingsl

Entriez concerning the localization and the user authentication of
the DS zerver. The logical name must be unique.

Logical name:
Server IP address:
Fart number:

Diirectory type:

— DS User Account

383

I <unknowr = l

User name:
Password:
Domain:

Authentication type:

ISIMPLE 'l

Test Connection |

e S Attributes |

[ o ]

Cancel | Lpply

e Remove

Deletes the selected server entry

o Import

Branchesto the file selection window “ Open an LDAP Configuration File". Here a
(default) configuration file (format: xxx. | cf) can be entered. In this way it is
possible to implement configuration files for other directory services (Novell,
Netscape etc.). Accomplishing this step takes you to the Login tab in the “Edit

server settings* window.

Open LDAP configuration file.

Look jr: I i Ldap

R s e =

File name:  ex2000Icf

Open I

Filez of type: ILDAP Configuration Files [*lcf]

j Cancel |

4
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o Export
If stored as xxx. | cf file, a configuration file can be created which includes all
current settings of the selected server.

Save LDAP configuration 'Ex2000°, EHE

Save jn: I@ Ldap j = I‘j‘ =

File name:  [Ex2000.Icf Save |
Save as ype: ILDAP Configuration Files [*lcf] j Cancel |/
£
e About
Displays the currently active LDAPAPL version. Click OK to leave this dialog.
| Wergion 5.10.34 [wIN-2000] Release Build 3362
e OK

Copies the settings performed in the tabs of the “Edit server settings* window and
closes the LDAPAPL configuration dialog.

o Cancel

Terminates the LDAP configuration without copying modifications previously
made.

4.3.1 The“Login” Tab

Here all information on this DS server is displayed. In the top portion you find the as-
signed LDAP server name, its IP address, the port number and the addressed directory
type. Thereunder, entry lines for user identification data are available. With the excep-
tion of the assigned logica name you can now edit settings for DS server localization
and the access privileges.

Remark: aname can only be changed with redefining the server settings.
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Edit server settings. B3

Lagin | Searchl Attributesl Glabal Settingsl

Entriez concerning the localization and the user authentication of
the DS zerver. The logical name must be unique.

Logical name:

Server IP address:

IEx2UDD

||ad1 root. dev-test. alsdorf. cycos. local J

Fart number: 389
Diirectory type: IActive Directorny 'l
— DS User Account
User name: IAdministrator
Password: I xxxxxxxxx
Domair: Idev-test
Authentication type: I MTLk =~ l
Test Connection | Luery DS Attributes |

QK I Cancel | Lpply |

The entry fieldsin the Login tab have the following function:

Field

Logical name:

Server IP address:

Entry

A DS server selected upon a new localization is
assigned an arbitrary name here. This name must be
unique since it isused for registry entry replication.

In case of an already existing DS server the previously
assigned name is displayed. It can however not be
changed in this form (a name modification is neverthe-
less possible when you delete the server entry, fol-
lowed by a new definiton).

In this entry line you can specify the valid DS server
IP address (either the qualified host name or the
numeric address), resp. the IP address of the selected
entry is displayed. To simplify the process click the
selection button (..., to the right of the entry line) to
search the entire network for the desired DS server.
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Field Entry

Port number: Entry field for displaying the currently set port or to
modify the port number.

Directory type: This menu alows selection of either Active Directory,
<unknown> or DirX. For our purposes set Active
Directory here. The other options refer to LDAP con-
nectionsto other systems.

Inthe“DS User Account” portion:

User name: The name of the user account provided with the corre-
sponding privilegesis entered or displayed here.

Password: This entry field is for definition of the password asso-
ciated with the above user account.

Domain: Field for entry (or display) of the domain name associ-
ated to the above user account.

Authentication type: The definition of the authentication type must be set to
NTLM (NT Lan Manager) for connecting the Active
Directory Service. The aternatives “SIMPLE" and
“negotiate” are intended for other directory systems.
Remark: When you log in with the authentication
type “SIMPLE", the user name must be entered in the
LDAP format, i.e. as “Distinguished Name* (DN).
Example: uid=admin, ou= administrators, ou=Topo-
logyManagement, o=NetscapeRoot

Thus all data relevant for DS server selection are entered and can be verified via
Test Connection.

You are informed about the status of the connection to the DS server by a message
shown in the below illustration.

LDAP Configuration B3

@ LDAP Server adlroot,dev-test, alsdorf, cycos.local O
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In case of an error (the connection cannot be established), the same dialog appears
with a special message which, if possible, contains details on the problem
occurred.

LDAP Configuration =]

& Idap_bind to for failed: Server heruntergefahren

With a click on Query DS Attributes, transmission of the DS attributes can be manually
initiated. Otherwise the selected DS server reads out DS attributes specified by the
configuration file by way of a periodically occurring query. The attributes are then
listed in the Attributes tab. This process can be observed in the MRS Monitor as well
(see Monitoring the LDAP APL Activities, page 103).

4.3.2 The “Search” Tab

The Search tab is used to define directories or user entries that are to be integrated in
the replication process. Here you must explicitly select the containers that include us-
ersto who replication is to apply. An implemented logic prevents a redundant replica-
tion. An error message is issued when in addition to a subordinate container further
subdirectories have been selected. Default set directories are cn=Users and cn=De-
leted Objects. Subsequently a replication with the corresponding MRS attributes can
be executed.

89



MRS and Exchange 2000

LDAP Settings

90

Edit server settings. B3

Login ~ Search |Attributes| GlobaISettingsl

List of directories searched. Directory names will be written as
LDAP-Distinguizhed Mames.

— Search Directorie

CH=Deleted Objects
CH=Uzers

Froperties | e | Femove |

Schedule | Max. gearch duration IBD
Eieltestio fem | Entrieg per page |B4
IBD

V' Paliing jnterval:

QK | Cancel | Apply |

Entriesin the Polling interval: (default 300 seconds) and Max. search duration (default 60
seconds) fields determine the time flow of the replication. If O is entered for the poll-
ing interval, no regular replication is performed. Any other numeric value x starts the
replication after x seconds (for example: with an entry of 12 the next search starts after
12 seconds).

The value in Max. search duration determines the maximum duration of a replication.
Any numeric value x (x > 0) entered there terminates the replication when this value
has been reached after x seconds.

Since timeout problems may occur when extremely large amounts of data have to be
replicated, you can determine the number of data records to be transferred per trans-
mission unit via the Entries per page field. 0 means that al data records are to be trans-
mitted in one go; any other value restricts the number of datarecords. When e.g. 128 is
set, this number of data records is sent per transmission unit.

With aclick on the Schedule button you can create a replication week profile. Replica-
tion can be set in 15-minute steps for each weekday.
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@ Each selection in this table results in data replication at the start of the selected quarter hour,

12 B

] ﬁl @l 100 =
Ok I Lancel |

After opening the schedule you can edit the replication times. The following tools

are available:

Icon

4

r---1
]

]

.

Function

Servesto arbitrarily enter replication timesin the sche-
dule.

Selection tool for marking sections in the week profile.

With the eraser function you can remove single replica-
tion times from the week profile. When you have pre-
viously selected an entire section with the selection
tool, only replication marks outside of this section are
removed.

Is used to define areplication time for a whole week if
replication is to occur each day at the same time in the
same interval. The intervals can be specified in the
entry field next to thisicon.

With a click on Replicate now you can start this process manually.

In the Search Directories: portion of the dialog you find the directories of the entire DS
tree. When you expand the tree (to open the subbranches click the [+]-icons) you can
branch to the single user entries for display. Selection of the desired directories occurs
through checkmarking the boxes next to the tree”s branching nodes.
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The two buttons with the small triangles (on the right margin of this window) serve to
change the directory sequence in the list. For this purpose simply select the list entry to
be moved up or down with aclick and enable the corresponding button. In this way it
is possible to assign a priority to the search as with several selected directories it is
performed sequentially (the directoriesin the list are searched from top to bottom).

After clicking on Properties you can view and modify the search directory settings.

Mame: IDE=dev-test,D C=alsdorf,DC=cycos,DC=local
LDAP Filker: I[obiectclass="] Default |

Search depth: " Search base anly
" First level only
& Entire Subtres
[+ Transmit only attributes from attribute mapping table (recommended)

[ This directory contains the deleted objects

Ok I Lancel |

Via New more nodes (for example additional domains) are integrated in the search
folder list. The node to be added is integrated as subfolder under the previously se-
lected folder. For this purpose the above dialog is opened as well to enable the name
definition and the performance of the corresponding settings.

Under Name: the DS branch node is displayed resp. entered if it isto be newly defined.

The LDAP Filter: entry field is used to restrict the search to certain attributes. The de-
fault filter objectclass="* however replicates all entries. Any complex logical filter is
conceivable. After changing the filter you can click on the Default button to switch to
the objectclass=* filter again.

Furthermore the search depth can be roughly set for three levels.
« Search base only limits the search to the top level of the folder tree (start level).

« First level only extends the search so that in addition to the start level the next branch
isincluded in the search.

« Entire Subtree integrates al branches following the indicated level in the search.
Thisisthe default setting.

By means of the checkbox Transmit only attributes from attribute mapping table (recom-
mended) you can define that only the entries listed in the Attributes tab are transmitted.

1. For moreinformation see:
Implementing LDAP, Mark Wilcox, Wrox Press Ldt. 1999, ISBN 1-861002-21-1
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This setting is recommended since it optimizes I P transmission (only attributes needed
most are transmitted).

When the checkbox This directory contains the deleted objects is active, the elements of
the folder entered in the Name field are interpreted as “deleted” (in DS “Deleted Ob-
jects*). The expression “deleted” is somewhat inaccurate here since objects thus de-
fined are not removed but only “hidden”.

The settings become valid with OK, Cancel terminates the previously described process
without performing any modifications. Simultaneously you are taken back to the
Search tab.

ViaRemove entire folders or single entriesin these folders are del eted.

4.3.3 The “Attributes” Tab

In the center of the Attributes tab you find a list of DS attributes and their assigned
MRS data fields as well as the set flags. They are aready defaulted by way of basic
configuration resp. the configuration file import.

Edit server settings. B3

Lagin I Search  Aftributes | GlobaISettingsl

Mapping of LDAP and MRS attributes and associated
direction of replication.
LD&P | Flags | MRS -
co > COUNTRY
company [+ COMPANY
department [+ DIVISION
deszcription [+ REMARE.

dizplayM ame

e
puse Data T

facsimileTelephon. . FARG I FANGHE

hamePhane oy FRIVTEL#H

| <y CITY

il <y SMTP

mobile [+33 GSMH#SMSH

objectGUID K

postOfficeBox [+ ADDRZ

postalCode [+ ZIF

proxpdddresses v EXCH

sdMaccountame M LMACCOUNT [
at <y STATE

streetdddress [93] ADDR1 -
I | »
Edt | sdd | Remove |

QK | Cancel | Apply |

The “extensionData” attribute is of special significance. The MRS data fields assigned
to this DS attribute are exactly those found in the MRS configuration tab. Via editing
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this attribute (see page 99) additiona fields can beinserted in this MRS configuration
tab.

oo — 1

— MRS User Data
F&G3-HEADLINE: |

FAXGED: |
GROUP: Juser
PASSWIORD: I xxxxxxxx
PIM: |
VOICE#: |

When you click on the Edit button, settings for selected attributes can be changed and
via Add further attributes are selected, assigned and various attribute parameters set.

The following illustration shows the empty form to select a new attribute and the re-
quired mapping as well as settings of the individual parameters (usage of attributes,
replications etc.).

LDAP/MRS Attributes =]

Drefine the replication properties of an attibute. The value(s) of a DS attribute
can be preprocessed by a filter.

— Directary Service Attribute

[ =l LD&F Type: | |
™| Create new MRS wser Subtyme; |<n0ne> 'l

I~ | Cache key
™| Update Sequence Nurmber [WSH] [ Mandatory for MRS user

— MRS Attributes

| H

™| Create rew 05 user

I” | Beplicate to MRS & D5 iz master

I~ | Replicate to DS € MBS iz master
| Wse attritbutes to link 05 users b MBS users

Filter for Attribute W alues
% None

= Fegulan expression: I <5 I

" E-script: ExBep|

()8 Lancel
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In the “Directory Service Attribute" portion of the dialog afield is provided where you
can select and display the attribute to which the following settings refer. Next to this
name field you find the data type in the gray LDAP Type: field. Thus you are informed
whether the type is a string variable (str), an integer variable (int) etc. Thereunder an-
other field is placed to display the Subtype: if there is another differentiation in sub-
types as e.g. with an Octets type.

The checkboxes included in this portion have the following functions:

Checkbox Function

Create new MRS user Checkmark this box if anew MRS user isto be defined.

Flag: M

Cache key Integrates an attribute in the cache (for faster access).

Fag: K

Update Sequence Number The USN is an update ID incremented from MRS

(USN) attributes to DS attributes with every search query. When

Fag: # this checkbox is active, only records having a larger
USN-ID than the one generated with the last search run
are replicated.

Mandatory for MRS user Defines that the attribute is mandatory for an MRS user.

Thereunder you find the MRS Attributes selection field to assign the above selected DS
attribute to the corresponding MRS database field. All MRS database fields are listed
here so that each DS attribute can be mapped on each MRS field (and vice versa of
course).

The associating checkbox alows using this attribute when a new DS user is to be
created (Flag: D). Thisoption is presently not available but will be implemented for fu-
ture applications.

The checkboxes coming next determine the replication direction. You can alternatively
replicate to the MRS Server (Replicate to MRS, flag: >), to the domain server (Replicate
to DS, flag: <) or to both simultaneously (both characters are then displayed as flag: <
>). If areciprocative replication isdesired, you need to define one of the two servers as
the superordinate one. This is done via activation of the DS is master or MRS is master
switches.

Through activating the checkbox Use attributes to link DS users to MRS users (flag ~) you
can directly relate a DS user to an MRS user via attributes. Since the search then need
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not be executed via the relatively complex assignment of datafields, the process is
accomplished decidedly faster.

The switches in the Filter for Attribute Values portion can be set to manipul ate attributes
in various manners (for example to quickly determine a user etc.). Depending on the
complexity of the manipulation, this can either be done per filter or by an e-Script. E-
Scripts are programs for establishing e.g. complex filters.

The following settings are avail able;

Switch Function

none The filter function is deactivated.

Regular expression: Entry fields for regular expressions.

E-Script: Entry field for the name of the e-Script to be applied to

the DS attribute.

Definition example of an attribute’s replication properties with usage of the Regular
expression filter function.



MRS and Exchange 2000

LDAP &ttings
LDAP,/MRS Attributes [=]
Drefine the replication properties of an attibute. The value(s) of a DS attribute
can be preprocessed by a filter.
— Directary Service Attribute
Iprox}\Addresses j LDAP Type: Istr 'l

™ Create new MRS user
[™ Cache key
™| Update Sequence Nurmber [WSH]

Subtype; |<n0ne> 'l

[ Mandatory for MRS user

— MRS Attributes
|ExCH |
™| Create rew 05 user
¥ Replicate to MRS & D5 iz master
™ Replicate to DS € MBS iz master
¥ Use attributes to link 05 users to MRS users
Filter for Attribute W alues
" None
' Regular expression: IMHS:%ﬂ - |°/°1
" E-script: ExBep|
T |

The entries in the above dialog have the following significance:

All entries of the Directory Service attribute proxyAdresses are filtered. When an entry
matches the regular expression MRS %t it is replaced with the expression on the right
and copied; all other are rejected. %t serves as wild card for an arbitrary, not empty
chain of characters without blanks entered in the right field for %1. Several subpat-
terns can generally be entered in the regular expression field on the left-hand side; on
the right-hand side the nth subpattern can then be indicated with %n. More informa-
tion on regular expressionsis found in the “ E Programming Language” manual .

The following table provides an overview of elements forming aregular expression:

Element Description

corresponds to each character except for line break.

corresponds to 0 or more copies of the previous expression.
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Element

[]

+

?

|

0)

[ <ctype=:]

Description

a category of characters corresponding to each character within the
brackets.

If the first character is‘”", the specification corresponds to all char-
acters except for those within the brackets.

Ranges can be defined by means of *- * (example: [ a- z] )

corresponds to one or severa copies of the previous expression.
corresponds to O or one copy of the previous expression.
corresponds either to the previous or next expression.

groups a number of regular expressions to a new regular expression.

is another option to represent a category of characters. This repre-
sentation can aso be used in the above described category of char-
acters. <ctype> is one of the following expressions:

al num correspondsto [ 0- 9A- Za- 7]
al pha correspondsto [ A- Za- z]

cntrl correspondsto each character with an ASCII value
smaller than 0x20

digit correspondsto [ 0- 9]

gr aph correspondsto each printable character
| ower correspondsto [ a- z]

pri nt correspondsto graphand‘ ' (blank)
punct correspondsto [!.,:;]

space correspondsto [ \fin\r\t\v]
upper correspondsto [ A- Z]

xdi git correspondsto [ 0- 9A- Fa- f]

All other characters represent a regular expression that exactly corresponds to this
character. The character ‘\ ’ is entered so that a specia character can be used as a nor-
mal one again. Thismeansthat ‘\ ' hasto be written twicein order to have areal back-

slash.
Examples

Expression

*

\ F\*

appliesfor
any chain of characters

exactly two asterisks
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Expression appliesfor
WWMW . cycos\. com www.cycos.com

The settings performed become valid with a click on OK and you are simultaneously
taken back to the Attributes tab. Newly selected and edited attributes are added at the
bottom of thelist.

Extending MRS Attributes

An additional example explains how to add new fields to user data (in “Active Direc-
tory Users and Computers’) in the “MRS Settings” configuration tab. For this purpose
select the Set Options function in the MRS Monitor under LDAPAPL. Next mark the
desired server in the list of possible LDAP servers and enable the Properties button.
Subsequently the “Edit server properties* dialog opens. In there select the Attributes
tab and then the entry “extensionData" in the attributes list. After a click on Edit, all
entries of the Directory Service attribute extensionData are displayed (in the “LDAP/
MRS Attributes* window). You can then select adatafield from the“ MRS Attributes’
pull-down list via the associating checkbox. Finally enable OK so that this field is addi-
tionaly integrated in the user configurations in “ Active Directory Users and Comput-

ers .

Attention: If additional MRS attributes are defined here for the DS server, data
replication to the MRS Server may lead to the deletion of MRS relevant data
fields. When you replicate an empty MRS datafield, it probably deletes (overwri-
tes) adatafield filled in.

Therefore MRS data fields must not be left empty with defining a user.

Cancel terminates the process and modifications already performed are disregarded. A
click on either button simultaneously takes you back to the Attributes tab.

If the attributes are defined by the configuration file, they are listed in the Attributes tab
with the already existing assignment to the MRS system. This means that with the rep-
resented attribute the corresponding MRS data field on which this attribute has been
mapped is displayed. Between the attribute name and the MRS data fields you find
various flag symbols that already give information on how specific attribute resp. rep-
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lication parameters have been set. In detail the following flags or a combination of

flags can be set:

Flag Symbol Significance for the selected attribute

M The attribute is used when a new MRS user is to be
defined.

D The attribute is used when anew DS user isto be defined
(thisoption is presently not available).

K Integrating the attribute in the cache (for faster access).

# This flag indicates that the search run is only performed
from the last replicated records.

< Replicates this attribute to the DS server (MRS as mas-
ter).
(This setting can be used if e.g. a new Exchange 2000
Server is to be coupled to an existing MRS Server to rep-
licate all MRS datato the AD).

> Replicates this attribute to the MRS Server (AD is
master).

<> Replication in both directions.

<>> Replication in both directions with AD as master.

<> Replication in both directions with MRS as master.

~ This flag indicates that the Directrory Service user is
directly related to an MRS user viathe attribute.

The Edit button enables the modification of the attribute parameters of a selected entry
at alater date. When you click it the LDAP/MRS Attributes dialog opens with the entries
made for the selected attribute. You can adapt entries and save them as described
above.
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4.3.4 The “Global Settings” Tab
In the Global Settings tab additional, more detailed settings can be performed.
Thistab is divided into three portions.

« Settings referring to the Directory Service,

« such that concern MRS and

« aselection window to call an e-Script.

Edit server settings. B3

Lagin I Searchl Attributes  Global Settings |

Global settings to be applied to all attibutes, e.g. you can et one side to
read-only, or uze a previous USM, to repeat replication.

— Directory Service — MRS
¥ ‘wiite changes to MRS

vV Save SN v Save Update-lD
V' Create new DS users

¥ Dielete users from MRS

LISN: |?28223 Update-D: |?05?

— E-Script
Mame: ExRepl j

QK | Cancel | Lpply |

Settings in the “Directory Service" and “MRS"* portion are performed analog for the
Active Directory and MRS side. They are in detail:

Checkbox Significance

Write changes to DS, Changes can alternatively be saved to the Active Direc-

or tory, to the MRS system or to both.

Write changes to MRS
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Checkbox

Save USN
or
Save Update-ID

Create new MRS users

Delete users from MRS

Entry fields:
USN:

and
Update-ID:

Significance

With the modifications copied upon LDAPAPL shut-
down, the USN (Update Sequence Number) and/or the
UID (Update ID) isincremented.

Here you can determine whether thisis desired for one of
the two or for both. The corresponding values are stored
in the registry. Both IDs make sure that replication pro-
cesses performed at a later date can start from a certain
flag rather than all over again.

Depending on the preset replication directions, creation
of auser entry can be suppressed for testing purposes by
deactivating the checkbox .

Via this checkbox (deactivation) you can alternatively
suppress deletion of user entries for testing purposes.

By means of these entry fields replication can be started
from a certain USN or Update ID. In doing so it should
always be clear what has been replicated with the entered
UID resp. Update ID (in this context we recommend to
keep some kind of log on the replication processes).

You can select an e-script in the corresponding portion used for automatic attribute
editing. The defaulted e-script “ExRepl” sets the predefined values for the standard

replication.

An e-script can act as complex filter allowing e.g. telephone number normalization or
specia actions with creating a new MRS user. Selection of e-scriptsis performed via
the pull-down list. E-scripts that already exist are generally found in the
...\ MRS\ r es\ Ldap directory.
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4.4 Monitoring the LDAP APL Activities

€l MRS Monitor - DOC,ADMINISTRATOR Hi= B8
File Edt Yiew Tool: Window Help
£l Modules of DOKUME__ E[ETE3
- ST MTA diz=] [16.11:22:48.482  Ldapapl Ldap O [Ex2000] - MRS Testuser2izin =
..... 3 NYSDI! 16.11:22:48.482 Ldapépl Ldap 2 [Ew2000] - SMTP:T estuser2i=:
oy~~~ || = NVEFD 16.11:22:45.482 Ldapépl Ldap [ [Ex2000] MRS-User TESTUSE
- . 16.11:22:48.492  Ldapapl Ldap 0 [Ex2000] Mo MRS Updates for
B Mantopic | ||| Y NVSTO 1HE11:22:45.492 Ldapipl Ldap | [Ex2000]== {11} DM: CH=Tes
|5 N ' N | W ONVS:DO | [16.11:22:48.492  Ldapdpl Ldap [ [Ex2000] proswdddressesi3): <
{& Pipetpl | 3 NS | |16 112248452 Ldapdpl Ldap 2 [E=2000] - 400 c=us 8= p=C
{&1 Tl | - 3= NvS:DC 16.11:22:48.432 Ldap&pl Ldap D [Ex2000] - MRS:TestuseriEn
: 16.11:22:48.492 Ldapspl Ldap 2 [Ex2000] - SMTP:T estuser3t
% Bachipl )] ¥ ONVSLD|IHE11:2248492 Ldapipl  Ldap D [Ex2000] MRS-User TESTLSE
{&} Printtpl ] HTONVSINIL | B 11:22:48.492  Ldapapl Ldap D [Ex2000] Mo MRS Updates for
{"9@ 707 =T | W ONVSILD 16.11:22:48.432  Ldapépl Ldap D [E«2000][280] - End of Sear
@F dies Ll - S Ny | [1611:2248.492 Ldaptel  Ldap D [Ex2000] User TESTUSERT &
) b : 16.11:22:45.452 Ldapépl Ldap 0 [Ex2000]User TESTUSERZ &
=9 <Setings> | ¥ONVELDT 1102481492 Ldapdpl  Ldap D [E%2000] User MASPOSTMAL
H-gMra e W ONVEPIE  HME11:2248.432 Ldapdpl Ldap D [Ex2000] User ADMINISTRAT
E{Q& Ldapspl -l - W NS TC -] [16.11:22:48.432  Ldapapl Ldap D [E«2000]User TESTUSER3 &7,
“ (f ) | KA Sl | K

15121731138 MR Security | Login uzer ADMIMISTRATOR at ULYSSES, Mrebdonver 4.0 2083
15121731496 Ldapapl Ldap W ULYSSES/ME can't lock the configuration
|
|
|
|

onnection changed to server DOKU =======================

15.15:20:30.534  =MR Security Login uzer ADMIMISTRATOR at ULYSSES, MrsMoner »4.0.2083¢
Connection changed to server DOKUMENTATION ==============:
15175359855 =<MR Security Login uzer ADMIMISTRATOR at ULYSSES, Mrshoner »4.0.2083¢

Via the MRS Monitor you can precisely observe which actions are currently carried
out by the LDAPAPL. The following short instruction shows you the path to this dis-

play:
1. Inthe MRS Monitor access the “Modules of <MRS Server hame>* drag the gear

wheel icon &l Ldapapl named “LdapApl” from the <Topics> O branch to the
“Error Logging” window per Drag& Drop.

2. In the now open “Logging Monitor Properties” dialog adapt the parameters with
reference to the data to be displayed.

3. Verify the settings viathe Copy button.
Confirm with OK.

5. The selected LDAPAPL activities are now logged in the “LdapApl-All Topics’
window.

Which additional setting options are available here can be found in chapter 5 of the
“MRS Server Administration” manual under “MRS Monitor”.
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45 LDAP APL Deinstallation

Analog to the installation, individua components can be deinstalled from the com-
mand line by means of

LdapApl renpove.

The running component of the Service Control Manager should be previously termi-
nated through selection of the component and a subsequent mouseclick on Stop or
from the command linevia

LdapApl stop.
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5 Exchange Gateway Configuration

5.1 General

To ensure a trouble-free configuration you should ascertain beforehand that the Ex-
change account to be specified has administrator privileges for the Exchange Server. If
this user has already installed Exchange Server, no problems should occur.

The Setup entries referring to the account are stored in the registry under the key
HKEY_LOCAL_MACHI NE\ SOFTWARE\ PP- COM MRS\ ExchApl .

In most cases it is thus not necessary to edit the registry entries since these values, ex-
cept for afew, are performed via the configuration menus described in the following.

Attention: These registry keys should not be modified by means of REGEDT32; they
are only listed for internal purposes. You find a complete directory of al registry keys
in the appendix under “Complete Directory of Registry Entries’ on page 143.

After asuccessful entry in the Setup Wizard the following values should be present in
theregistry:
Access:REG_SZ:<Password>

The encrypted password of the installing Exchange account.
Account:REG_SZ:<Name>

Name of the Exchange account who has installed the Exchange Gateway.
ADsDomainPath:REG_SZ:<Path Specification>

LDAP path for the domain.

Example: DC=docutest, DC=alsdorf, DC=cycos, DC=com
Attrib:REG_MULTI_SZ:<SFE, IN, OUT or RCIT>

A list of this protocol’s attributes. With the APL installation they are reasonably
preset so that in most cases no modifications have to be and should not be per-
formed. Depending on the line some attributes cannot be used and, if added, even
prevent regular resp. intended operating viathisline.

SF: Thislogical line alows Store-and-Forward of documents.
IN: Thislogical line allows incoming traffic with reference to the server.
OUT: Thislogical line allows outgoing traffic with reference to the server.

RCIT: If aread report is received on this line, the corresponding CIT signal is deac-
tivated.

Default: SE, IN, OUT, RCIT
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DELIVERY_REPORT:REG_DWORD: <0 or 1>

When set to / adelivery report is aways sent. 0 suppresses the delivery report. The
value entered here is copied from the General tab in the “ExchAPL - Exchange
APL Configuration* window accessed via the MRS Monitor (in the modules win-
dow under Settings = ExchAPL — Set Options). You can also open this tab via the
Connector settings in the Exchange System Manager in the “MRS Exchange Con-
nector for i386 <Computer Name> Properties’ dialog (in there access the Options
tab and click on Advanced).

Default: 0
Domain:REG_SZ:<Name>

Windows NT domain of the Exchange account who has installed the Exchange
Gateway.

Format:REG_MULTI|_SZ:<Format Entries>

Presettings for the formats into which documents and file attachments are con-
verted for Exchange. For internal use only!

Default: PMF, ASC, TXT, WAV, AS7, BMP, BMP-COL, BIN, TG3, TG4
GUID:REG_SZ:<Value>

Automatically assigned Connector CLSID.
InstallAdressTemplates:REG_DWORD: <Name>

References to the selected address templates specified with the Exchange Gateway
installation are stored here ( Now you can have address templatesinstalled in your
Exchange environment for various services offered by the MRS Server., page 28).

InstallPath:REG_SZ:<Path Specification>

Path to the MRS Connector.

Example: D: Cycos\ MRS\ Bi n\ ExchApl . exe
NOVOICEMAILATTACHMENTS:REG_DWORD: <0 or 1>

When set to / only a notification mail is sent to the Exchange user. 0 sends the
notification with voice attachment. The value entered here is copied from the Gen-
eral tab in the “ExchAPL - Exchange APL Configuration* window accessed via
the MRS Monitor (in the modules window under Settings = ExchAPL — Set
Options). You can also open this tab via the Connector settings in the Exchange
System Manager in the “MRS Exchange Connector for i386 <Computer Name>
Properties’ dialog (in there access the Options tab and click on Advanced).

Default: 0
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PostmasterDisplay:REG_SZ:<FEntry>
Entry of the postmaster name as specified in Setup.
Example: MRS Post mast er
PostmasterDS:REG_SZ:<Directory tree>
Entry of the unique postmaster name (Distinguished Name).

Example: / 0=Cycos AG ou=Fi rst adm nistrative group/
cn=Reci pi ent s/ cn=nr spost nast er

READ_REPORT:REG_DWORD:<0 or I>
When set to 7 aread confirmation is always sent. 0 suppresses confirmation trans-
mission. The value entered here is copied from the General tab in the “ExchAPL -
Exchange APL Configuration“ window accessed via the MRS Monitor (in the
modules window under Settings = ExchAPL — Set Options). You can also open this
tab via the Connector settings in the Exchange System Manager in the “MRS
Exchange Connector for i386 <Computer Name> Properties’ dialog (in there
access the Options tab and click on Advanced).

Default: /
ROUTINGGROUP:REG_SZ:<Routing group>

Name entry of the current routing group.

Example: Fi rst Routing G oup
SendRTFBODY:REG_DWORD: <0 or >

When set to / the message is always also sent as RTF attachment (Rich Text For-
mat) in addition to the actual text message. 0 suppresses the RTF attachment. The
value entered here is copied from the General tab in the “ExchAPL - Exchange
APL Configuration* window accessed viathe MRS Monitor (in the modules win-
dow under Settings = ExchAPL — Set Options). You can also open this tab via the
Connector settings in the Exchange System M anager in the “MRS Exchange Con-
nector for i386 <Computer Name> Properties’ diaog (in there access the Options
tab and click on Advanced).

Default: /
Server:REG_SZ:<Server Name>

Windows NT name of the server on which the Connector has been installed.
Example: AURELI O

Site:REG_SZ:<Site Name>
Name of the site under which the Connector has been installed.
Example: / o=Sanpl e Ltd /ou=AURELI O
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SUPRESS_MID_REPORTS:REG_DWORD: <0 or 1>

When set to / the MID information otherwise displayed in square brackets in the
subject line is suppressed. 0 is the default value for this entry meaning that the
MID information is usually sent. The value entered here is copied from the General
tab in the “ExchAPL - Exchange APL Configuration* window accessed via the
MRS Monitor (in the modules window under Settings = ExchAPL — Set Options).
You can also open this tab via the Connector settings in the Exchange System
Manager in the “MRS Exchange Connector for i386 <Computer Name> Proper-
ties” dialog (in there access the Options tab and click on Advanced).

Default: 0
SUPRESS _REPORTS:REG_DWORD:<0 or 1>

When set to / special report forms are used instead of default reports. With 0 only
default reports are used. The value entered here is copied from the General tab in the
“ExchAPL - Exchange APL Configuration* window accessed viathe MRS Moni-
tor (in the moduleswindow under Settings = ExchAPL — Set Options). You can also
open this tab via the Connector settings in the Exchange System Manager in the
“MRS Exchange Connector for i386 <Computer Name> Properties’ diaog (in
there access the Options tab and click on Advanced).

Default: 0

After the successful service installation the Connector has been integrated in the ser-
vice list of the Windows 2000 computer (see Start 0 Programs O Administrative Tools
O Services. Now another key existsin the registry:

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set \ Ser vi ces\
ExchApl

that includes the below listed entries. Attention: These registry vaues are Windows
specific for the Exchange Connector service and must not be modified.

DependOnGroup:REG_MULTI_SZ:
No Entry
DependOnService:REG_MULTI_SZ:

Example: msexchangesa nmsexchangeds nsexchangei s
nmsexchanget a NanelLoc

DisplayName:REG_SZ:

Displayed MRS Connector name

Example: MRS Exchange Connector for i386 (AURELI O
ErrorControl:REG_SZ:

Setting: /
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ImagePath:REG_EXPAND_SZ:
Example: C: \ Cycos\ MRS\ bi n\ EchApl . exe
ObjectName:REG_SZ:
Displays the account under which the Exchange Connector runs.
Example: <Donmai n>\ <User >
Start:REG_DWORD:<2, 3, 4>

Start-up mode configuration. This setting could be modified under Windows NT.
For this purpose open the configuration tab of the MRS Exchange Connector for i386
service with a doubleclick (Start = Settings = Control Panel = Services = MRS
Exchange Connector for i386). The start-up behaviour can be changed through acti-
vation of one of the availabe checkboxes. The following start-up mode options are
found here: automatic (generates 2 as registry value), manual (generates 3 asregis-
try value) and deactivated (generates 4 as registry value).

Default: 3

Type:REG_DWORD:
Setting: 16
The actual configuration is performed from within the Exchange Administrator. To en-

able this, the configuration options in Microsoft Exchange Server are extended with
theinstallation of the MRS-Exchange Gateway.

5.2 Exchange User Settings

Installation of the MRS-E2kApl expands the user propertiesin “Active Directory Us-
ers and Computers* with the “MRS Settings* tab. To access this tab start the adminis-
tration program “Active Directory Users and Computers* via Start = Programs = Mi-
crosoft Exchange and click with the right mousebutton on the corresponding user entry
to open the context menu. In this menu, under Properties, you can branch to a window
that provides the single configuration tabs in form of an index. Here you aso find the
“MRS Settings' tab in which individual, MRS relevant settings are performed for each
user.
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5.2.1 MRS Settings Tab

Exchange ET. Testuserl Properties EHE
Member Of ] Dialin ] Environment ] Sessions ] Remate control ]
Teminal Services Profile ] Exchange General ]

General ] Address ] Account ] Prafile ] Telephones ] Organization ]
E-mail Addresses ] Exchange Features MRS Settings

¥ Unified Messaging and Telephony features

MR
i

[Fsment |
LTI Settings
=

[T Activate CTI suppart for this user

MRS User Data
F&G3-HEADLINE: |

FAXGHD: |

GROUP: |USEF|
PASSWORD: | xxxxxxxxxx
PIN: |
YOICE#: |

D ata last modified:  11/21/2002 14:48:25

QK | Cancel | | Help |

Viathe “Unified Messaging and Telephony features’ checkbox (topmost checkbox in
the MRS Settings tab) you can exclude a user from functions provided by the MRS
system. Removing the tick deletes the user from the MRS database.

MRS Replication

Replication is just another term for synchronization of data between database sup-
ported applications. It provides an automatic update so that databases need not be
maintenanced in two applications.

By means of Replication of users inbox which can be set for the selected subscriber in
the above dialog under “MRS Replicationtion”, the messages of this subscriber and
the message states are replicated, in other words, are integrated in the synchronization
process.
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Advanced Replication Settings

When you click on theAdvanced button, options ¢ Usedebslsetings
are available to you to define in which way the © beellormskeslzctngs

. — Body Tex
me$age teXt and fl l e atta'Chments are to be Syn_ ' Replicate body test without R TF representation

chronized with the MRS Server for each user. " Replicate body test jncluding R TF representation

On the one hand you can copy the globa set- -ﬁfadwc_m
tings performaj in the Exchange Connector + Replicate all attachments

" Replicate only attachments smaller than:

(checkbox: Use global settings), on the other .

hand the behaviour can be individually deter- |~ o . o srachments

mined for the respective user (checkbox: Use I™ Add placenolder attzchment

following local settings). The following configu- = 1 Repicats recycled mais

rations can now be made: o ] cod

The Message Text can be replicated with or
without additional RTF representation.
For Attachments three options are available:
« Replicate all attachments
Default setting. All file attachments are replicated.
« Replicate only attachments smaller than:

Enables specification of the size limit from which attachments are no longer syn-
chronized. When the Add placeholder attachments option is active, each attachment
is replaced with a short notification so that you are at least informed about omitted
attachments when a message is queried e.g. via a voicemail system.

« Replicate no attachments
Always omits attachments completely and replaces them with a small notification
when the Add placeholder attachments option is set.

Via Replicate recycled mails messages restored by the Exchange user are made avail-
able again on the MRS Server aswell.
CTI Settings

Via the checkbox Enable CTI support for this user, telephony functions can be released
for the respective user provided they are implemented and configured.

Advanced CTI Settings

ViaAdvanced... you are taken to the “ CTl Configuration“ dialog that allows customiz-
ing CTI functions so that they differ from the global settings. (Global settings are per-
formed with the connector settings in the Options tab after clicking the CTI Defaults...
button; see also the “CTI Defaults...” on page 117).
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CTI Configuration
Joumal l Eonnection]

[ Use global settings for generation of journal entries

Generate journal entry if the caller ...
[ successfully reached you

IV failed to reach you

Generate journal entry if you

IV failed to reach the caller

QK | Cancel | Apply | Help |

In the Journal tab you can activate Use global settings for generation of journal entries to
determine that the basic settings are to apply for the respective subscribers. An indi-
vidual setting is possible through use of the checkboxes placed in the two fields there-
under. Separated according to in or outbound telephone calls you can decide whether
journal entries are to be generated for successful calls (which have reached you), as
well as for those that you could not answer or for calls where the callee was available/
not available.

The journal settings performed here refer to the basic CTI Journal configuration valid
for the client. In Outlook it can be adapted to the individual requirements of the re-
spective workstation at a later date.

Another configuration tab in the“ CTI Configuration“ window is Connection.
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CTI Configuration

Joumnal  Connection l

The client's local telephone number: 426
Server Connection
i~ Exchange Server
¢ Client Service Provider

V¥ Allow client to configure connection settings locally

QK | Cancel | Apply | Help |

The client’s local telephone number is entered here. When a connection is established
(for exampleto listen to a voicemail) this telephone connection is always used.

Server Connection can either occur via the Exchange Server with Exchange Gateway to
the MRS Server or via the Client Service Provider (MSP). The first option is only suit-
able for establishing a connection or for voicemail playback. All other CTI functions
are not possible viathis server connection. You can deactivate the checkbox Allow cli-
ent to configure connection settings locally to prevent local users from accessing the con-
figuration tabs.

MRS User Data

These are the database fields of the MRS user database sel ected in the LDAP APL un-
der “extensionData’.

A description of these fields is found in the Server Administration manua in chapter
“User Data Administration”, section “Field Significance”.

5.2.2 Inbound Routing
Two methods are available to reaize inbound routing:
« Inbound routing viathe MRS Server

Inbound routing by the MRS Server should be preferred. As usual the extension num-
bersfor the used telematic services are entered in the user database for this purpose. In
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the PREFERRED field, the EXCH field, in which the MRS Proxy isfinaly entered, is
additionally referenced. In this case the MRS e-mail Proxy Address must be present in
the Exchange administrator in the user’s configuration tab E-mail Addresses. With an
administration from Exchange these configurations do not apply for the MRS Server
because they are automatically performed by means of LDAP replication.

Exchange ET. Testuserl Properties EHE
Member Of ] Dialin ] Environment ] Sessions ] Remate control ]
Teminal Services Profile ] Exchange General ]

General ] Address ] Account ] Prafile ] Telephones ] Organization ]
E-mail Addresses l Exchange Features ] MRS Settings ]

Each e-mail address type has one default reply address. To change the
default, select an entry in the list, and then click Set &z Primary.

E-mail addresses:

Type Address

CCMAIL Testuszerl. Exchange at Rom

MRS Testuser]l-Hans@mrs

M5 CYCOSDEVEL/ROM/TESTUSERTH
SMTP Testuger]l-Hans-@rom.dey.com

X400 c=U5;a= ;p=Cycos Developmen:o=Ro...

¥ Automatically update e-mail addresses bazed on recipient policy

QK | Cancel | Apply | Help |

« Inbound routing via Microsoft Exchange

Alternatively routing of inbound fax documents can aso be left to Exchange. For
this purpose each user must be assigned a unique extension number in international
notation (for example 491234567890) by the Exchange administrator. On this the
Fax field in the Telephones tab of the user configuration dialog can be used. To gen-
erate proxy addresses the recipient containers need to be specified. Address book

replication is not required.
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Exchange ET. Testuserl Properties EHE

Member Of ] Dialin ] Environment ] Sessions ] Remate control ]
Teminal Services Profile ] Exchange General ]

E-mail Addresses ] Exchange Features ] MRS Settings ]
General ] Address ] Account ] Prafile Telephones l Organization ]

Telephone numbers

| Other...

| Other...
Mobile: | Other...

|

|

Home:

Pager:

Other...
Othe. ..

Eax:

1P phone:

HMotes:

=

QK | Cancel | Apply | |

Inbound fax and voice documents will be subsequently routed to the inbox of the
corresponding user on the base of this number.

The numbers, as with al other telematic numbers, must be contained in the
Exchange database in an international format. Thusall leading zeros of the interna-
tional and area codes are omitted and the extension number affixed.
Example: 491234567890

(49: Germany, 1234: areacode, 567890: extension number).

5.3 Exchange Connector Settings

In addition to existing configuration tabs for every Exchange Connector (which are
described in the Exchange 2000 System Manager manual), the MRS specific configu-
ration tabs Options and Inbox Settings are available for the MRS-Exchange Connector.
These are automatically added to the Exchange 2000 System Manager upon installa-
tion of the MRS-Exchange gateway. The Connector settings can be edited there. To
access the editing windows open the Connector branch in the Exchange 2000 System
Manager, select the MRS-Exchange Connector for i386 and call the Properties subop-
tion via the context menu. Some of the settings can also be performed from the MRS
Monitor. All settings performed here are global, in other words, they are binding for
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each subscriber. They can only be created individually via the detailed settings of the
user configuration. Remark: Settings in Exchange 2000-specific tabs are ingnored by
Exchange since the SDK connector does not support data transfer to Exchange.

5.3.1 *“Options” Tab Settings

MrsConnector [HERMES:APOLLO) Properties EHE

General Options l Inbox Settings] Address Space] Advanced] Delivery Dptions]

MrzConnector [HERMES:APOLLO]

Address Type:
Fostmaster Account
Dizplay Mame: A dminiztrator Select
Meszage Handling
¥ Process MTS-0UT ¥ Pracess MTS-IN

Inbound Routing Recipient Containers:

+-O add-dev-test. alsdorf. cycos. local
+-O dev-test. alsdorf. cycos. local

LTI Defaults... Advanced...
QK | Cancel | | Help |

Address Type:

Display of the address type created by the MRS-Exchange Connector. The type speci-
fied hereis MRS and cannot be modified.

Postmaster Account

Documents that cannot be delivered to their intended recipients due to address errors
are routed to the “Postmaster Account”.

ViaSelect you can choose one of the available recipient mailboxes for this purpose.
Display Name:
Thisfield displays the recipient appointed postmaster.
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Message Handling

Via the MTS-IN and MTS-OUT interfaces, Message Transfer Envelopes are ex-
changed which contain messages in aformat known to the Exchange Server. MTS-IN
contains al messages to Exchange Server and MTS-OUT those destined for the MRS
system. The two interfaces for outbound (Process MTS-OUT) and inbound (Process
MTS-IN) message handling can be separately activated in Exchange. However, both
these processes should aways be activel

Inbound Routing Recipient Containers:

Viathe checkboxes selectable in this dialog, inbound routing is adapted to the system
configuration, in other words, according to the selected routing rules. Choose all con-
tainers (place atick in the corresponding checkbox) that include user entries to be in-
volved in inbound routing.

CTI Defaults...

CTI Configuration Enab“ng the CTI Defaults... button takes
you to another configuration window also
structured like a card-index box. The first

General l Search] Joumal]

¥ Show message for incoming calls with number displayed

v Show message for incoming callz without number displayed
[e.g. playback of voice mail on local phone device]

Create contacts for incoming calls

Contact folder for newly created contacts:
0
FPhone number to uze for newly created created contacts:

| Business ﬂ

Call Rescheduling
¥ Enable call rescheduling

[ Bescheduling window always on top
% Do not automatically reschedule failed outgoing calls
~

o~ Automatically reschedule call if outgoing call was

unzuccessiul

=]

Cancel | | Help

tab, General, is selected for basic client
configurations.

By means of the two checkboxes Show
message for incoming calls... you can deter-
mine how the user is to be notified about
inbound telephone calls in Outlook. The
options can be selected/deactivated indi-
vidually or in combination. If the check-
box Show message for incoming calls with
number displayed is active, a pop-up win-
dow appears with incoming calls that dis-
plays the telephone number and the name
of the caller (see below illustration). Fur-
thermore, buttons are available in this no-
tification window allowing the user to an-
swer the call, to terminate it and to gener-
ate a contact entry
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Incoming Call B3

& There iz an incoming call fram:

= Testuserz (123)

Create Contact Ivl Fickup | Cloge |

[~ Dan't show this dialog box anpmare

Selecting the checkbox Show message for incoming calls without number displayed opens
the above pop-up window as well but since the calling number has not been transmit-
ted, the dialog carries the information that the caller is unknown. This option is useful
when calls arriving without transmitted telephone number are to be signalled (e.g. a
voicemail to be listened to through the individual telephone).

Via Contact folder for newly created contacts: you can select a private or public folder
created under Outlook to enter newly generated contact information. The field there-
under allows assigning the contact’s calling number to a certain data field type. Each
of these data fields has a unique designation which is later used as search function cri-
terion.

The Call Rescheduling portion offers a number of options for determining how to pro-
ceed in case a subscriber could not be reached. In the top checkbox you can either ac-
tivate or deactivate the call rescheduling function. Only when a checkmark has been
placed in this box, further settings are available. The checkbox Rescheduling window al-
ways on top determines that this window is always displayed in the foreground. Fur-
thermore you can set whether rescheduling is to be performed automatically or not. If
you opt for automatic rescheduling, use the small selection window to define a period
after which another attempt is made to reach the subscriber. The available intervals are
5, 10, 20, 30, 45, 60, 90 and 120 minutes. Via Apply and OK the settings come into ef-
fect and this window is closed. Cancel closes the window with maintaining the origi-
nally valid values.
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CTI Configuration

General  Search l Journal ]

[¥ Search phone number in address book of CT| server

¥ Search phone number in contact falders:

=[0G Public Folders j

48 Internet Mewsaroups
+- 5 myPublicFolder@DIANA
+- 5 myPublicFolder@aP0LLO
+- 5 Aias j
Phone fields to use for contact search:
[w]Buziness

[ |Business 2 z‘ Marmalizing...

[ Automatically open found contact

¥ Search phone number in address book containers:
=13 All Address Lists
<18 & Contacts
<-C]8 & Groups
-8 &0 Users

-] 8 mydddressList j

Phone fields to use for address book search:

[w]Buziness
[ 1Busziness 2

QK | Cancel | | Help |

By means of the Search tab directories and
criteria are defined which can be applied
toidentify acaler if the telephone number
has been transmitted with the call. The
saved data matching the transmitted phone
number can be searched for either in the
CTI Server address book, in contact folders,
in address book containers or in an arbi-
trary combination of these three directo-
ries. With activation of the correspondig
checkboxes in the displayed directory
trees, directories can be selectively ex-
cluded from the search to accelerate the
process. Which type of number field is
used here can be determined according to
Search phone number in contact folders: and
Search phone number in address book con-
tainers: via selection of the corresponding
number field.

With a contact entry you can also activate

Automatically open found contact so that with an incoming call al information concer-
ning the caller is displayed on the screen before you answer the phone.

Mormalize Phone Humbers

Thiz iz where you specifiy the mapping of canonical to normalized
phone numbers. Only normalized phone numbers can be identified
on incoming calls.

Sample: +43 [2404) 901-0 iz normalized to 4924043010

Mormalize:

| to <Mat uzed:

4

Mot uzed>

|<N0t used: ﬂ ta |<N0t used: ﬂ
|<N0t used: ﬂ ta |<N0t used: ﬂ
|<N0t used: ﬂ ta |<N0t used: ﬂ

Location Settings [e.g. 00 - 49 - 0 for Germany]:
International Prefis Country Code Area Code

| Default | | ()3 | Cancel |

Click on the Normalizing... button to convert
via mapping the canonical calling number
(e.g. +49(2404)901-123456) into the nor-
malized form (e.g. 492404901123456) as
only normalized calling numbers can be
identified with incoming calls. When this
process has been concluded, the CTI exten-
sion is able to find a contact that arrived in
unnormalized form. Conversion requires an
additonal contact field where the normali-
zed number is stored. This field is freely
selectable from the list of available fields
but it should be one rarely used.

Attention: Be cautious with using already existing fields. Older entries will be
overwritten when a redefinition is performed. In case of a wrong assignment, al
entries may have to be manually recovered.
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Normalization does not mean that some digits are simply omitted but that connection
data are transported into a certain format. This also requires configuring the location.
Via Default reasonable default values are specified for e.g. Germany. They can be ge-
nerally used as defined and only need to be copied with OK.

The Journal tab is similar to the configura-

tion tab in Outlook with the default set- .| Gewch Jourma |
tings offered there (Tools — Options... —
Voice/CTIl - Advanced... — Journal).

Global journal settings:

Ge

| entry if the caller ..

Activating the options under Generate jour-
nal entry if thg caller... creates an entry inthe Bonerate foumal anty {700 .
appropriate journal depending on whether W successfully reached the caller
you checkmarked successfully reached you i el

or failed to reach you . r
. . . W Delete journal entries oldsr than 14 days
USIng the Optl ons under Generate JOUrnal V¥ Automatically fag journal entries as read when received

entry if you... you can aso track outbound Call handing

cals in the same way as incoming ones. g Ez: 2:"S:t:;a;::t’;:nﬂ:jhng

The user defined adaption should be per- ® (ke el e eriries el Foldess...
formed at the respective workstation.

[ failed to reach you

So that no unwanted entries appear in the
journal you can activate the Store only la-
test journal entry for each phone number op-
tion to prevent an entry being generated ok | cencel | | hep |
for each call (function in preparation).

Via Delete journal entries older than... days the journal can be purged after a fixed time
by deleting the old journal entries.

In addition you can in advance indicate al journal entries referring to telephony as
read via Automatically flag journal entries as read when received so that they are not inter-
preted as new message (and reported as such).

Call handling can be performed according to Use no special call handling, Use call state
oriented handling, thus moving calls to a separate folder, or Use call flow oriented han-
dling, which moves calls success-dependently to separate folders. Especially the last
two options provide a good overview of unsuccessful calls.

Separated according to in or outbound telephone calls you can decide whether journal
entries are to be generated for successful calls (which have reached you), aswell asfor
those that you could not answer or for calls where the callee was available/not avail-
able.
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« Use no special call handling is default set with no special handling of calls intended.
They are collectively displayed in the inbox.

e Use call state oriented handling sorts [FE=TIrES
calls according to their current status Select folders o move calls into
(wccegl'" or fa”aj) in Seper‘ate direc- ¢2Move successful incoming calls to:
tories. Viathe Folders... button the cor- e

responding directories are generated in <4 fivelaldneonns ko

a new window (Target Folders). They

are freely defineable in the Inbox resp. NS ucoessiul Call

Outbox. You can also click on Default £ Move failed outgoing calls o

to employ default folders (in the tele- %IN3Z\Failed Call

phone journal for example: “Failed Note:

2? Move successiul outgoing calls to:

-Use "ZINZ" to reference the client’s Inbox folder
i " “ I i Use Z0OUTE' to ref the client's Outbox fold
Incoming Calls” and “Failed Outgoing Use o1 1o separete inclvical ublokders
cdls).
Default | QK | Cancel
e Use call flow oriented handling saves gy
Inbound Ca“S mcordl ng to the” status Select folders to move calls into
(successful, pending and failed). Here | & Move successful calks to
aswell you can freely define where to .
. Move pending calls to:
file the calls. Default folders may be N Panding Cals
used’ too. 2? Move failed calls to:
%IM%\Failed Callz
Mote:
-Use "ZINZ" to reference the client’s Inbox folder
-Use Z0UT %' to reference the client's Dutbox folder
Usze "' or '/ to separate individual subfolders
Default | QK | Cancel
Advanced...

Via the Advanced... button (in the Options tab of the “Mrs Connector Properties dia-
log”) you reach the same configuration tabs as can be called from the MRS Monitor
(in the components window select ExchApl = Set Options) for Exchange configuration.
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Advanced Settings First perform some basic configurations
General | Fomats | Atrbutes | Yersian| (General _tab). The Always ;end delivery re-
ports option generates a delivery report for
: messages that originate from Exchange,

2 Pl el eulimelian even when not explicitly asked for. The Al-

v Include RITF body text in uigoing documents ways send read confirmation option returns a

[ Suppress MID infa in subject line of repart forms read r‘epor‘t to the MRS Originator as soon

r Use report forms instead of default reports [please read as mme’s are re&j on the EXChange
documentation for inzstalling report forms) Server

[~ Do not generate voice attachments

It is also possible to Include RTF body text in

__ Fesuchil | outgoing documents. The RTF (Rich Text
Format) body is then attached to the nor-
[ e | |t || ma representation of the message. RTF is

the official data exchange format used by
Microsoft for text files. Text files exchanged in this format retain their formatting e.g.
font weight, etc. when being transferred between users.

When the Suppress MID info in subject line of report forms option is activated, the mes-
sage IDsin square brackets are omitted from the subject line. These IDs are normally
used to assign a report to a message, particularly in large Exchange environments
where numerous connectors are present. With default reports it is not possible to sup-
press the message ID display.

ViaUse report forms instead of default reports MRS report forms are used instead of nor-
mal Exchange reports. For a more detailed description of the function and installation
of MRS reports refer to the MRS System Architecture manual from the section “Auto-
matic Report Transmission per Mail”.

Through use of Do not generate voice attachments, only a notification of a received
voicemail is sent to the Exchange recipient. Normally the user can then listen to this
mail through his telephone (Standard Voice/Fax Mailbox) or via the Outlook exten-
sions.

The Exchange Gateway can be shut down and subsequently restarted by selecting the
Restart ExchApl button. The ExchAPL cannot be started from here if it has not been
started as service with booting the computer for some reason. When the ExchAPL is
not running, the Advanced... button in the Options tab isinactive.
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The Formats configuration tab enables the

configuration of file formats recognized by
the Exchange APL. The Exchange client
should be able to display these formats of
course. Documents received by the MRS
Server, that are not in one of the formats
selected in this dialog, would be converted
into one of these formats prior to being sent
to the Exchange APL.

The Exchange APL reports a line to the
Message Transfer Agent (MTA). Various
Attributes can be assigned to thisline.

The first option that should be mentioned is
Autolearn. When enabled, it allows certain
database fields to be transferred automati-
caly from Exchange to the MRS Server.
This mode is intended for the case that no
address book replication has been enabled.
Otherwise, due to its greater flexibility, the
more modern method described further be-
low should be used for address book repli-
cation.

Furthermore you should enable the

General  Farmats lAttributes] Version]

Fax Formats

[T FaxDCx
[ windows Bitmap BMP [ TIFF Eax
[" Bitmap grayscale BMP v TIFF Multipage

[ Grayscale JPEG
[ TIFF Bitmap

Woicemail Formats

¥ wihy ™ AIFF
[T wiiy Compressed [ &l
[T i A-Law [T widdd p-Law
QK | Cancel | | Help |

Advanced Settings

General] Formats  Attributes l\u"ersion]

Extended attributes of logical line EXCH

=]

Cancel | | Help |

Privilege check option so that for all transmission jobs requiring a privilege the user
initiating the job must be assigned this privilege by the user data editor in the MRS
client. In most cases this privilege is aready granted to users through the group
assignment. The MRS client should only be used when special privileges are required
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Advanced Settings In the Version configuration tab the version
of the installed Exchange APL is dis-
played. The version should always be indi-
cated in error reports.

General ] Faormats ] Altributes

Exchdpl vergion information

Module wersion: 510

Build nurnber: 3362

Build date: 12/13/02

Build time: 16:34:21

Build machine: MAS-BUILDER-T
APL runs on: HERMES

QK | Cancel | | Help |

5.3.2 Configurations in the “Inbox Settings” Tab

MrsConnector [HERMES:APOLLO) Properties HE
General] Options  Inbox Settings lAddress Space] Advanced] Delivery Dptions]

Mailbox

Only replicate inboxes from the following recipient containers:

5 D_‘_ﬁ add-dev-test. alzdorf. cycos. local
+ D_‘_ﬁ derv-test. alsdorf. cycos. local

" Only replicate home server recipients

Fieplication settings for recipients in these containers Set

Fieplication schedule Edit
Advanced...
| Help

QK | Cancel | Apply |

Enable Mailbox Replication between Exchange and MRS

Every user has an individual inbox and all inbound messages for that user are stored in
the inbox. If users also wish to access their messages under programs other than Ex-
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change, e.g. viaan MRS Server voice menu, then inbound messages must be accessi-
ble under both, Exchange and MRS. At the same time, the message status must be syn-
chronized on both systems, so that read messages on one system do not appear as hew
messages on the other. So if the inbox replication has been activated here, the options
Only replicate inboxes from the following recipient containers: and Only replicate home
server recipients can be used to restrict the replication. It is then limited to certain re-
cipient containers and additionally to users from these containers whose Home Server
computer is the one on which the Exchange Server runs and where the MRS Exchange
Connector isinstalled.

Inbox replication for all users within the
selected containers can be immediately

activated or deactivated with the option
Replication settings for recipients in these
containers after aclick on Set.

Apply to every recipient in the selected containers

" Disable Inbox replication

Ok | Lancel |

Attention: Use this option cautiously since replication affects all mailboxes of
the selected container.

These settings can be individually adapted for users in the User Configuration diaog
(see below).

Through use of Replication schedule and the [yermr—m"
Edit button the interval isgiven a whichthe .

inbox replication is to occur. Interval op-  Immediately

tions are: Immediately, All # minutes/hours/ | @ [ [mindes =)

days, and At. The last option meansthat rep- ca T

lication is triggered at fixed times. The en-

try format for this purpose is hours:minutes. [ ok |  concel

A sequence of several fixed times can be
entered separated by a semicolon. This en-

try format allows omitting minutes when replication is to occur at the full hour.

Setting Immediately restricts the number of users with integrated messaging to 200.
Thisis arestriction of the Exchange server that, in aMAPI session, transmits modifi-
cations in the mailboxes of the affected users. For aMAPI session a maximum of 200
mailboxes is permitted. As soon as you define more than 200 users for inbox replica
tion, the replication time automatically switches to Every » minutes/hours/days.
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Advanced Settings [ %]

Inbox Replication |

—Body Texst
' Replicate body text without B TF representation

" Replicate body text including RTF representation

— Attachment
' Replicate all attachments
" Replicate only attachments smaller thar:
Jo e =l
" Replicate no attachments
¥ | dd placeholder attachment

™ Replicate recycled mails

QK I Cancel | Lpply |

In the Inbox Replication configuration tab to
be reached via the Advanced... button, you
can determine in which way body text and
file attachments are to be globally repli-
cated with the MRS Server. Except for the
“Only replicate MRS messages’ checkbox
you can individually adapt these settings
for each user in the “Active Directory Us-
ers and Computers* window at a later date
(see also 5.2 Exchange User Settings, page
109).

The checkbox Only replicate MRS messages
isset if messages are exclusively to be rep-
licated from the MRS Server to the Ex-
change Server. This is reasonable e.g. to
restrict the system load. The disadvantage

of thisisthat owing to the missing replication from Exchange to the MRS Server no e-
mails can be put out via telephone per Text-to-Speech converter.

The Body Text can be replicated either with or without additional RTF representations.
Three replication options are available to the user for Attachments:

« Replicate all attachments

Default setting. All file attachments are replicated.

« Replicate only attachments smaller than...
This option allows the user to decide whether an attachment is replicated or not
depending on its size. The option Add placeholder attachment replaces the attach-
ment with asmall notification so that e.g. with message querying over avoicemail
system, the user isinformed of the omitted files.

« Replicate no attachments

When activated, no attachments will be replicated. If the option Add placeholder
attachment is enabled, the attachment is replaced with a small text notification.

Via Replicate recycled mails the Exchange user can make restored messages available

again aso on the MRS Server.
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5.4 Migration from Exchange 5.5 to Exchange 2000

Starting from a system based on Windows NT and Exchange Server 5.5 with an MRS
Server the following explains how to perform the conversion to Windows 2000 and
Exchange 2000 Server. The method described step by step has been tested and should
not cause any problems when the process is executed as shown.

Starting point for the migration is a Windows NT and Exchange Server 5.5 environ-
ment with MRS Server as displayed in the following illustration. The address book
replication from Exchange 5.5 to MRS for local recipients must be active. Mailbox
replication can be enabled as well but is not required.

Address Book Replication
(must be active for the

EXCh 5.5 fduusssnnicrinentenngs] MRS

A
‘Y

Mailbox Replication
(optional active state)

Win NT

------- P> User Data Replication (Direction)

=—P> Mail Data Replication (Direction)

1. The first step is migration of the NT4-PDC to a Windows 2000 Active Directory
Controller.

2. Subsequently the Active Directory Connector (from the Exchange 2000 Server-
CD) isto be installed between Exchange Server 5.5 and Windows 2000 and con-
figured for user replication. In doing so the replication direction from Exchange
Server 5.5 to Active Directory is to be preferred, however, replication may also
occur in both directions according to dual setting. In this case the Exchange Server
5.5 needs to be defined as master.

Then user data replication is initiated so that the Exchange 5.5 address book data
can be copied to the Active Directory of Windows 2000.

127



MRS and Exchange 2000
Migration from Exchange 5.5 to Exchange 2000

Address Book Replication
(must be active for the

Exch 5.5 fieeeneens S o] MRS

\'4

Mailbox Replication
A : (optional active state)

i w1 Exchange 2000 AD-Connector
\'A'A with User Data Replication

Win 2000 * Alternative Replication Setting
if Exchange 5.5 acts as Master

*

"""" B> User Data Replication (Direction)

—> Mail Data Replication (Direction)

3. Install the Exchange 2000 Server so that it is member in the existing Exchange 5.5

organization.
Address Book Replication
(must be active for the
Exch 2000 Exch 5.5 |uimenn. local recipiem®...»] MRS
<>
< . —>
Mailbox Replication
T (optional active state)
é Mail-Connector *A
H : e Exchange 2000 AD-Connector
H yv with User Data Replication
Win 2000 * Alternative Replication Setting
if Exchange 5.5 acts as Master
User I-Datafrom the ---------- P> User Data Replication (Direction)
Active Director:
y =—> Mail Data Replication (Direction)

4. Install the following components on the MRS Server in the sequence:
o Outlook 2000 SR 1 (with user profile and started once)
« Exchange 2000 System Manager
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o LDAPAPL (the setting for the poll interval must be O for the time being)
o E2k APL installation
¢ MRS-MMC Snap-Ininstallation.

5. Start the MRS Server.

<}

Address Book Replication

(must be active for the

Exch 2000| | Exch 5.5 |......../o%lrecipient) | ]

b Mailbox Replication
(optional active state)

>

MRS

1dvYe3a
1dvdvan

4 * A Mailbox Replication

YV= i Exchange 2000 AD-Connector
Win 2000 with User Data Replication

* Alternative Replication Setting,

mrrmssmssmssmrraramnnns F YT — If Exchange 5.5 acts as Master
User Data form the

Active Directory | | i e P> User Data Replication (Direction)

=——P> Mail Data Replication (Direction)

6. Start the Exchange 5.5 Administrator. Open the MRS Connector configuration dia-
log. Deactivate the checkbox for global address book replication between
Exchange and MRS. This is required to avoid replication processes during the
export and import of user data. Attention: Do not change the setting for recipient
container selection.

7. Export the user data from Exchange 5.5 with the Exchange Maintenance Utility
(ExchMaint.exe).

8. In Exchange 5.5 add all database fields that are to be synchronized via the
LDAPAPL at alater date (GROUP and PASSWORD are mandatory as well).

9. Reimport the exported user data with the Exchange Maintenance Utility (Exch-
Maint.exe) to Exchange 5.5.

10. After this step reactivate the checkbox for global address book replication.
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11. Wait a few minutes until address book replication of the MRS user data to
Exchange 5.5 is accomplished. The newly installed database fields (GROUP and
PASSWORD) are filled in during this process. Annotation: You can observe the
replication viathe MRS Monitor.

12. To check whether the new database fields have been filled in, start the Exchange
5.5 Administrator. In the user configuration tabs you can then see that the new
database fields (GROUP and PASSWORD) feature the corresponding val ues.

13. Open the Active Directory Connector and enable the “Replicate now” button so
that the MRS database fields, linked with the “ extension data” DS attribute are rep-
licated. Attention: in large multi-domain, multi-site and multi-domain controller
environments make sure that the Active Directory dataare synchronized on all sys-
tems. This may take awhile.

14. Open an MRS user entry in “Active Directory User and Computers* and select the
MRS Settings tab. Check whether the GROUP and PASSWORD data fields have
been filled in.

15. Open the LDAP configuration settings via the MRS Monitor and set the poll inter-
val to = 10.

16. Finally the Exchange 5.5 mailboxes need to be transmitted to Exchange 2000.

5.5 Foreign Fax-Systems Support
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The MRS EXUM APL supports fax message systems of the companies:
o Fax Sr, by Omtool, Ltd
« LightningFAX, by Interstar Technologies

Their “Message Classes’, coming in via Exchange, are recognized as fax messages.
Thereforeit is possible to announce and edit these fax messages (for example forward-
ing to afax terminal device)in the TUI (Telephone User Interface). Outlook displays
these fax messages as file attachment in the TIFF format after they have been opened.
The following “Message Classes’ can be recognized:

o |IPM.NOTE.ReceivedFaxWithViewer

o IPM.NOTE.PreviewFaxWithViewer

o IPM.NOTE.RIGHTFAX

o IPM.FAX

e IPM.NOTE.Incoming LightningFAX Message
o IPM.NOTE.FAX
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5.6 Exchange Maintenance Utility

Through use of the Exchange Maintenance Tool Exch2kMai nt . EXE, adaptions to
an Exchange Connector environment can be made. The program is found after the
MRS instalation in the. . . \ nr s\ bi n\ directory. Before the program can be used,
the required modules must be copied to a separate directory. The modules are::

Module Description M ode/

M S Utility
Exch2kMaint.exe Utiltity All Modes
MrsMaint2k.dll Utiltity DLL for Exch2kMaint All Modes
MrsMxAdm.dll Exchange Mailbox-Extension. installmbx,

This DLL enables the display of the MRS extninst (MS)
Settings configuration tab on mailboxes.

MrsAdmin.dll Exchange Connector-Extension. install,
This DLL enables the display of the Con- extninst (MS)
nector configuration menu.

MrsProxy.dl| Exchange Proxy-Extension. install,
This DLL enables the generation of MRS addrinst (MS)
Proxy Addresses by Exchange.
MrsAdminEng.hlp Exchange Connector Extension. install,
English help files. tmplinst (MS)
MrsAdminGer.hlp Exchange Connector Extension. install,
German help files. tmplinst (MS)
MrsAdt.blt Genera MRS address template files. install,
MrsAdt.hlp tmplinst (MS)
MrsAdt.oel
MrsAdtg.blt
MrsAdtg.hlp
MrsAdtEFT.blit EFT (Eurofile-Transfer) address template install,
MrsAdtEFT.oel files. tmplinst (MS)
MrsAdtEFTg.blt
MrsAdtFaxg3.blt Fax G3 address template files. install,
MrsAdtFaxg3.0€l tmplinst (MS)
MrsAdtFaxg3g.blt
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M odule Description M ode/

M S Utility
MrsAdtFaxg3Rev.blt  Fax polling address templ ate files. install,
MrsA dtFaxg3Rev.oel tmplinst (MS)
MrsA dtFaxg3Revg.blt
MrsA dtFaxg4.blt Fax G4 address template files. install,
MrsA dtFaxg4.oel tmplinst (MS)
MrsA dtFaxg4g.blt
MrsAdtSMS.blt SMS (Short Message Service) address tem- install,
MrsAdtSM S.oel plate files. tmplinst (MS)
MrsAdtSM Sg.blt
MrsAdtVoice.blt Voicemail addresstemplate files. install,
MrsAdtVoice.oel tmplinst (MS)
MrsAdtVoiceg.blt
MrsPmt.blt M essage address templ ate files. instal,
MrsPmtg.blt tmplinst (MS)
MrsPrt.blt Recipient address template files install,
MrsPrtg.blt tmplinst (MS)

Through use of the address templates, new address types are available when entering
addresses in the Exchange address book.

Exch2kMai nt is started from the command line prompt. Various maintenance
modes can be executed via the command line parameter / MODE=<A/ode>. Each pa-
rameter requires further parameters. A detailed description of these parameters can be
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seen by entering the additional parameter name / ?. Contrary to the Exchange 5.5
Connector, the Exchange 2000 Connector only provides the two following modes.

Mode
| NSTALL

REMOVE

EXPORTBLOBS

Description

Installs the MRS Exchange 2000 Connector, the Connector
Extension (M sAdmin.dll) and the Proxy Extension
(M sProxy. dl ).

This mode can only be executed when the local ExchApl regis-
try is present.

Parameters:

Bl NPATH= (Type: abc'xyz.xyz) Definition of the path at
which the components are to be installed.

ATTI BUTES= </, 2, 4, 8, 18 or 32> Default of the address
templates to be installed.

1 - General MRS address template

2 - Fax

4 - Fax polling

8 - FaxG4

16 - Eurofile-Transfer

32 5 SMS

Annotation: The address templates are more conveniently sel-
ected during the connector setup.

Removes the MRS Exchange 2000 Connector and all associ-
ated components (no further parameters available).

Export of user data to a text file (separator is a tab). This
function can be used for example to edit user data by means of
other programs (MS Excel). This is required for example with
migrating user data from other servers. Besides the LDAP
address the fields are exported that were replicated to the
Active Directory via“extensionData". In addition, the CTI set-
tings that were also stored in the mailbox can be exported.
Annotation: By means of the Exchange 5.5 tool
ExchMai nt . exe, user data can be exported from Exchange
5.5 to Exchange 2000 and imported again from Exchange
2000 viathe Exch2kMaint tool.
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Mode Description

Parameters:

EXCHANGESERVER= Computer name (Exchange Server
name).

CONTAI NER= Active Directory Distinguished Name (DN) of
the folder or of the organization unit. Attention: When a blank
occursin the DN address, the complete string must be setinin-
verted commas!

FI LENAME= Path and file name of the text file to be exported
for the user data.

CTI FI LENAME= Path and file name of the text file to be ex-
ported for the CTI data.

Further optional parameters:

DETAI LED=1 Export of user data plus the extended inbox
configuration data.

SUBFOLDERS=1 Export of all user data from the subdirecto-
riesunder / CONTAI NER.

ATTI BUTES=ALL Export of user data and users that do not
have MRS settings.

| NTERACTI VE=1 Opens before export the dialog for MAPI
profile selection. The profile to be selected must have the cor-
responding privileges on the Exchange Server.

| MPORTBLOBS Import of edited user data.
Parameters:
EXCHANGESERVER= Computer name of the Exchange Ser-
ver.
FI LENAME= Path and file name of the text file to be imported
with the user data.
CTI FI LENAME= Path and file name of the text file to be im-
ported for the CTI data.

Calling the function for user data export and import:

exch2kmai nt / nmode=Export bl obs / ExchangeSer ver =<server name>
[ Fi | ename=<file name> | Cont ai ner =" cn=user s, dc=<domain>,
dc=<com,de,local>" [ CT| Fi | enanme=<file name>

Remark 1: With an export from an organization unit specify the container

ou=<organization unit>, dc=<Domain>, dc=<com,de,local>"
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Remark 2: With an export from a subdomain:

"dc=<sub_domain>, dc=<domain>, dc=<com,de,local>"

exch2kmai nt / nmode=Il nport bl obs / ExchangeSer ver =<server name>
[ Fi | ename=<file name> | CTI Fi | ename=<file name>

Example:

exch2kmai nt / node=export bl obs

/ exchangeser ver =Exchange_Ser ver

/ cont ai ner =" ou=Test User, dc=Test, dc=l ocal "
/filename=file.txt /detailed=1 /attributes=ALL
/ctifilename=cti.txt /interactive=1

exch2kmai nt / node=i nport bl obs
/ exchangeserver =Exchange_Server /fil ename=fil e3.txt
[ctifil ename=cti.txt
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Example of an exported user datafile from the Active Directory:

Remark: The data records of the single columns are separated by atab.

OBJDI STNAMVE (LDAP user address) ADDRREPL | BXREPL . . .
LDAP: / / AD1ROOT/ CN=USER001, OU=TESTUSER, DC=TEST, DC=LOCAL CFF
LDAP: / / AD1ROOT/ CN=USER002, OU=TESTUSER, DC=TEST, DC=LOCAL CFF
LDAP: / / AD1ROOT/ CN=USER003, OQU=TESTUSER, DC=TEST, DC=LOCAL CFF
LDAP: / / AD1ROOT/ CN=USER004, OU=TESTUSER, DC=TEST, DC=LOCAL CFF
LDAP: / / AD1ROOT/ CN=USER005, OU=TESTUSER, DC=TEST, DC=LOCAL CFF
LDAP: / / AD1ROOT/ CN=USER006, OU=TESTUSER, DC=TEST, DC=LOCAL CFF
LDAP: / / AD1ROOT/ CN=USER007, OU=TESTUSER, DC=TEST, DC=LOCAL CFF

Continuation

| BXREPL_ONLYMRS  EXT_GLOBAL EXT_RTFBODYREPL EXT_ATTACHREPL

OFF ON OFF ALL
OFF OFF OFF ALL
OFF OFF OFF ALL
OFF OFF OFF ALL
OFF OFF OFF ALL
OFF OFF OFF ALL
OFF OFF OFF ALL
Continuation

EXT_ATTACHVAXSI ZEREPL  EXT_ATTACHPLACEHOLDER EXT_RECYCLEDREPL

OBYTES OFF OFF
OBYTES OFF OFF
OBYTES OFF OFF
OBYTES OFF OFF
OBYTES OFF OFF
OBYTES OFF OFF
OBYTES OFF OFF

Continuation
FAXG3- HEADLI NE ~ FAXG3- I D GROUP  PASSWORD

USER001 HeadLine +492001234001 USER -592113043
USER002 HeadLine +492001234002 USER -592113043
USER003 HeadLine +492001234003 USER  -592113043
USER004 HeadLine +492001234004 USER -592113043
USER005 HeadLine +492001234004 USER  -592113043
USER006 HeadLine +492001234006 USER  -592113043
USER007 HeadLine +492001234007 USER  -592113043

PIN

111111
111112
111113
111114
111115
111116
111117

VA CE#

+492001234001
+492001234002
+492001234003
+492001234004
+492001234005
+492001234006
+492001234007
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Example of an exported text file with CTI data:

OBJDI STNAME

LDAP: / / AD1ROOT/ CN=USER001,
LDAP: / / AD1ROOT/ CN=USER002,
LDAP: / / AD1ROOT/ CN=USER003,
LDAP: / / AD1ROOT/ CN=USER004,
LDAP: / / AD1ROOT/ CN=USER005,
LDAP: / / AD1ROOT/ CN=USER006,
LDAP: / / AD1ROOT/ CN=USER007,

OU=TESTUSER,
OU=TESTUSER,
OU=TESTUSER,
OU=TESTUSER,
OU=TESTUSER,
OU=TESTUSER,
OU=TESTUSER,

DC=TEST,
DC=TEST,
DC=TEST,
DC=TEST,
DC=TEST,
DC=TEST,
DC=TEST,

DC=LOCAL
DC=LOCAL
DC=LOCAL
DC=LOCAL
DC=LOCAL
DC=LOCAL
DC=LOCAL

LOCALNUMVBER FLAGS

001
002
003
004
005
006
007

0x230003D
0x230002B
0x230002B
0x230002B
0x230002B
0x230002B
0x2300031

5.6.1 External Editing of the Exchange 2000 User Data
The “Exch2kMaint* tool can be used in the EXPORTBLOBS and IMPORTBLOBS
mode for the following purposes:

1. Administration of BLOB data by means of other programs (for example Microsoft
Excel). This might be required when the organization telephone number has chan-
ged. Adapting user entries manually is considered too laborious at larger compa:

nies.

2. Copying old user data from another server or from an Exchange 5.5 Server. The
export file may have to be adapted manually for this purpose. For user datatransfer
from Exchange 5.5 to Exchange 2000 the ExchMaint tool of the Exchange 5.5 con-
nection (ExchMai nt . exe) isrequired, too. See aso “Migration from Exchange
5.5 to Exchange 2000” on page 127.

With an export or import of user data the fields, referenced in the “extensionData" at-
tribute, are exported or imported.

With specifying aname for CTI data (under CTI FI LENAME=) the CT| settings stored
with mailbox data are additionally exported or imported.
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6 Appendix

6.1 MRS Service Provider (MSP)

The MRS Service Provider is used as a global sub-structure for al client applications
using MRS Server services, e.g. Message Routing System, Lotus Notes L SX, Outlook
CTI Extensions or MRS Communications. While severa client applications can run
on acomputer simultaneously, only one instance of the MRS Service Provider isavail-
able.

The following services are provided:

« Local database (cache)
It is not necessary for every client application to keep an individual database up to
date. If required the MRS Service Provider synchronizesitsloca database with the
database of the MRS Server. Thereby the contents of the local database is made
available to al client applications so that fast access is enabled any time.

o Store & forward interface
Client applications can send documents to or receive them from an MRS Server.
This refers to classic communication per fax, email etc. The CTI journa of the
Message Routing System operates viathis interface aswell.

« Transaction interface
Through this service client applications can communicate with components of the
MRS Server that support transactions. This enables in particular the CTI function-
ality for client applications such as Message Routing System or the Outlook CTI
Extensions.

According to requirements the MSP is automatically implemented upon the installa-
tion of an MRS client component. When the installation is completed you find the file
MSP. | NSTALL. LOG in the Temp Directory of the installing user, helping to detect
errors if problems should occur.

The MRS Service Provider is automatically started by the first client application re-
quiring it. The MRS Service Provider configuration module in the control panel is
such an application.

More information on the Service Provider and on profile definition is found in the
“Server Administration” manual.
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6.2 Tips on Automatic Client Software Distribution

6.2.1 Client Log-in via Windows User Account

To simplify client software distribution, the Windows user account can be assigned to
an MRS user account instead of a user profile with MRS user ID and password. There-
fore, in a scenario with Exchange connection, the administrator need not maintain
individual MRS user profiles on the respective client computer, but the already defi-
ned Windows user account is used for logging in (for example the Outlook forms or
the Outlook CT1 extension).

Before this feature can be used, the Windows domain and user account of each user
must be present in the Lmaccount database field. Example: for user TESTUSER in
the TEST domain the entry would be: TEST\ TESTUSER. Thus logging in under Win-
dows NT/2000/X P occurs automatically via a corresponding validation at the domain
server. In case of an error (for example, when the Lmaccount field among the user
data has not been filled in), a user profile must still be created via the Service Provider
before thefirst log-in.

Under Windows 9x/ME each client application logging in must be validated at the
domain server viaentry of the respective password. Thisrestriction is part of the secu-
rity requirements of the Windows operating system 9x/ME.

A prerequisite for this log-in version is that no MRS user has a backslash [\ ] in their
USER database field.

The Lmaccount user database field is available per default. You find it as part of the
user data in the Advanced tab. Here you can also check whether a correct entry has
been made for a user viaLDAP replication.

Another LDAPAPL configuration is not required since the corresponding settings are
performed viathe LDAP configuration file (ex2000.Icf). So that the Lmaccount user
database field is automaticaly filled in with the domain and the user name, the
“LMACCOUNT"“ MRS attribute is assigned to the “sAMAccountName* Active
Directory attribute. This assignment can be checked in the Attributes tab of the LDAP
configuration dialog. In the attributes list the “LMACCOUNT"* MRS attribute is
entered next to the “sAMAccount* Active Directory attribute.

6.3 MRS Connection to a Microsoft Exchange 2000 Cluster
Environment

You can integrate an MRS Server in an existing MS Exchange 2000 cluster environ-
ment. The scenario described in the following for a two-node cluster (Windows 2000
Advanced Server with Exchange 2000 Enterprise Server) applies correspondingly to
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four-node clusters as well (Windows 2000 Datacenter Server with Exchange 2000 En-
terprise Server).

Node 1 Node 2

| Exch2k | | Exch2k |

Win 2000 with
Exchange 2000
Cluster

Virtual
Win 2000 Cluster 1

with static IP-address,
network name, and HDD

.......

Virtual
Exch2k Node 1
with static IP-address,
network name, HDD and
Exch System Attendand

’

" Exch2zkNode2
<4 with static IP-address, Y
% network name, HDD and
\\Exch System Attendang,’

------
TR LT T L LS

MRS
Exchange
Connector

MRS-Server

When connecting the MRS Server to a complete MS Exchange 2000 cluster environ-
ment via the MRS-Exchange 2000 gateway (the E2KAPL), heed the following expla
nations.

6.3.1 Generals
1. The E2kApl must not be installed on the MS Exchange 2000 cluster itself.
2. Installation of the E2KAPL on aclustered MRS Server is not supported.

3. The gateway connection occurs as illustrated in the above block diagram. With the
MRS-Exchange 2000 gateway instalation it is important to establish a connection
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to the virtual Exchange node that performs the Exchange Message Transfer Agent
instance (MTA). This is done via entry of the corresponding virtual Exchange ser-
ver name in the setup for the MRS-Exchange Connector.

Depending on the cluster configuration, the following differentiations are possible:

6.3.1.1 Active-Passive Cluster Configuration

This version features only one virtual Exchange 2000 node, on which the MTA in-
stance is performed as well. Consequently in this cluster installation recommended by
Microsoft the connector can only be connected with the active virtual Exchange 2000
Server. With afailover the passive node automatically takes over the entire virtual Ex-
change 2000 Server function.

6.3.1.2 Active-Active Cluster Configuration

With an active-active configuration several virtual Exchange 2000 nodes are available.
The MRS-Exchange 2000 connector must be connected to the virtual Exchange 2000
node, on which the Exchange Message Transfer Agent instance (MTA) is performed.

Viathe cluster administration you can see which virtual Exchange 2000 node is used
for this purpose. Call the properties diaog of the Exchange Message Transfer Agent
instance (doubleclick on the corresponding entry) and switch to the Parameter tab.

Remark: The cluster administration does not only display on which virtual Exchange
node the MTA is located but you can also determine the network name or the IP
address of the selected virtual Exchange node (open the properties dialog for E2k
Cluster x Name or E2k Cluster x IP).

E,— Cluster Administrator - [W2K-CLUSTER {.}]

Flle Wiew Window Help

=dNEl

[=I-g5q) W2K-CLUSTER

D_ Groups

Mame

| State | Chrer |

(1 pisk - Orline  W2K-NODE1

Cluster Group ([ Exak Cluster 1 1P Address Orline  W2K-NODE1

B2 dlusicy i [ Exzk Cluster 1 Metwork Name Online W2K-NODEL

Euxzk Cluster 2 ([ Exak Cluster 1 System Attendant online  W2K-NODE1

g Eilssot::cz;nﬁguration [ Exchanige HTTP Yirtual Server Instance - (EX2K-CLUSTER1) Online  W2K-NODE1
=3 ok -NODEL Exchange IMAP4 Virtual Server Instance - (EX2K-CLUSTERL) Online  W2K-NODEL
-] W2K-NODE2 MExchange Information Store Instance - (EX2K-CLUSTER1) Online  W2K-NODEL
MExchange M5 Search Instance - (EX2K-CLIUSTERL) Online  W2K-NODEL

MExchange POP3 Wirtual Server Instance - (EX2K- CLUSTERI) Cnline W2K NODEI
MExchange Routing Service Instance - (EX2K-CLUSTERL) Online  W2K-NODEL
MSMTP Wirtual Server Instance - (EX2K-CLUSTERL) Online  WZ2K-NODEL

For Help, press F1 ’E ’_ A

Exchange Message Transfer Agent Instance STER.1) Online
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6.3.1.3 Active-Active-Active-Passive Configuration of a Four-
Node Cluster

The proceeding is the same as described with the two-node active-active cluster. Here
aswell connecting occurs to the virtual Exchange 2000 node on which the MTA runs.

6.4 Complete Directory of Registry Entries

All system relevant values are normally configured via Setup and subsequently viathe
Exchange Admin. These settings are partly stored in the Registry. In most cases the
Registry need not be edited.

We strongly recommend only to perform modifications here when you are abso-
lutely sure about the ensuing consequences. Wrong entries may lead to the com-
plete system stopping its service in an extreme case with all consequential dama-
ges!
Registry entries have the format: Value Name:Data Type:Value. The Value entries depend
on the data type. The following data types are used here:

« String: REG_SZ,

« Data REG_DWORD, with either binary -, decimal- or hexadecimal based entries,

o Multipart Strings: REG_MULTI_SZ.

6.4.1 HKEY_LOCAL_MACHINE\SOFTWARE\PP-COM\...
For the E2kApl the following values are found in the key

HKEY _LOCAL_MACHI NE\ SOFTWARE\ PP- COM MRS\ ExchApl
Access:REG_SZ:<Password>

Password of the installing Exchange account. The password is displayed
encrypted.

Account:REG_SZ:<Name>
Name of the installing Exchange account. The account must have administrator
authority under Microsoft Exchange.

Addr_Lookup_Mode:REG_DWORD:< 0 or 1>

A fax look-up table is created in which all mailboxes with fax numbers are inte-
grated (/). Thisisthe default setting. Since this table can be very large, it is possi-
ble to prevent its use with this parameter (0), so that required dialling numbers can
be sequentially queried. Except in the case of extremely limited harddisk storage
space, generation of the table should not be terminated since otherwise the perfor-
mance is dramatically reduced .

Default: /
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Address_Book_View_Support:REG_DWORD:<0 or >
Address book views are supported (/) or not (0).
Default: 0
Default: /

Address_Mode:REG_DWORD:<0 or 1>

Determinesif adialing number isto be searched for in the Global AddressList (0)
or in the Site Container (/).

Default: 0
Address_Restrict Mode:REG_DWORD:< 0 or I>

Decides whether aMAPI restrict with fax numbers is to be executed on containers
(0), or if the Connector goes through all entries individually and integrates only
those mailboxes in the look-up table that have a fax number (7).

A restrict error occurs with containers that include more than 16,000 users. In this
case Restrict should not be applied and the value should be set to “ 7”.

Default: /
Admingroup_RDN: REG_SZ:<Name entry>

Display name of the routing group (under “Administrative Groups*) in which the
Connector isinstalled.

ADsDomainPath:REG_SZ:<Path>
Domain LDAP path (root path to the Active Directory).
Example: DC=docutest, DC=alsdorf, DC=cycos, DC=com
APL_SLOWDOWN:REG_DWORD:< 0 and 1>

Setting for particularly critical system environments (for example Timeout adapta-
tion for strongly used network connections). For internal use only!

Default: 0
Attrib:REG_MULTI_SZ:<SF, IN, OUT or RCIT>

A list of this attribute’s protocols. These are already reasonably preset with the
APL installation, so that usually no modifications need to be and are to be per-
formed. In particular, some attributes are, depending on the type of line, unsuitable
and even prevent the regular resp. intended operation viathislineif they are added.

SF: Thislogical line alows store-and-forward of documents.
IN: Thislogical line allowsinbound traffic with reference to the server.
OUT: Thislogical line allows outbound traffic with reference to the server.
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RCIT: If aread report is received on this line, the corresponding CIT signal is deac-
tivated.

Default: SF, IN, OUT, RCIT

CheckForDeletedUser:REG_DWORD:< Value in Milliseconds>
Time interval in which the Address Book Replication searches for deleted users.
Default: 900000pee, DBBAOy, Or 1101 1011 1011 1010 0000g;,, (corresponds to
15 minutes)

Contacts:REG_MULTI_SZ:<FEntry>

List of datafields from the public contact folders used for calling number normali-
zation. These have the format:
Fol der - Pat h; Or gFel d; Dest Fel d; Or gFel d1; Dest Fel d1; ...

Example: ExternalContacts; Business, Business2; Home;Home?2
CreateDefaultMessageClasses:REG_DWORD:< 0 or 1>

When this registry value is set to 0 and no message classes are defined, no special
Forms are used to represent MRS documents. Thus the value O leads to the registry
being read (as before) to use the message classes defined there. Changing the
default value from 0 to / results in the use of default message classes for voice and
fax messages. In this way compatibility to existing installations and maximum
flexibility is ensured.

Default: 0

CTI_Lookup_Counter:REG_DWORD:

Number of CTI messages in the MTS-Out queue of the Connector. These mes-
sages are searched for and subsequently processed before processing other email
jobs. Used to accelerate the processing of email generated CTI jobs. For internal
use only!
Default: 32

CTI_Monitor;REG_DWORD:< 0 or I>

Determines whether the Connector Journal function is to be used (/) or not (0)
with an available CTI License.

Default: /
DeleteOutOfOfficeReplay:REG_DWORD:< 0 or 1>

To rule out the rare case of a message loop occurring under unfavorable circum-
stances, thisregistry value can be setto /. Thisise.g. possiblein the following sce-
nario: subscriber A sends a message to subscriber B. Subscriber B has activated his
or her absence assistant. Therefore, after a certain period, amessageissentto A (“I
am not in”). In the meantime, A has activated his or her absence assitant as well,
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now replying to the received message. In other words, an exchange of absence
messages would here be generated, only to be ended with one of the two subscrib-
erslogging on to Outlook again.

Default: 0

DeleteOutOfOfficeReplayTemplate:REG_DWORD:< 0 or 1>
Same as above but the described behaviour is avoided using templates.
Default: 0

Delivery_Report:REG_DWORD:<0 or 1>

Delivery reports are sent to the Exchange Client (even when disabled in the Client)
when set to /.

Default: 0
Distrib_Count:REG_DWORD:

Maximum number of processed users in an Exchange Distribution List in one run.
No restrictions when set to 0.

Default: 0
DlgSession:REG_SZ.

Intended for future expansion of dialog services.

Default: 16
Domain:REG_SZ:<Name>

Windows NT domain of the installing Exchange account.
ExchangeServer:REG_SZ:<Name>

Name of the computer of which the Exchange Server runs.
Extension_Poll:REG_DWORD:<Value in Seconds>

Time in seconds after which the Connector automatically checks for a modifica-
tion to its settings. If a change is detected, the Connector will be restarted.

Default: 60pec, 3CHey OF 11 1100g;,

ExtensionBuildNumbers:REG_DWORD:< Build Number>
Here the Build Number is automatically entered with the installation. For internal
user only!

Format:REG_MULT|_SZ:<Format Entries>

Presetting for formats into which documents and file attachments are converted for
Exchange. For internal use only!

Default: PMF, ASC, TXT, WAV, AS7, BMP, BMP-COL, BIN, TG3, TG4
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GUID:REG_SZ:<Value>

Automatically assigned Connector CLSID.
IBX_ReplMode:REG_DWORD:< 0, I, 2 or 3>

Setting for the Inbox Replication mode. For interna use only!
InboxRecovery:REG_DWORD: <0 or >

The utmost caution is advised: When set to /, the domain-wide correlation ent-
ries of al users are deleted! Thisoptionisonly intended for the case that the corre-
lation database is to be re-established after an error and no backup is available.

Default: 0
InstallAddressTemplates:REG_DWORD:< Value>

The value which appears here is entered with the installation and should not be
modified. For internal use only!

InstallPath:REG_SZ:< Path Entry>
MRS Connector path.
Example: D:\Cycos\MRS\Bin\ExchApl.exe
MailboxStore:REG_SZ:<Mailbox directory>
Entry of the mailbox store in which the connector mailbox lies.
MaxStoreAccessTries:REG_DWORD:<0 to 10>
Maximum number of attempts to open a user’s Exchange mailbox before an error
message is issued.
Default: 5
Multiline_Support:REG_DWORD:<0 or [>

Activates (1) the Multiline mode of the Exchange APL. This is required when
from asingle MRS Server Exchange Connectors to several Exchange Servers are
to beinstalled.

Default: 0
NeverReplicateDocumentsOlderThanDays:REG_DWORD:<n=0, n: I to 1000>

If the default value is set here, the system behaves as if the registry key did not
exist. Each value deviating from 0 (setting »=1 to maximum »=17000) is inter-
preted as replication parameter. This parameter determines that only documents
from MRS to Exchange generated n days ago are replicated.

Default: 0
NeverSynchronizeDocumentsOlderThanDays:REG_DWORD:<#»n = 0, n: [ to 1000>

When set to 0, the system behaves as if this registry key was not available. Each
value deviating from 0 (setting » = 1 to amaximum of » = 1000) isinterpreted as
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synchronization parameter. This parameter defines that only the document states
(read, unread etc.) are synchronized from MRS to Exchange the creation date of
which dates back » days.

Default: 0

NolbxFriendlyName:REG_DWORD:<0 or 1>

If the Exchange Server is used as SMTP server via which SMTP messages are
received and the MRS Client serves for mail administration, answering incoming
external mails causes problems when the inbox replication is active. Since in this
case the Exchange Server does not transmit the complete address to the MRS
Server but attempts addressing viathe “ Friendly Name” data field, sending areply
fails (with “Non Delivery Notification”). So that with the above constellation the
complete address is forwarded to the MRS Server and the problem is solved, either
this registry entry must be inserted with value / or, if aready existing, the value
changed from 0to /.

Default: 0

NoVoicemailAttachments:REG_DWORD:< 0 or [>

Determines whether WAV-Attachments may be appended (/) to an email message
or not (0).

Default: /

Organization_RDN:REG_SZ:<Name entry>

Display name of the organization.

PollPastPeriod:REG_DWORD:< Value in Seconds>

Time interva in which new messages are searched for in Inbox. The process
notices the time when the last mail was edited. The difference then determines the
next search process.

Default: 5

PostmasterDisplay:REG_SZ:< Name>

Name of the set postmaster address (in this example Postmaster). This is where
undeliverable messages are automatically routed to.

Example: Postmaster

PostmasterDN:REG_SZ:< Entry>

Entry of the Postmaster Account”s Distinguished Name (DN)

Example: \o=<Organization>\ou=<Site>\cn=<Recipient Container>
\en=<Recipient>
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Private_Folder_Support:REG_DWORD:<0 or [>

Determines whether the Exchange Connector will recognize (/) the moving of
email messages to private folders during active Inbox replication or not (0). The
default setting is 0 (no recognition). If this option is activated, a greater amount of
processing will be required for the Inbox replication.

Read_Report:REG_DWORD:<0 or [>

When set to / a Read-Report will be requested by newly delivered email messages
from Exchange. In large organizations this can be suppressed with the value 0.

Default: /
Reset Out:REG_DWORD:<0 or [>

All outgoing messages are to be deleted (/).

Default: 0 (no activity)
RouteTableMinRebuildTime:REG_DWORD:<Value in Seconds>

Time in seconds after which the Fax Look-up table is to be reinstaled. This is
required for new or modified dialling numbers.

Default: 3600pec, E10pey 0der 1110 0001 0000g;,
Routinggroup:REG_SZ:<Routing group name=>

Display of the name of the first routing group found.
SendRTFBody:REG_DWORD:<0 or 1>

E-mail messages will be transmitted with RTF-Body parts to the MRS Server (/).
The RTF representation can be excluded with a value of 0.

Default: /

Server:REG_SZ:<Server Name>
Windows name of the server on which the connector has been installed.
Example: MRS Server

Site:REG_SZ:< Site Name>

Description of the site under which the Connector isinstalled. Thisis done herein
X.500 notation as used with the Distinguished Names of Microsoft Exchange
Server.

Example: /Jo=Sample Ltd /ou=AURELIO
Standard_Cti_Settings:REG_SZ:<uvwx> (u, v, w, x = 0 or 1, O deactivates, 1 activates)

Viathis registry key you can set the default behaviour for call logging. Per defini-
tion you can define which journal entries are generated for al users that can emp-
loy CTI functions. Each of the four parameters (u, v, w, x) represents a notification
option:
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u : Successful ingoing call (IN)

v: Failed ingoing call (IN)

w: Successful outgoing call (OUT)

x: Failed outgoing call (OUT)

Example: If for the parameters », v, w, x the values 0, 1, 0, I are set, only journal
entries for failed cals are generated. Successful calls are not logged.

SupportContactScan:REG_DWORD: <0 or >

Calling numbers are normalized in the public contact folders (/). If thisisto be
stopped, set this value to 0 (see also Contacts page 145).

Default: /
Suppress_MID_Reports:REG_DWORD:<0 or 1>
The MID character string taken from the subject line is removed in reports (0). If
the MID isrequired, avalue of / should be used.
Default: /
Suppress_Reports:REG_DWORD:<0 or 1>
Exchange Report-Mechanism is used for transmission and error reports (0). When
set to (/), this must be realized by means of the MRS Report Forms.
Default: 0
SuppressMIDinSubject:REG_DWORD:< 0 or 1>

If you do not want the MID (Message ID) to be displayed in a message’s subject
line, enter / here to avoid it. If 0 is set, the MID is indicated in the subject line as
well.
Default: 0

WorkAroundAreaCodeProblem:REG_DWORD:< 0 or 1>
Addressing from within Outlook can cause problems when telephone or fax num-
bersin the format “+xxx(yyyy)zzzz” are stored in the contact information. Upon
caling and handing over one of these addresses, the expression in brackets is
replaced by its ASCII character and consequently the message cannot be sent. In
the event that problems arise here, change the default value from (0) to / to avoid
wrong addressing.
Default: 0
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6.4.2 HKEY_LOCAL_MACHINE\... or
HKEY_CURRENT_USER\SOFTWARE\...

Depending on the configuration with the installation of the Outlook Com Add-in the
following additional values are stored in the key

HKEY_LOCAL_MACHI NE\ SOFTWARE aswell as under HKEY_CURRENT_USER
under

\' M crosoft\Office\l Qutl ook\ Addi ns\ Fax_SMs. UMsConnect .

Thisisto define whether the Add-in can only be used by the person that has installed it
on the respective computer or by al usersthat are allowed to log in at this computer:

FriendlyName:REG_SZ:MRS Extensions
Description:REG_SZ:MRS Extensions for FAX and SMS
LoadBehavior;REG_DWORD:3
CommandLineSafe:REG_DWORD: 0

These keys are entered and furnished with the above valuesif with the installation (by
editing the Ext I nst.ini from the .\ d i ent\ Exchange\ For ns\ Ser ver Ba-
sedFor nsCl i ent Comrponent s directory of the MRS-CD “Add-on*) the initialy
described behaviour isto be generated.

6.4.3 HKEY_LOCAL_MACHINE\SOFTWARE\Cycos AG
\Outlook CTI Extensions

For the CTI extension the following values are additionally stored in the key

HKEY_LOCAL_MACHI NE\ SOFTWARE
but under
\ Cycos AG Qutl ook CTI Extensions:
AllowNoUpdate:REG_DWORD: <0 or I>
Setting thisvalue to 1 disables the user to start an update themselves.
Default: 0
CTIForAll:REG_DWORD:<0 or 1>

When set to /, al usersthat can log in at a computer are provided with CTI func-
tionality. You can edit this value also via the user defined installation by means of

the Extlnst.ini. In this way entries exclusively stored under
HKey_Current_User become globally usable.
Default: 0
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CTIServerAddr:REG_SZ:<Entry>
Entry of the MRS Server address.
CTIServerName:REG_SZ:<Server name=>
Entry of the MRS Server name.
ForceCTIEnable:REG_DWORD: <0 or 1>
Enforces CTI activation when / has been entered.
Default: 0
IgnoreOffline:REG_SZ:<0 or 1>

To suppress the corresponding error report with laptops currently not operated at
the data network, the CTI function can be deactivated here.

Default: 0
InstallPath:REG_SZ:<Path>

Path to the Outlook extension installation files.
Language:REG_DWORD:<Value>

Outlook extension language setting. The current entry depends on the language
selected in Setup (for example 3 for German or 4 for English).

NeverShowPublicFolder;REG_DWORD:<0 or 1>

The default setting 0 deactivates the “Show public folders’ function (in the
“ Advanced Settings* portion under Tools - Options... in the Voice/CT] tab). Setting
this value to / activates the function again. Attention: in large system environ-
mentsiit can take relatively long until al public folders are scanned so that further
system calls are ignored at first, in other words, the system does not respond.

Default: 0
NoActivePopUp:REG_DWORD:<0 or >

With Outlook 97 or 98, newly incoming messages are always reported per pop-up
diaog, even if Outlook has not been started. Setting this value to / prevents the
dialog from appearing in the foreground. In this way running applications are not
disrupted by the active pop-up dialog. This configuration can only be selected by
editing this registry key.
Default: 0

NoCallDivChoice:REG_DWORD: <0 or 1>

With some PBXs it is not possible to diversify the call forwarding behaviour (for
example: call forwarding any time, call forwarding with busy line or call forwar-
ding when the call is not answered). These allow a procedure for call forwarding.
So that no malfunction occurs when a specia type of call forwarding is nonethe-
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less configured, thisvalue can be set to / to enforce default forwarding. This confi-
guration can only be selected by editing this registry key.
Default: 0

NoClientButtons;:REG_DWORD: <0 or 1>

Changing this value from (default) 0 to/ hidesthe CTI function tool icons (playing
a voice message, establishing a phone connection, rescheduling and diaer). These
functions are then not available any more.

Default: 0
NoDialerButtons:REG_DWORD: <0 or 1>

Changing this value from (default) 0 to/ hides the diaer icon in the toolbar. This
function is then not available any more.

Default: 0
NoFaxButtons:REG_DWORD: <0 or 1>

Changing this value from (default) 0 to/ hides the fax icon in the toolbar. This
function is then not available any more.

Default: 0
NoHangUpBtn:REG_DWORD: <0 or [>

Since with some PBXs it is not possible to terminate a connection per icon (thus
per software), a corresponding adaption can be performed here. Changing this
value from (default) 0 to / deactivates the hang-up function in the dider. Thisis
recognizable by the call icon not turning into a hang-up icon with establishing a
connection.

Default: 0
NoMonitoring:REG_DWORD: <0 or 1>

With some PBXs, monitoring the individua telephone leads to malfunctions since
these systems do not support this function. Changing this value from (default) 0 to
1 deactivates monitoring the individual telephone.

Default: 0
NoPopUp:REG_DWORD: <0 or 1>

Suppresses opening the pop-up dialog with incoming calls when the default value
has been set from 0 to /.

Default: 0
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NoUserConfiguration:REG_DWORD: <0 or >

Changing the default value from 0 to / hides the “Advanced” button (in the
“ Advanced Settings’ portion under Tools -> Options... -> Voice/CTI). Thus a user
cannot access the configurations avail able there any more.

Default: 0
PhonNumber:REG_SZ:<Number>

Here you can enter the individual tel ephone number.
SetupComplete:REG_DWORD: <0 or 1>

Enter / after a completed setup.
UpdateFolder:REG_SZ:<Path>

Path that names the directory in which update files are searched for.
TermServer:REG_DWORD: <0 or 1>

With terminal server applications you can prevent (/) the local telephone number
from getting read out or written which otherwise might lead to a malfunction with
several active terminals. This configuration can only be selected by editing this

registry key.
Default: 0

6.4.4 HKEY_CURRENT_USER\Software\Cycos AG
To supplement the previous registry entries AllowNoUpdate, Language, NoActivePopUp
and NoCallDivChoice, thefollowing additional values arefound in the registry directory
HKey_Curret_User\ Sof t war e\ Cycos AG Qutl ook CTI Extensions:
CtiOnChecked:REG_DWORD:<Value>

1 indicates that the CTI function has been activated for this user.
CtiServerAddr:REG_SZ:<Network Path>

Display of the network path to the MRS Server.
NoActivePopUp:REG_DWORD:<0 or [>

With Outlook 97 or 98, newly incoming messages are always reported per pop-up
diaog, even if Outlook has not been started. Setting this value to / prevents the
dialog from appearing in the foreground. In this way running applications are not
disrupted by the active pop-up dialog. This configuration can only be selected by
editing this registry key.

Default: 0
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NoCallDivChoice:REG_DWORD:<0 or 1>

With some PBXs it is not possible to diversify the call forwarding behaviour (for
example: call forwarding any time, call forwarding with busy line or cal forwar-
ding when the call is not answered). These allow a procedure for call forwarding.
So that no malfunction occurs when a special type of call forwarding is nonethe-
less configured, thisvalue can be set to / to enforce default forwarding. This confi-
guration can only be selected by editing this registry key.
Default: 0

PhonNumber:REG_SZ:<Telephone Number>
Display of the local telephone number.

The following values are added for the Outlook forms in HKey Local _Machi ne

and HKey Curr ent _User under Sof t war e\ Cycos AG

« IntheExchForms Server directory:
InstallPath:REG_SZ:<Path specification>
Path to the install ation files for the Outlook extensions.
SetupComplete:REG_DWORD: <0 or >
After an accomplished Setup, / is entered here.
In addition, the values that can be adapted by editing the Ext | nst . i ni areenteredin
the ExchForms Client directory.
« IntheExchForms Client directory

ChangePhoneNo:REG_SZ:<0 or 1>

If the default value !/ is set to 0, the corresponding client cannot change its tele-
phone number in the Outlook configuration dialog.

Default: /

Debug:REG_SZ:<0 or 1>
Switches the debug mode on (7) or off (0).
Default: 0

DebugPath:REG_SZ:<Drive letter\path\filename>

Here you can define the drive, path and filename that is to store the log file cre-
ated in debug mode.

Default: ¢:\FormsLog.txt
NoFaxBtn:REG_SZ:<0 or 1>

Fades in/out the fax icon and the fax form in the Outlook menu.
NoFaxViewForm:REG_SZ:<0 or 1>

Fades in/out the fax view function in the Outlook preview window.
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NoFODBtn:REG_SZ:<0 or >
Fades in/out the fax-on-demand (FOD) form in the Outlook menu.

NoNumberOnlyResolution:REG_SZ:<0 or 1>
When set to /, number entries in the address field are, contrary to the default
behaviour, no longer automatically considered afax G3 address.
NoSMSBtn:REG_SZ:<0 or 1>
Fadesin/out the SMSicon and the SM S form in the Outlook menu.

NoVMBtn:REG_SZ:<0 or 1>

Fades infout the “voice message" button and the formsin the Outlook menu that
that serve to generate a voice annotation for messages.
NoVoiceViewForm:REG_SZ:<0 or 1>
Fades in/out the voice message playback function in the Outlook preview win-
dow.
Default for both: O
Here / is set in each case when during the installation (by editing the
Ext | nst.i ni from the directory .\ Cl i ent\ Exchange\ For s\ Ser ver -
BasedFor msCl i ent Conponent s of the MRS-CD “Add-On*) the fax view
form and/or the voice view form has been excluded from implementation. The
fax view resp. voice playback is deactivated in the Outlook preview window
then.
SMTP_Server:REG_SZ:<Server name=>
Entry of the SMTP server name (only for Outlook connection to SMTP serv-
ers).
WatchedFolder:REG_SZ:<FEntry ID>
Here the default mail account is entered for the operation version “Local Forms
SMTP, if the default account is not to be used on the MRS Server.
WatchIPMNote:REG_SZ:<0 or 1>
If you nevertheless want to directly use the number resolution for fax address-
ing in standard mail operation (for example: 234 -> faxg3/234), enter /.
Default: 0
Here [ is set in each case when during the installation (by editing the
Ext | nst.i ni from the directory .\ Cl i ent\ Exchange\ For s\ Ser ver -
BasedFor msCl i ent Conponents of the MRS-CD “Add-On“) the corre-
sponding functionality has been selected.
In the subdirectoriesunder ..\ ExchForns Cl i ent (\ Fax,\ FaxVi ew,\ FOD,
\ Shared, \ SMS, \ Voi ceMni | and \ Voi ceVi ew) you merely find the text
strings for different language versions. In the addition the following registry
keys are found in the directories\ Fax and \ SMS each:
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DeliveryReceipt:REG_SZ:<0 or 1>

If the default value 7 is set to 0, the fax (SMS) form does not transmit a “sent
notification*. This notification is considered useful for clients that rout such
documents exclusively to a printer or afax device.

Default: /
ReadReceipt:REG_SZ:<0 oder 1>

If the default value 7 is set to 0, the fax (SMS) form does not transmit a “read
notification*. This notification is considered useful for clients that rout such
documents exclusively to a printer or afax device.

Default: /

6.4.5 HKEY_LOCAL_MACHINE\SOFTWARE\Cycos AG
\Outlook Fax Extensions
For the fax extension the following additional entries are generated in the key
Sof t war e\ Cycos AG Qut| ookExt ensi ons:
NoClientButtons;:REG_DWORD:<0 or [>
Changing this value from (default) 0 to / hides the fax icon in the toolbar. The fax
function is then not available any more.
Default: 0
FillBodyWithName:REG_DWORD:<0 or >

With sending a fax message (via the fax extension button and subsequent address
selection from the address book) the first line of the message body always contains
the addressee’s name. If this behaviour is not desired, set 0 instead of the defaulted
1 to suppressit.
Default: /

PureNumberOnly:REG_DWORD: <0 or 1>
Setting this registry key to / enforces entering a number string for addressing afax
message. Thus addressing cannot occur via a hame entry. This is considered useful
when user names are used in the format: Jones3, Brown16 or Peter1234. Otherwise
wrong addressing might be the result.

Default: 0
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6.4.6 HKEY_LOCAL_MACHINE\SOFTWARE\MICRO-
SOFT\EXCHANGE\CLIENT\MRSCtiExt

This key contains the entry:
DialerAlwaysCompleteVisible:REG_DWORD:<Value: 0 or 1>

The vaue entered defines the representation behaviour of the dialer window. The
parameter value / determines that this window is aways visibly positioned on the
“workstation”. With 0 this representation mode is not explicitly enforced.

Default: /

6.4.7 HKEY_LOCAL_MACHINE\SYSTEM\...
After the successful Exchange Service installation, the connector has been integrated
in thelist of the Windows computer services. Thus the service key

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\
ExchApl

isalso available. It contains the entrieslisted in the following. Attention: These regis-
try values are Windows specific entries for the Exchange Connector service and must
not be modified.

DependOnGroup:REG_MULTI_SZ:
No entry
DependOnService:REG_MULTI_SZ:

Example: nsexchangesa nsexchangeds nsexchangei s
nsexchangeta NanelLoc

DisplayName:REG_SZ:<FEntry>
Displayed MRS Connector name.
Example: MRS Exchange Connector for i386 (AURELIO
ErrorControl:REG_SZ:
Setting: /
ImagePath:REG_EXPAND_SZ:
Example: C: \ Cycos\ MRS\ bi n\ EchApl . exe
ObjectName:REG_SZ:
Displays the account under which the Exchange Connector runs.
Example: <Domai n>\ <User >
Start:REG_DWORD:<Value: 2, 3, 4>

Start-up type setting. This setting can be modified under Windows 2000. Open the
configuration tab for the service MRS Exchange Connector for i386 with a double-
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click (Start o Settings o Control Panel o MRS Exchange Connector for i386). Through
activation of one of the available checkboxes the starting behaviour can be atered
there. The following options are avail able to determine the start-up type: automatic
(generates 2 as registry value), manual (generates 3 as registry value) and deacti-
vated (generates 4 as registry value)

Default: 3
Type:REG_DWORD:
Setting: 16
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