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1 Introduction

This manual iswritten for the administrator of a MRS Server. First a short overview of
the server will be presented, following with a description of the individual components
aswell as start and stop procedures of the server.

Next the administration of the database will be discussed aong with all associated
tasks. These tasks comprise the installation and configuration of new users, security,
and other various administrative duties that occur within the daily operation.

Subsequently, an overview of the various MRS Services and their addressing will be
presented.

In the following the individual MRS components will be explained. Sinceit isused for
the central surveillance and configuration of the MRS Server, careful attention should
be given to those portions concerning the MRS Monitor.

Note: Please read the current release notes (in the root directory of the MRS installa-
tion CD). There you find program and process modifications aswell asthe latest infor-
mation on the compatibility of hard and software components that could not be
considered in the manual. In addition you can obtain futher information from the cor-
responding readme files. These are found in the directories of the single components.

11
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2 Concepts

2.1 MRS Structure

The MRS Kerndl is built upon four components: Message Transfer Agent (MTA),
Database (Infostore), Extended Message Reporter Service (XMRSvc), and Name
Locator (NamelLoc). Access to the kernel is through the various Access Protocol Lay-
ers (APLs) which implement the external protocols e.g. ISDN, SMTP, Exchange Gate-
way, and TCP/IP. The Access Protocol Layers thus alow access to the server over
various communication mediums. Access Protocol Layers are principally optional
components whose application and configuration will be discussed | ater.

With the exception of the Name Locator (organizes the communication in a distributed
system), all other components can be seen in the MRS Monitor.

2.1.1 Message Transfer Agent

The Message Transfer Agent processes all jobs that can be independently executed
from one another simultaneously. Only jobs whose chronological order is critical are
processed sequentially in separate threads.

Simultaneously processed tasks are:

« Routing of documents and dialogs

« Conversions

« Distribution list resolution
Sequentially processed are:

« Report assignments

o Linestates

« Database access

2.1.2 Database

The Infostore is based on the database cTree. Journals, user, and charge information
are managed by the database. The database is so constructed, that address book syn-
chronization with other databasesis possible e.g. MS Exchange.

Dialing numbers in the MRS Server are given a normalized representation. If afax is
to be sent to the number +49- 2404- 12345, this address would have the MRS
Address form of NVS: FAXG3/ 49240412345. Since addresses are managed by the
appropriate APL, no outside dialing information is contained within.

13
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2.1.3 Extended Message Reporter Service

This centralized service gathers all Log information from the various MRS compo-
nents. Monitor processes distributed over the network, can be logged-in with XMR-
Service giving various and dissimilar system reports.

In this way, special surveillance MRS Monitors can aso be configured. On one MRS
Monitor security information could be displayed while on another Monitor fax infor-
mation is shown etc.

2.1.4 Name Locator

"The Name Locator frees the Intertask-Communication from having to know which
task is being performed on what computer. The Name Locator runs in the background
on every computer which contains a working component of the MRS Sever, and dis-
seminates the names of these computers to other computers which contain compo-
nents of the MRS Server within the network.

2.2 MRS Addressing

14

The MRS Server uses the following addressing form which is independent of the pro-
tocol and target system structure.

NVS: NODE. CLASS/ USER
or

NVS: NCDE/ USER

The first portion of the address (NVS: ) is never modified since it characterizes the
syntax of the address type. In thisway it islater possible to insert new address types.

The target network is described through the use of NODE. Typical nodes are FAXG3,
SMS, TCPI P, SMTP, LN €tc.

Example:

NVS: FAXG3/ 491234567890
FAX G3 Subscriber +49-1234-567890.

NVS: EXCH MAYER
Microsoft Exchange User MAYER.

NVS: SMIP/ i nf o@ycos. com

TCP/IP E-Mail from SMTP Protocol to TCP/IP user i nf o in the Domain
cycos. com
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Through the optiona entry CLASS, various accesses of a similar type within a net-
work node can be given. If aserver is connected with seven logical fax linesto the net-
work, and the network to the public exchange, these seven logical fax lines could be
individually selected through the use of CLASS. If no entry for CLASS is given, the
router would decide through the use of internal evaluation tables, which access to the
network node isto be used. The entry USER corresponds to the local syntax of the net-
work. In the case of afax thisis the fax number in a normed form.

Example:
NVS: FAXG3. 1/ 491234567890

FAX G3 member +49-1234-567890 over logical line (CLASS) 1.
NVS: FAXG3. 2/ 491234567890

FAX G3 member +49-1234-567890 over logical line (CLASS) 2.

MRS Addresses always define alogical access to and from the MRS System. Access

Protocol Layers define the individual structure of a physical point of access to the net-
work.

15
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3 Administrative Procedures

3.1 Starting and Stopping the Server

There are various methods for starting and stopping the MRS Server. In most cases the
user sees none of this, since the server runs without any logged-in users and therefore
requires no display output.

The status of the server start can be continuously followed through the use of a previ-
oudly started MRS Monitor. The following methods are also available and will be
described in more detail below:

« Start/Stop through the Start resp. Shutdown of the NT Server

« Start/Stop through installed Program icons resp. selection of these programs from
the Start menu

« Start/Stop through the Service Control Manager of Windows NT
« Start/Stop locally from the Commandline

« Start/Stop locally and remotely from the Commandline Interpreter with the utility
sc (part of the Windows NT Resource Kit).

During the installation, the program icons “Start MRS Server” and “Stop MRS
Server” were installed. These can be found in the Start Menu of Windows NT 4.0.

The second method is through the Service Control Manager. This is found under the
entry Settings. After starting Services al services and their status can be seen.

Services

Sefvice Statuz Startup Tllse

Ha)

Startup Parameters:

ClipB ook Server Start
Computer Browser Automatic

DHCF Client Dizabled Stop
Diirectory Beplicator b arwal

EwventLog Automatic Bauze
tezzenger Automatic Eiarie
MRS ddminiztrator (MAS) b arwal —

MRS File Interface APL [Fitpl) b arwal Sl
MRS Information Store (InfoStar) tanual ;I ==

Hiw' Praofiles. .

RELLLE

Help

The service MRS Administrator (MRS) starts the complete MRS Server. Stopping a ser-
vice is accomplished by selecting the service from the list and subsequently selecting

17
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the Stop button. Through this action the server is shutdown. This method can also be
used for shutting down and restarting individual components.

In most cases the service MRS Administrator (MRS) has the Startup type Automatic. With
this setting the MRS Server is automatically started when the computer is started. If
thisis desired, the Startup type can be changed to Manual and the MRS Server started
“from hand” after the computer is started.

Every MRS Server component can be started or stopped from the Commandline Inter-
preter. The component name (found in parenthesis in the Service Control Manager) is
entered along with the command St art resp. St op. To start or stop the MRS Server
the commands “MRS St art ” or “MRS St op” would be used. Locally, it is also possi-
ble with the NET commands. In this case, “net start <Service>" or “net stop
<Service>" would be entered.

All the methods mentioned thus far function only on the local computer (computer
where the MRS Server isingtalled). Starting and stopping the MRS Server is also pos-
sible from other computers within the network. This service is provided by the utility
sc. Thisutility is not included with the standard distribution of Windows NT, but con-
tained in the Windows NT Resource Kit. The acquisition of the Resource Kit is sug-
gested not only for this utility, but also for the useful knowledge contained within for
the execution of the system administrator’s duties.

This utility allows the management and querying of services from the Commandline
Interpreter for the local computer as well as other computers within the network. The
call for starting and stopping the MRS Server is as follows:

sc \\ Servername start nrs
sc \\ Servername stop nrs

The server name is the name of the computer in the Windows network, and is not
required when this utility is executed for services on the local computer.

Installation and Start of Individual Components

Almost al MRS components can be installed at a later time using the Setup program.
Thisis not possible for certain MRS SDK ! test modules or newly developed modules
that were not included in the delivered Setup program. Installation instructions for
these modules through use of the Commandline Interpreter is as follows:

Every APL or kernel component can be installed with the call

Name i nst al |

1. MRS Software Development Kit. Various individual components can be developed for the MRS
server with this kit.
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from the Commandline. An attempt is made to incorporate meaningful default values,
but a complete configuration of the component should be subsequently performed
from the MRS Monitor. Several components e.g. the Exchange Gateway APL require
a greater expenditure and therefore should only be installed through the Setup pro-
gram.

Example: tcpapl install

So that these components are al so started, the following command must be given in the
Commandline Interpreter

Name start

or in the Service Control Manager through the selection of the service and subsequent
selection of the Start button. Usually, the Startup type “Manual” is entered during the
component installation.

Since components installed in this way are not started automaticaly by the MRS
Administrator, they have to be individually started by hand. If the automatic start of
these components is desired, the component must be inserted in the registry under the

Key
HKEY_LOCAL_MACHI NE\ Sof t war e\ PP- COM MRS\ Ser vi ces

inthe REG_MULTI _SZ-Value Access Protocol Layer.

3.3 Stop and Deinstallation of Individual Components

In a likewise manner to that of the installation, individual components can also be
deinstalled from the Commandline Interpreter through the use of

Name r enove

Prior to its removal, the component should be shut down through the Service Control
Manager by selecting the component and subsequently the Stop button or from the
Commandline Interpreter with the command

Name st op

3.4 Complete Deinstallation of the MRS Servers by Hand

Normally the deinstallation of the MRS Server occurs through the delivered MRS

Deinstallation Wizard. If the deinstallation is to be done by hand, the necessary steps

are asfollows:

1. All MRS Server shared directories (Shares) must be given the status “Not Shared”
on the MRS Server where the kernel components are installed. These are normally
in the MRS installation directory unless they were changed during or after the

19
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installation. This refers to the following directories (Sharename) for a complete
installation.

« Backup (MrsBackup$)
« Client (MrsCInt$)

« Folders (MrsFolders$)

« Monitor (MrsConfig$)

o PipeBuff (MrsXfer$)

o Userdata (MrsUserdata$)

. All components, as written above, could be deinstalled with

Name r enove

The name of each component isfound in the Service Control Manager in parenthe-
ses behind the full name of the component. All server components beginning with
the abbreviation MRS also have a full name describing the service.

. The MRS installation directory and all sub-directories must be deleted. If during

the installation or at a later time directories in other locations of the file system
were installed, these should also be deleted.

. Using the Registry Editor r egedt 32 the Key

HKEY_LOCAL_MACHI NE\ SOFTWARE\ PP- COM MRS
must be deleted. If an Administrative Client was installed then the Key

HKEY_LOCAL_NMACHI NE\ SOFTWARE\ PP- COM Aachen32
must also be deleted.

. In the Value Null SessionPipes under the Key

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\
LanmanSer ver\ Par anet er s

al entries that begin with MRS and end with | PC must also be removed, aswell as

those entries that end with APL. This normally transpires with the deinstallation of

the individual components, but a little control never hurts.

. In the Value Null SessionShares under the Key

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\
LanmanSer ver\ Par anmet er s

al entries that begin with MRS must be removed. All Shares mentioned above
should have an entry here.
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3.5 Event Viewer

In the Windows NT operating system, an event is any significant occurrence in the
system or in an application that requires usersto be notified. For critical events such as
a full server or an interrupted power supply, a warning message may be seen on the
screen. For many other events that do not require immediate attention, the
Windows NT operating system adds information to an event-log file to provide infor-
mation without disturbing the workload of the user. This event logging service starts
automatically each time the computer is started under Windows NT.

The Event Viewer can be used for System management, Security, and Application
event logs. Event logs can also be stored as an archive.

The System log records events logged by the Windows NT system components. For
example, the failure of a driver or loading of a system component during startup is
recorded in the System log.

The Security log records security events. This helps track changes to the security sys-
tem and identify any possible breaches to security. For example, attemptsto log on the
system may be recorded in the Security log, depending on the Audit settings in User
Manager. The Security log may only be viewed by the administrator of the computer.

The Application log records events logged by applications. For example, a database
application might record afile error in the Application log. Reports sent by the MRS
Server can be found here.

1 Event Yiewer - Application Log on \AODYSSEY [ |O] x|

Log Wiew Option: Help

@ 5/29/98 12:34:31 PM Spxdpl ODYSSEY
©6/29/98 12:33:35 PM MRS Mane ODYSSEY
@ 5/29/98 12:33:35 PM MRS Mane 10 R ODYSSEY
©6/29/98 12:33:30 PM FiApl Mane 2 R ODYSSEY
©6/29/98 123329 PM IsdnApl Mane 2 R ODYSSEY
©6/29/98 12:33:.09 PM Frintapl Mane 2 R ODYSSEY
©6/29/98 12:33:05 PM LMApl Mane 2 R ODYSSEY
©6/29/98 12:33:.00 PM SrtpApl Mane 2 R ODYSSEY
©6/29/98 12:32.57 PM Wedapl Mane 2 R ODYSSEY
©6/29/98 12:32.54 PM Spxdpl Mane 2 R ODYSSEY
©6/29/98 12:32.53 PM TopaApl Mane 2 R ODYSSEY
©6/29/98 12:32:50 PM FipeApl Mane 2 R ODYSSEY
©6/29/98 12:32:48 PM MailApl Mane 2 R ODYSSEY
©6/29/98 12:32:45 PM MATA, Mane 2 R ODYSSEY
(D6/29/98 12:32:40 PM MATA, Mane 14 R ODYSSEY
©6/29/98 12:32:34 PM InfoStor Mane 3 R ODYSSEY
©6/29/98 12:32:33 PM HnrSve Mane 3 R ODYSSEY
©6/29/98 12:32:31 PM Mameloc Mane 4 R ODYSSEY
| €9 6/29/95 12:32:21 P MBS Mane 2 [fA, ODYSSEY X
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Thefollowing datais displayed in the Event Viewer:
« Source

The software that logged the event, which can be either an application or a compo-
nent of the system, such as adriver.

o User

Specific text that exactly matches the text in the User name field. Thisfield is not
case sensitive.

o Category
A classification of the event, as defined by the source.

For example, the categories for Security event logs are Logon and Logoff, Policy
Change, Privilege Use, System Event, Object Access, Detailed Tracking, and
Account Management.

o Computer

The exact name of the computer where the logged event occurred. Thisfield is not
case sensitive.

¢ Event

Shows an event number to identify the specific event.

The Event helps product-support representatives track events in the system.
o Type

A classification of the event by the Windows NT operating system, such as Error,
Warning, Information, Success, or Failure.

The Event Viewer is found under the program group Administrative Tools (Common).

3.6 User Data Administration

22

The user database contains important administration data required to coordinate and
validate the access of individual usersto the services of the MRS Server. The database
contains files which allow the MRS Server to route incoming documents and reports
to auser. The database also includes the passwords used to check privileges.

The user data is managed through use of the administrative client Communications.
Log-in with the administrator account created during the setup. For detailed instruc-
tions on using Communications please refer to the Communications manual.

As an dternative, user data can be updated via the Web Administrator. The corre-
sponding procedure is also described in the associating manual.

Three groups are included as default; Super vi sor (to include all administrators,
since this group has all privileges), Ser vi ce and User (to include all normal users).
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Ser vi ce has some additional privileges, enabling it to handle some administration
tasks. Please note that any one user can only be included in one group.

3.6.1

Field Significance

The following tables describe the significance of all standard database fields. Since
access authority to the server could be modified, SUPERVISOR privileges are required
for the fields Group, Password, and PIN.

Access Authority

Field
USER

Name

Password

Significance

Thelog-in name, also used as dlias (E-Mail). This name must be
unique and should be restricted to the characters A—Z and 0-9
(otherwise problems may occur when addressing via gateways).

Please note that although the maximum entry length is 63 cha-
racters, this allocation must never be fully used since the maxi-
mum length of an MRS address is also 63 characters and some
non-addressable users would be generated in the event that e.g.
the NVS: MAI LBOX/ , required to form the address, could not be
prefixed owing to the lack of space then. We recommend to
restrict auser ID to fewer than 26 charactersif possible.

Full name of the user. Although this entry does not affect privi-
leges, but isincluded in this part of the database mask for easier
identification of an actual person with alog-in name which are
frequently relatively short.

The user password. Passwords are not displayed in plaintext, but
represented by asterisks. Passwords are additionally protected in
the database by one-way encoding, so that they cannot be read
there.

Thereis no default password. Thus, a password must be entered,
since the MRS Server allows no access via blank passwords.

If when instaling, al NT domain users were automatically
imported, these are automatically installed with the user name as
log-in name and password.

Users should be reminded to choose passwords which are not
identifiable by simple methods, such astrying al the wordsin a
dictionary.

23
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Access Authority
Field
PIN

Privileges

Group

LMAccount

24

Significance

Personal Identification Number. This number is required for
remote inquiries of the Voice Mailbox. PINs are not displayed in
plaintext, but represented by asterisks. PINs are additionally
protected in the database by one-way encoding, so that they can-
not be read there.

There is no default PIN. However, it is a good idea to use
111111, because the Standard Voice/Fax Mailbox Script uses
this PIN as default.

The privileges box is modified via a menu-based privileges edi-
tor. All privileges displayed in gray are permanently assigned
via the user's group and cannot be removed. Additionally
assigned privileges are color-highlighted (selected).

The group in which the user is included.

Groups are defined by entriesin the database boxes USER, Nane
and Privil eges. The box USER contains the group name,
Nane contains a description of the group and Privi |l eges
contains the privileges assigned to the group.

By inclusion in a group, a user thus receives all group-related
privileges, in addition to those explicitly defined in this privi-
leges box.

Please note that any one user can only be included in one group.

If the domain\account of a Windows user has been entered here,
the Windows account can be used for logging in a the MRS
Server per option to be set in the MSP profile for this user.
Under Windows NT/2000/XP a validation is automatically per-
formed viathe logged in user. Under Windows 9x/ME the user
must validate him or herself again via entry of their Windows
password for each client application used since here, for security
reasons, no password is saved within the Windows system.
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Message Routing

Field
Preferred

Mailbox

Stand-in

Significance

The preferred mode of routing for incoming messages. Another
database box, containing the actual address, must be referenced
as entry.

If there is no active routing, Mailbox is the referenced database
box. In this case, the system waits until the user calls up incom-
ing messages himself, which is normally when helogsin for the
first time. Thus, there is no automatic routing of new incoming
messages. The user himself must ask the Server whether new
documents have arrived since he last logged in.

All other addresses are actively routed to, if the user is currently
logged in at the Server, i.e. if he has entered an SMI Transport,
such as Pl PE, TCPI P or SPX. The database box of the SMI
Transport then contains the address to which the MRS Server
should route the message. Since the user’s current log-in status
is known, each new incoming message is routed on if the user is
logged in. If not, messages are routed to his mailbox until he
logsin again.

Thisfield is also used with alias entries for e.g. the selection of
telematic services. Care should be taken that telematic services
are only entered in those fields that are not suffixed with a #.
These fields use an internationally normed number for the
telematic services. Example: FAXG3 instead of FAXG3#.

A unigue mailbox name. Normally, the user's log-in hame is
used since it is also unique. Incoming messages are collected in
this mailbox until the user collects them.

A user to whom all incoming documents should be routed, e.g.
in case of absence through illness or holiday. St and- i n must
be entered in the field Pr ef er r ed as soon as the delegation is
to become active. Note that with this type of delegation the
stand-in only receives original messages and no copies.

In old database layouts the stand-in field name may occur as
well.

25
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Message Routing
Field Significance

CIT A Message Waiting Indicator (MWI) is sent to the address
entered here. The applicable protocol must be made available by
an APL. More information to CIT can be found in
section 4.1.1.3 and section 4.1.2.9.

Telematic Services

Field Significance
FaxG3# User extension number for inbound fax G3 documents. This
FaxG3 number is used by the server for the routing of inbound fax G3

documents to the user’'s mailbox.

This number, as with all telematic numbers of the MRS Server,
isinternally transcribed in international notation, whereby char-
acters other than digits are disgarded. The number sign is also
excluded, and the internationally normed number subsequently
found in the field FAXG3. The MRS Server requires these exten-
sionsin the distinctive form provided through this process.

The administrator requires a user entry that is easy to read and to
maintain. In the field with the suffixed number sign (#), exten-
sions may be entered in plain text so that a readable entry is
available to the administrator.

Example:

(FAXG3#) +49- 2404- 98765- 432

(FAXG3) 49240498765432
The 49 corresponds to the international prefix for Germany,
2404 the local area code for Alsdorf. The rest of the number is
the number of the PBX plus that of the user’s extension.

This example displays the transcription of an extension number
by the server to an internationally normed number:

(FAXG3#) 432

(FAXG3) 49240498765432
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Telematic Services

Field

FaxG3-1D
FaxG3-Kenn

FaxG3-Headline
FaxG3-Kopf

\oicett
Voice

FaxG4#
FaxG4

Significance

All fields within the database that are suffixed with a number
sign (#), are readable entries and have a corresponding field
(without number sign), which is used by the server for routing
purposes. This field is aso found in the user database template
for checking the number transcribed by the server.

Fax G3 user ID. This ID isfound in the header of al outbound
fax documents. If thisfield is missing, the default 1D of the APL
would be inserted. In older database templates the field name
FAXG3- KENN may appear.

Example: +49 2404 98765432

Default Fax G3 user headline. This entry appears in the header
of all outbound fax G3 documents. If this field is missing, the
default ID of the APL would be inserted In older database tem-
plates the field name FAXG3- KOPF may appear

Example: M st er AG Ger nany

User voice mail number. Since a distinction between services
can be made through the ISDN service indicator, the same
extension number may be used for the services Fax G3, Fax G4,
voice, ISDN Telex and Euro file transfer.

The correlation between the two database fields is explained
above in the discription of Fax G3#/FaxG3.

Example: 49- 2404/ 98765( 432)

Fax G4 user number for inbound fax documents. This number is
used by the server for inbound routing to the user’s workplace.
Since a distinction between services can be made through the
ISDN service indicator, the same extension number may be used
for the services Fax G3, Fax G4, voice, ISDN Telex and Euro
file transfer.

The correlation between the two database fields is explained
above in the discription of Fax G3#/FaxG3.

Example: 49240498765432
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Telematic Services

Field

FaxG4-1D
FaxG4-Kenn

ISDNTTX#
ISDNTTX

ISDNTTX-ID
ISDNTTX-Kenn

EFT#
EFT

28

Significance

Fax G4 user ID in accordance with F.200 standards. This ID is
found in the header of all outbound fax documents. If this field
ismissing, the default ID of the APL would be inserted. In older
database templ ates the field name FAXG4- KENN may appear.
Example: +49- 240498765432=M STER

ISDN Telex user number. This number is used by the server for
the inbound routing of ISDN Telex messages to the user’s work-
place. Since a distinction between services can be made through
the ISDN service indicator, the same extension number may be
used for the services Fax G3, Fax G4, voice, ISDN Telex and
Euro file transfer.

The correlation between the two database fields is explained
above in the discription of Fax G3#/FaxG3.

Example: 49240498765432

ISDNTTX user ID in accorcence with F.200 standards. This ID
is found in the header of al outbound Telex messages. If this
field is missing, the default 1D of the APL would be inserted. In
older database templates the field name | SDNTTX- KENN may

appear.
Example: +49- 240498765432=M STER

User Euro file transfer number. This number is used by the ser-
ver for inbound routing of EFT files to the users workplace.
Since a distinction between services can be made through the
ISDN service indicator, the same extension number may be used
for the services Fax G3, Fax G4, voice, ISDN Telex and Euro
filetransfer.

The correlation between the two database fields is explained
above in the discription of Fax G3#/FaxG3.

Example: 49240498765432
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Telematic Services

Field

SMSH
SMS

Costinfo

Phonett
Phone

Significance

GSM mobile telephone of the user to which SM'S messages may
be sent. Additionally, this number is used with optional CIT Cli-
ent applications.

The correlation between the two database fields is explained
above in the discription of Fax G3#/FaxG3.

Example: 49172567890

Furthermore the entry of a mobile phone number in thisfield is
used to put out a voice mail at the mobile phone with imple-
mented WAP functionality.

User information used for billing purposes by the PBX. This
information is combined in the extension number through spe-
cial sequences so that billing can be assigned by the PBX to a
user or cost center.

Users’ telephone extension number, usally found at their work-
place.

The correlation between the two database fields is explained
above in the discription of Fax G3#/FaxG3.

This field is required by CTI applications for establishing con-
nections between the user’s telephone and other subscribers or
connections. This number is also used for internal telephone
books, so that the user can be called via a mouseclick.

Since a unique number is required by al users on the MRS
Server, an extension humber may not be assigned to more than
one user.

This number is still used by the MRS Server for the CTI journal
when logging user information.

Gateway Addresses

Field
SMTP

Significance
User SMTP address (Internet email standard). This entry must
be present if the user is to receive messages through the Internet.

A reference to this entry in the field PREFERRED routes all
incoming messages to the email address.
Example: j u@anpl e. com

29
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Gateway Addresses

Field Significance

Exch User Microsoft Exchange address. A reference to this entry in
the field PREFERRED routes all incoming messages to the
Exchange Gateway.
Example: Joe User

LN User Lotus Notes address. A reference to this entry in the field
PREFERRED routes all incoming messages to the Lotus Notes
Gateway.

Example: Joe User/ SAMPLE

MS User MS mail address. Referecing this field in PREFERRED for-
wards all incoming messages to the MS mail gateway.
This database field is usually only found in older MRS Server
installations.
Example: NOVELL/ POSTOFF/ HMUSTER

CcC User Lotus cc:mail address. Referencing this field in
PREFERRED forwards all incoming messages to the cc:mail
gateway.

This database field is usually only found in older MRS Server
installations.

General User Data

Field Significance

ZIP Zipcode. Can be used in fax cover pages or templates.

City City. Can be used in fax cover pages or templates.

Country Country. Can be used in fax cover pages or templates.

Company Company. Can be used in fax cover pages or templates.

Division Division/Department. Can be used in fax cover pages or templa-
tes.

Addrl Line one of the address. Can be used in fax cover pages or tem-
plates.

Addr2 Line two of the address. Can be used in fax cover pages or tem-
plates.
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General User Data

Field

Remark

Privtel#
Privtel

Privfax#

Privfax

GSM#
GSM

Keyword

Printer

Significance

Fredy usable field in which remarks or comments may be
entered.

Private telephone number of the user. This field is optional and
can be used in CTI Client applications e.g. MRS TrayPhone.
The correlation between the two database fields is explained
above in the discription of Fax G3#/FaxG3.

Private fax number of the user.
The correlation between the two database fields is explained
above in the discription of Fax G3#/FaxG3.

Private mobile tel ephone number of the user. Thisfield is optio-
nal and can be used in CTI Client applications e.g. MRS Tray-
Phone.

The correlation between the two database fields is explained
above in the discription of Fax G3#/FaxG3.

Thisfield can be used for individual sorting procedures. Appro-
priate keywords can be entered in these fields and then the key-
word selected from a keyword list.

Printers listed in the Print APL can be entered in this field. This
field can then be subsequently used in conjunction with the
Routing Rules for the automatic printing of inbound user fax
documents.

Client Connections

Field
TCPIP

Significance

TCP/IP address of the user's computer. Either a name that can
be resolved by the DNS server or a direct entry such as
222.222.222.106 can be given. This entry occurs automatically

via the Client when the TCP/IP transport is used and active
delivery (default) is activated.
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Client Connections

Field
Pipe

SPX

POP3 Mail-Import
Field
PMI-SCHEDULE
PMI-HOSTNAME
PMI-USERNAME
PMI-PASSWORD

Significance

The computer name within a Windows network used for con-
necting the Client 2.50 over a Named Pipe. Named Pipes are the
only type of transport that allow the connection of client to the
server when both are found on the same computer.This entry
occurs automatically via the Client 2.50 when the Named Pipe
transport is used and active delivery (default) is activated.

More recent Client applications do not use this protocol any
more.

SPX address of the user's computer. This address is formed
from the worldwide unique network card ID. This occurs auto-
matically when the client is connected to the server through
SPX and the automatic mail delivery (standard connection) is
set SPX.

Example: 1. 400526D51D

Significance

See POP3 Mail-Import on page 220.
See POP3 Mail-Import on page 220.
See POP3 Mail-Import on page 220.
See POP3 Mail-Import on page 220.

Examples of User Entries

Field Contents Significance

USER Ju

User's initials, used as E-Mail address
and log-in name.

Name Joe User User's name, can be used in fax cover-

Addrl Any Street1l
Addr2 12345 Town

pages and fax templates.
Postal address—line 1. Free entry.
Postal address— line 2. Free entry.
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Examples of User Entries

Field

Remark

PrivTel#

PrivFax#

GSM#

Keyword

Password

PIN

Privileges

Group

Preferred

Mailbox

Contents

Arbitrary User

01234-567890

01234-567891

0171-567890

Hotline

*kkkk

kkkkk

USER

PIPE

JU

Significance

Box for free entry, in which explana-
tory remarks may be entered.

User’s private telephone number. Entry
format freely-selectable.

User’s private fax number. Entry format
freely-selectable.

User's private mobile telephone num-
ber. Entry format freely selectable.

Arbitrary keyword used to expidite
search procedures for specific criteria.

User’'s password. Password is not dis-
played in plain text.
Attention: The MRS Server does not
distinguish between small/capital let-
ters with passwords.

User’'s Personal Identification Number
for the Voice Mailbox, not displayed in
plain text.

This entry is handled via a special edi-
tor. In the example, the user has no spe-
cial privileges.

Standard group for normal users. The
user has the privileges of this group.

The user normally logs in via Named
Pipes and receives new incoming docu-
ments immediately routed to the PC
referenced in the field Pipes.

Incoming messages are stored within
this mailbox when the user is not
logged-in.
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Examples of User Entries

Field Contents
Stand-in MK

CIT SMS

FaxG3# 491234567890
FaxG3-1D +49 1234 567890

FaxG3-Headline Sample Co.

Voicet 491234567890
FaxG4# 491234567890
FaxG4-1D 491234567890=JU
ISDNTTX 491234567890

ISDNTTX-ID  491234567890=JU

EFT# 491234567890
SMSH 49171567890
Costinfo 12

Significance

If Stand-in were entered in Preferred,
messages intended for HM would be
routed to user MK. Thus when the orig-
inal recipient is absent, the stand-in is
target for incoming messages and can
immediately react to important ones.

New message arrival is displayed to the
user on the mobile telephone entered in
the box SMS, via an SMS short mes-

sage.

Incoming Fax G3 documents are routed
to this extension.

User Fax G3ID.

User Fax G3 header attached to outgo-
ing fax documents.

Incoming voice mail messages would
be routed to this extension.

Incoming Fax G4 documents are routed
to this extension.

User Fax G4 ID.

Incoming ISDN Teletex documents are
routed to this extension.

User ISDN Teletex ID.

Incoming files sent via EFT are routed
to this extension.

User GSM cellular telephone number.

The cost center, to which outgoing mes-
sages of the user JU are booked. This
entry depends on the PBX system in
use and is built into the call number,
enabling the PBX system to read it.
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Examples of User Entries

Field Contents Significance

SMTP ju@sample.com User's email address used for messages
to and from the Internet.

Exch Joe User The user’'s “real” name can be used for
addressing with Microsoft Exchange.

LN Joe User/SAMPLE The user’s “real” name followed by the
certifier is used for addresses in Lotus
Notes.

3.6.2 Privileges

The user’s authority is dependent upon the assigned privileges. The user's authority is
commensurate to that of the group in which they belong plus any additional privileges
assigned by the administrator.

A privilege is required for almost every transaction. The standard privileges and their
significance are listed in the following table. Individual privileges can aso be defined
if additional restrictions are required. The necessary steps for defining privileges will
be discussed at the end of this section.

Privilege Significance

SUPERVISOR Privilege Database fields can be so created that this privilege is
required to make alterations. Furthermore it autho-
rizes the use of the user data editor and the MRS
Monitor viawhich the MRS Server is configured.
Attention:; With this privilege all rights are implicitly
assigned even if some of the following privileges
have not been assigned to the corresponding user.

SERVICE Privilege Database fields can be so created that this privilege or
that of asupervisor is required to make modifications.
Furthermore it authorizes the use of the user data edi-
tor and the MRS Monitor viawhich the MRS Server is
configured.
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Privilege
USER Privilege

ISDN Service Remote Access

Fax Logo- and Coverpage
Editor
Client Beta-Tester

Advanced USER

ACD Monitor Privilege

ACD Supervisor Privilege

VMS Administrator Privilege
Specia Delivery Options
Privilege

TTS Capabilities Privilege

Internal Call Privilege

Global Distribution List Edi-

tor

Significance

Database fields can be so created that this privilege or
that of a supervisor is required to make modifica-
tions.This privilege is mandatory for logging in at the
server.

This privilege has no significance for MRS and isonly
included for compatibility reasons with a NV S server
on aQNX basis where it handles remote access to the
NV S server viathe ISDN APL.

Fax logos and cover sheets can be created or modified
with the client’s editor.

A beta test version of the client in the server file sys-
tem is offered as update.

This privilege is intended for client applications that
can link certain functions to this privilege, for
example the configuration optionsin the ACD Agent
client.

The user is permitted to use the ACD Supervisor cli-
ent for viewing current call center data. He or she
cannot perform any configuration modifications.

The user is permitted to use the ACD Supervisor cli-
ent for viewing current call center data and can
modify the configuration.

Administrator privilege for the TUI VMS by Sie-
mens.

Privilege for the TUI VMS and PhoneMail by Sie-
mens.

The user is permitted to play back messages via a
TUI per Text-to-Speech.

With the Siemens TUI PhoneMail the user is permit-
ted to recouple.

Global distribution lists can be created or modified
with the client’s editor.
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Privilege

Significance

Global Distribution List Send Messages can be sent to aglobal distribution list.

Privilege
Global Alias Editor

Server Query

Document Chain Query

Local Call Privilege
National Call Privilege
International Call Privilege

Server File Access

Local File Access

Query Result Document View

The alias (short) database can be created or modified
with the client’s editor. Local or private contacts are
always permitted.

With a remote system link this privilege is required
for the user account via which the remote MRS Ser-
ver is validated if user data synchronization is to
occur. In this case the remote MRS Server users are
defined on the local MRS Server as contacts so that
they are addressable.

Research operations in the server’s global journal may
be executed.

Document routing and response tracking may be
viewed.

Telematic services can be used within the area code.
Telematic services can be used within the country.
Telematic services can be used worldwide.

Access to the MRS Server virtua file system through
the server file manager on the client.

Access to the local file system through an appropriate
file manager on the client. Revoking this privilege is
only meaningful when the client PC isto be used as a
terminal and booted over the network. In this case
local files are non-existent.

Documents given by a research of routing or reply
tracking on the server may be viewed. Without this
privilege only the header information can be read.
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Privilege
Trusted Domain Privilege

Private Query

External Archive Query

Telex Privilege

FAX G3 Privilege

FAX G4 Privilege
e-Mail Privilege

Voice Privilege

Short Message Privilege
Fax G3 Poll Privilege

AMIS Privilege

Significance

This privilege can be used for services and gateways.
Through the configuration of a pseudo user FAXG3 or
MS, privileges assigned to the pseudo user are aso
assigned to all incoming FAXG3 documents or incom-
ing documents over the MS-Mail gateway.

Thisis used for example when further costs are accu-
mulated by a routing where the originator does not
have the necessary authority.

This privilege is required for validation by Remote
System Links.

This privilege allows the users to research their indi-
vidual documents. If this privilege or the SYS RECH
is not assigned, no research may be executed.

This privilege alows the research of external archives.
Currently not implemented.

Telex messages may be sent. Telex services are not
within the performance spectrum of the server and
require a remote system link to a QNX based NVS
server.

Fax G3 may be transmitted

Fax G4 may be transmitted.

E-mail may be transmitted.

Voice mail may be transmitted.

Short messages to cellular phones may be transmitted.

Documents may be polled from a fax on demand
server.

External voice mail servers may be addressed per
AMIS protocol.
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Privilege
Send dictates privilege

Send broadcast privilege

Euro-Filetransfer Client Privi-
lege

Paging Privilege

Euro-Filetransfer Receive

Euro-Filetransfer Send

Euro-Filetransfer Rename

Euro-Filetransfer Remove

Euro-Filetransfer Overwrite

Internal Fax Privilege

Local Fax Privilege

National Fax Privilege

International Fax Privilege

Significance

The TUI VMS by Siemens allows the user to record
dictates. These may become relatively long and
require space accordingly.

This user may use the broadcast service. If send jobs
were generated for which the user has no privilege,
they would be executed just the same. This feature is
used, for example, by the Siemens TUI VMS.

User files may be sent/received from a EFT server.

The pager service may be used.

EFT server privilege. The MRS Server may act as an
EFT server. If an EFT client queries a MRS Server,
files may also be downloaded from the EFT server.

Same as “Receive” with the exception that files may
be uploaded to the EFT server.

Same as “Receive” with the exception that files may
be renamed on the EFT server.

Same as “Receive” with the exception that files may
be deleted on the EFT server.

Same as “Receive” with the exception that files may
be overwritten on the EFT server.

Internal fax message forwarding is alowed in the
Siemens TUI PhoneMail.

Local fax message forwarding is allowed in the Sie-
mens TUI PhoneMail.

Nationwide forwarding of fax messagesis allowed in
the Siemens TUI PhoneMail.

World-wide forwarding of fax messagesis allowed in
the Siemens TUI PhoneMail.

39



Server Administration
User Data Administration

40

Privilege
Telex dialog

e-Mail dialog

Voice dialog

Significance

Authorization to use telex dialog services. Telex ser-
vices are not within the performance spectrum of the
server and require a remote system link to a NVS
server on aQNX basis.

Authorization to use email dialog services (chat). This
is only possible from one MRS Client 2.5 to another.
A remote system link isrequired for clients on dissim-
ilar servers.

Authorization to use voice dialog services.

Login via Phone possible with With the Siemens TUI VM S and PhoneMail you need

PIN from all devices

File Owner Access

File Group Access

Message Save Privilege

Recording Menu Privilege

Mailbox Options Menu
Privilege

Change Referral Extension
Menu Privilege

Answering Options Menu
Privilege

Receive Dictates Privilege

this privilege to log in at your mailbox from any tele-
phone device.

This privilege can be assigned to a file in the virtual
MRS Server file system. Therewith afile can be assi-
gned to a user. Direct assignment to a user is not
considered useful.

This privilege can be assigned to a file in the virtual
MRS Server file system. Therewith afile can be assi-
gned to a user group. Direct assignment to a user is
not considered useful.

The user receives this menu in the Siemens TUI Phon-
eMail.
The user receives this menu in the Siemens TUI Phon-
eMail.
The user receives this menu in the Siemens TUI Phon-
eMail.
The user receives this menu in the Siemens TUI Phon-
eMail.
The user receives this menu in the Siemens TUI Phon-
eMail.

The user may receive dictates in the Siemens TUI
VMS.



Server Administration
User Data Administration

Privilege
Set CIT for FAX G3

Set CIT for FAX G4

Set CIT for e-Mail

Set CIT for Voice

Set CIT for EFT

No obligation to change

password after first login

No obligation to record name
after first login

Company announcement file
enabled

Significance

Only when set a message waiting signal is sent over
CIT for incoming Fax G3 messages . This privilegeis
not used with Notification APL usage.

Only when set a message waiting signal is sent over
CIT for incoming Fax G4 messages. This privilege is
not used with Notification APL usage.

Only when set a message waiting signal is sent over
CIT for incoming email messages. This privilege is
not used with Notification APL usage.

Only when set a message waiting signa is sent over
CIT for incoming voice mail messages. This privilege
is not used with Notification APL usage.

Only when set a message waiting signal is sent over
CIT for incoming Euro file transfers. This privilegeis
not used with Notification APL usage.

The user need not perform the mandatory modifica-
tion of his or her PIN in the Siemens TUlI VMS and
PhoneMail after theinitia login.

The user need not perform the mandatory recording of
his or her name in the Siemens TUI VMS and Phone-
Mail after theinitial login.

Specia privilege for Siemens TUI VMS. The special
company announcement is played for the user.

VoiceMailSystem is prompted Special privilege for Siemens TUI VMS. The

ConnectTolnfoboxOfUser
is prompted

Long prompts available

announcement “This is the Voice Mail System” is
played for the user.

Specia privilege for Siemens TUlI VMS. The
announcement “You are connected with the infobox
for user ..." isplayed for the user.

Specia privilege for Siemens TUI PhoneMail. The
user can choose among long and short voice prompts.
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Privilege Significance

Additional Recording Info Special privilege for Siemens TUlI VMS. During

Privilege recordings, additional information announcements are
given.

Short Recording Start Info Specia privilege for Siemens TUI VMS. Only the
Privilege announcement “Please speak after the tone” is played
without an indication of the maximum recording time.

3.6.2.1 Customer Specific Privileges

Privileges are defined through database entries. Customer specific privileges can be
defined and inserted at anytime. These new privileges could then be inserted as condi-
tionsin the Registry Value Privileges under the Key

HKEY_LOCAL_MACHI NE\ SOFTWARE\ PP- COM MRS\ MTA\ RULES

This occurs through the entry of the privilege and it’s address separated by a comma.
Further entries would be individually entered aslinesin REG_MULTI_SZ. Addresses
that conform to the listed wildcards require the corresponding privilege. For this pur-
pose pattern matching for the given service and number is used. Some manufacturers
use expensive telephone numbers for software updates and support. These updates can
now be assigned download privileges for service personnel with EFT access.

Example: EFT_0190, NVS: EFT/ 0190*

In order to insert this privilege into the database, a privilege number must first be
obtained from Cycos AG. Now atext filee.g. x. t xt can be created with the following
contents:

CLASSNAME  CLASS KEYNAME  KEY
PRI VI LEGES EFT_0190 0x74 Euro file transfer 0190

Exactly one TAB must be inserted as a separator between the individual parts! The
privilege number in the example is 0x74. Using the commandline interpreter with the
command

i nf ot ool CLASSI MPORT FI LE=x.txt CLASS=PRI VI LEGES

this definition is imported into the database. The MRS Server must be re-started
before this new privilege comes into effect. Afterwards, a privilege would be required
for all file polling via Euro Filetransfer with a 0190 number.



Server Administration
MRS Service Provider (MSP)

3.7 MRS Service Provider (MSP)

P

Service Provider

The MRS Service Provider is used as a global sub-structure for all Client applications
using MRS Server services, e.g. Communications, TrayPhone, Lotus Notes LSX, Out-
look CTI Extensions, ACD Agent, ACD Supervisor or Application Generator. While
several Client applications can run on a computer simultaneously, only one instance of
the MRS Service Provider is available.

The following services are provided:
« Local database (cache)

It is not necessary for every Client application to keep an individual database up to
date. If reguired, the MRS Service Provider synchronizes its local database with
the database of the MRS Server. Thereby the contents of the local database is made
availableto al Client applications so that fast access is enabled anytime.

o Store & forward interface

Client applications can send documents to or receive them from an MRS Server.
This refers to classic communication per fax, e-mail etc. The CTI journal of the
Message Routing System operates via this interface as well.

« Transaction interface

Client applications can communicate with APLs of the MRS Server which support
transactions. This enables in particular the CTI functionality for Client applica-
tions as TrayPhone or the Outlook CTI Extensions.

According to requirements the MSP is automatically implemented upon the installa-
tion of an MRS Client component. When the installation is completed, you find the
file MSP. | NSTALL. LOG in your Temp Directory, helping to detect errorsif problems
should occur.

The MRS Service Provider is started by the first Client application requiring it. Such
an application isthe MRS Service Provider configuration module in the control panel.

3.7.1 Configuration

Configuration of the MRS Service Provider is accessed with a doubleclick on Start -
Settings = Control Panel = MRS Service Provider. Here MRS Servers can be added and a
new profile be created for new users resp. an existing one be modified.
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User Profiles
To connect aClient appll- User Profiles | Serverl Advanced Settingsl
cation with an MRS The falowi . . . :
e following user profiles are currently available for use. User profiles contain a
%r\/er a U%r Pr 0f| | e is zervel name and a uger account, An optional pazsword may be entered for server
7 B access verfication.
required. Two options are
. Frofiles
available: New..
Mame | |
1. A prof”e contai n|ng Administrator Edit... |
the name of an MRS Bename |
Server, a user account Delete |
on this server and
. Test
optionally the |
account’s password. Change Defaul Frofe |
2. A profile with the
M Rg Server name o Tes

For logging in the

logged in Windows user account is used. See also section “Client Login via the
Windows User Account” on page 48. During the installation a default user profile
“My Windows Account” is automatically defined which is linked to the first MRS
Server found in the network.

Click on New to generate a new profile. The name of the currently logged in user is
suggested as User Name which should be altered to the MRS User Name.

Edit displays the selected user profile for you to perform modifications (see “Editing a
Profile” on page 45); Rename allows altering the selected pofile name; Delete removes
the marked user profile.

Next validate the configurations made
with an attempt to log in to the MRS N
%rver Vi aTest % Fleaze enter your MRS password to log on. i—J
This process either results in a message
of success Profile: IAdministrator j
Pasors. [

& Log in using profile <Administrator = was successful, ¥ Bemenmher the password for this profile.

Login I Cancel
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or, in case of failure, a possible rea
son for the error Is g|Ven & An ermor occured while attempting to log you on. oK |

In the event that severa profiles are
available, one of the existing user
profiles can be selected viaToggle De-  [The supplied usemame and/or password are =
fault for permanent use. The default ~ |The numerieal enor cods is: 20012
profileisindicated by a dot which ap- E
pears in the circle preceding the user
name. If you click on the Toggle Default button when a user entry with default profile
has been selected, the default profile setting for this user is cancelled. In this case the
applications using the M SP always provide a Log-in form in which the desired profile
has to be selected from the existing ones. Otherwise log-in would be performed di-
rectly without query. However, this again requires entering the password associating
the user account.

Editing a Profile

The Profile Name is a de-
scriptive entry displayed  -Frofie Data
for %Iecﬂ ng d|fferent pro_ @ Select a server and enter the user name to be uzed for this

. prafile. The profile name will be generated autamatically i Cancel |
files later on.

omitted.

Save

IAdministrator

If no profile name is en- e piNeme
tered with the creation of a Il égg;imit}:;igﬁows account [only if allowed by your systemé
new user profile, an entry ' -
consisting of the specified User Name: [SOMINISTRATOR

User Name and the Server is | Ssrver [ooc =]
automatically generated.

In the event that only one
server isavailableit is pre- o
. Walidation
set and cannot be modi- | "5 g e Password
fied. For information on S |
the configuration of MRS B
Servers and how to look
them up see the descrip-
tion further below.

Passwords can be remembered to automate the logon process.

Keep in mind that anybody with access to your computer may
then use this account without validation.

LConfirm Pazsword: I

The log-in process is performed automatically when the Remember Password option is
activated and a Password is subsequently entered. Since the password is not displayed
while you enter it, arepetition of the entry in asecond field is required for verification.

Attention: Please remember that with activating this option every person to whom the
respective PC is accessible can use this profile without further validation and thus also
this MRS user account. Therefore click on Lock Workstation? under Windows NT, 2000
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or XP and with Windows 9x or ME at least a screensaver with password option should
be used when you leave your workstation.

With editing an existing profile the same options can be set, however, the name of the
profile cannot be atered any more.

A click on Save storesthe user profile just generated or modified.

The Use my Windows account option carries out a validation of the logged in Windows
user via the MRS Server. The user’s Windows domain and his or her user account
must be entered in the LMACCOUNT database field so that the MRS Server can perform
the corresponding assignment. See also section “Client Login via the Windows User
Account” on page 48.

Server

Here al MRS Servers

f(_)und in the network en- User Profiles  Server |Advanced Settingsl
vironment are displayed
A The following list shows all servers that may be used in user profiles.
and can thus be selected &)
for user profiles. T

Server

Depending on the net-
work environment it may

Hew
happen that the MRS R Eat. |
_ e |

Mame |

Service Provider does not Hide
automatically find al ex-
isting MRS Servers.

In this case these MRS Showal |
Servers can manually be
added via New. First se- ok | cancel | apey |

lect the desired network
protocol® (TCP/IP or SPX) and enter the network address of the missing MRS Server.
The network address is protocol specific, so with TCP/IP it is the hosthame (e.g.
mail.cycos.com) or the IP address (e.g. 10.1.14.128).

2.Under Windows NT/2000 press the keys [Ctrl], [Alt] and [Del] simultaneously to open a menu for se-
lecting the option “Lock Workstation” (Windows NT) resp. “Lock Computer” (Windows 2000).

3. For this purpose the corresponding APL, thus TCP/IP resp. the SPX APL, must run on the MRS Server.
Both can be used parallel and are based on the corresponding network protocol which must be installed
on the Server aswell as on the Client computers.
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Then click on Lookup. The
MRS Service Provider
On this page, you can manually add a server to the service

Nnow sear Ches for an MRS provider configuration. : I
. ance |
Server according to the . ..
network address SpeCI fied Flease specify a network protocol and a network address in order to
and When a server haS automatically look up the server name.
been fOUnd, itsnameisen- Pratocal: ITEP.-"IF' Fratocal j
tered in the Server Name Agdiess:  [1011412.8948 Lookup |
field. In the event that the
MSP could not address an , ,

*f'ou can enter the server name here manually or uze the 'Look up' button
MRS Server a correspond- | toavaid yping errors
ing message is issued.

— Server Mame

Doc

A click on Save appends
the MRS Server to the
server list. In user profiles only serversincluded in thislist can be used.

Through use of the Hide button the MRS Server can be faded out of the display. Since
the MRS Server is, with reference to the network environment, aglobally available re-
source (similar to a Windows NT Server in the Server Manager), it cannot be “de-
leted” or “removed” because the MSP stores the information about this server for a
longer period.

So if adisplayed server is not to be used in your user profiles, it can be “hidden”, that
is marked, so that it does no longer appear in the server list. However, this selection
only applys to the user currently logged in whereas another one would see the com-
plete server list again.

In case a hidden server isto be displayed again later, click on Show all so that all MRS
Servers known to the MSP are listed again.

An MRS Server used in an individual profile cannot be hidden.

Alternatively you can enter a* as Address and subsequently click on Lookup. Now the
MRS Service Provider starts a new attempt to find an MRS Server among all ad-
dresses reported by the network router and displays the first one found. In the Server
configuration tab also al newly found MRS Servers are displayed now; the button
Show all probably needs to be clicked here again. With SPX it is also possible to enter
the subnet number and to initiate the search for all MRS Servers existing in this subnet
viaLookup.

a7



Server Administration
Client Login via the Windows User Account

Extended Settings

If you notice discrepan-
cies between the MRS

Server database and local

databases adml ni Stered If you click the button 'Delete now', the Service Provider will delete the local databases.
by the Service Provider, The connections betwesn the Service Provider and all applets that are currently logged

on to a zerver will be disconnected automatically.

you can delete the data-

bases so that the MRS
Server polls al data
anew. This is normally
only required when the
server was reinstalled
with the same name and
thus the server database
was reinitialized as well.
In practice this scenario
only occursin test labs.

Uszer Profilesl Server  Advanced Settings |

Delete Local Database

QK Cancel Apply

3.8 Client Login via the Windows User Account

48

Instead of a user profile with MRS user account and password you can also assign the
Windows user account to an MRS user account. In this way, in a scenario with an
Exchange connection, the administrator need not maintain individual MRS user profi-
les for the respective client computer but uses the logged in Windows user account for
the required login of e.g. the Outlook Forms or the Outlook CTI extension.

In the LMACCOUNT database field a user’s Windows domain and account must be
entered. Example: the entry for user MK in the TEST domain would be TEST\ MK.
Subsequently activate the corresponding option for the MSP profile and login under
Windows NT/2000/X P is performed automatically via validation at the domain server.

Validation at the domain server under Windows 9x/ME requires a password being
entered for each client application to be logged in. This requirement is a result of the
security restrictions of these Windows operating system versions.

To perform thistype of login, an MRS user must not have a\ in his or her USER field.
Thus you can, for example, also log in at the WebClient, WebAdmin or via POP3/
IMAP4. Aslogin name enter the Windows domain and the Windows user account as
stated above. There is, however, the security gap that for access via HTML, POP3 or
IMAP4 the Windows password would be transmitted in plain text. This restriction
exists as well when the Exchange Server is addressed via POP3/IMAP and can be
evaded by using the SSL connection for these types of access.
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The LMACCOUNT field is automatically correctly filled in with usage of the LDAP
APL and an Exchange 2000 Server connection and maintaining the user data in the
Active Directory. Furthermore, with the installation of a client in the MSP, a default
profile is always defined for the logged in Windows account so that no further MSP
profile needs to be defined on the client computers. If logging in with the Windows
account via this standard profile fails, you are prompted to install a corresponding
MSP profile. For this reason the LMACCOUNT field should always be updated before
the automatic distribution of client applications to the respective client computer. With
maintaining the Exchange 5.5 user data the field must be added to the MRS database
fields displayed in Exchange.

The MSPT SP application cannot be logged in via the Windows user account since this
application runsin the system context and thus does not know the logged-in Windows
user.

3.9 Client Updates

The latest versions of client applications installed in the customer environment can be
stored as update on the MRS Server during the server installation. Certain entries are
then automatically made in the MRS database so that the clients are offered these
updates while logging in. After a corresponding note you can have this update auto-
matically copied by the MRS Server to the client PC and subsequently have the update
installation called.

3.9.1 Installing a new Version on the MRS Server

If you want to do this yourself, copy the client installation files to the <MRS
Root>\ cl i ent \ updat e\ <Application> directory. The name of the <Application>
directory must correspond to the name of the application as is found in the
SETUP. | NI as section name. Next you need to adapt the keysin the MRS database.

Communications is used for this purpose. In there open awindow by means of View o
Explorer Folders and access the context menu in this window with a click of the right
mousebutton. The Remote Server option in the context menu must be checkmarked.
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%“?Communicalions [Administrator - DOC]

File Edit “iew Folders Toolz Help

B-2Doo-]s- "V4Ez e

0 -0 [
nicoming b ail L | Sizel
(2 Inbox —
3 Deleted Messages P b

) . [ setup.exe 10591KB
[] g:;i?:g Mal ScanFeport. bt KB
-8 Intermet
43 My Computer
=21 Remate Server
-] Userdata
E|{:| Update
B ACDAgent
{:I ACDSupervisor
T30 oo I
{:I Communications oo

Mo item selected

Delete Folder
Group: Documentation Mew Falder...

Hename Falder..
Folder Properties...

Change Aecess Hights...
Bemove ik
Wigw 3

4 I Accessz Object by Phone  » J

ACD Group 3

4

In the Explorer Folders window expand Remote Server o Update o to rightclick <Appli-
cation>. In the context menu now open select Folder Properties... to have the available

keys displayed.

Enable Edit to adapt the
VERSI ON key to the correct = &
value of the new client installa- _;y TV | =

tion files COpied to the direc- SHORTMAME Jupdate/TrayPhone/ Ed... |
tory by hand. Thevaluecanbe = |"¥%#™ slenen st |

taken from eg. the

SETUP. I NI file. Remove |

In the SHORTNAME key the
directory is specified in the /
updat e/ <Application>/ form.
<Application> isthe application name as found in the SETUP. | NI as section hame.

3.10 Backup

To avoid losing data in case of a system crash or hardware defect it is mandatory to
save MRS Server datain regular intervals. This section only refers to data that are cat-
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egorically saved and to the data recovery procedure with an MRS Server standard con-
figuration. More complex systems, distributed systems or similar require an adaptation
of the security concept which can also be done with the information provided here.

As precondition we assume that a server is set up with identical hard and software in
case data recovery becomes necessary. In particular the MRS Server is newly installed
on this server as well so that server components realized as services correctly register
with the system. To fulfill this precondition a corresponding imaging software could
be used with which an image is created after the initial installation. If then a hardware
failure, for example a damaged harddisk, occurs, this image can later be installed
again.

The backup software is executed under a Windows user account which has read and
write privileges on the files and directories to be saved. The write privilegeis required
for resetting the archive bit that is normally used by the backup software to display a
file succesfully read and saved to a backup medium.

Furthermore the backup software must be assigned read privilege on the Windows reg-
istry elements to be saved.

Owing to the MRS database size and in particular to the document directory and the
resulting time required for a backup it is impossible to receive an exact image at a
fixed time. Possible deviations, however, only refer to data processed during backup
generation and do not influence the principal data recovery. The only way to avoid this
would be to stop the MRS Server except for the kernel components, which is normally
unacceptable.

3.10.1 Backup Values Data

A system backup does not have to include the entire data amount but can restrict itself
to important data so that the entire system is not unnecessarily loaded by the backup
process. Only the data amount just sufficient for recovering the system in case of a
complete data loss must be saved.

Backup values data are:

« System configuration (registry)
The relevant server settings ae found in  the registry key
HKEY_LOCAL_MACHI NE\ Sof t war e\ PP- COM MRS and in the corresponding
subkeys.
Depending on the installed system, saving further registry parts is reasonable.
Under HKEY_LOCAL_MACHI NE\ SOFTWARE\ Si errens for example you find the
corresponding settings for Cornet-N or Cornet-NQ, D-channel protocols used by
Siemens.
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Since these data cannot be directly saved, they need to be exported from the system
registry to files. These files can be saved with the rest of the data.

User and system data (correlation database)

M essage database (journal database)

Since these databases are exclusively open through the server, a backup of these
filesis not possible with a running server. For this reason data to be saved need to
be exported. This export file can then be saved as usual with a backup program.

The export is already regularly performed via the Maintenance Script. See also the
MTA configuration.

Per sonal greetings and other user specific data

These are stored in the share\ \ <Server>\ M sUser dat a$ and in the correspon-
ding subdirectories. They are saved in this share by way of a backup of all files and
directories.

Documents

All documents are stored in the share\ \ <Server>\ M sFol der s$ and in the cor-
responding subdirectories. They are saved in this share by way of a backup of al
files and directories.

Program files

Program files ae found in the directories \<Install>\ MRS\ Bi n,
\ <Install>\ MRS\ Moni t or and\ <Install>\ MRS\ SDKTool s. With anew instal-
lation they would be automatically recovered. In order not to lose corrections
implemented in the meantime we recommend to save these directories as well.

3.10.2 Implementation Suggestion

This suggestion on the implementation of the above concept is restricted to the basic
process with simple means that should be available on each system.

A maintenance script job is used for backup control. This may appear as follows:

Ful | Backup

{
Periodicity = 24h@l: 00
Task
{
Execute cmd=$(Scri ptDir)\regbackup. bat
Export Record=FULL fil e=$(Backup)\fullexp.exp
Execute cnd=$(ScriptDir)\fullbackup. bat

}
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This script is performed every 24 hours at 1 am. and consists of three tasks:

Executing the filer egbackup. bat
Full export of the InfoStor databases
Executing thefilef ul | backup. bat

The batch processing file r egbackup. bat saves the settings stored in the registry
to single files. The second call of r egedi t serves here as example of further registry
parts to be saved. | ogser v generates an entry in the standard protocol of the MRS
monitor.

regbackup.bat:
| ogserv script=Ful | Backup nsg="regbackup. bat started."

regedit /e LW\ sienens\xpr\backup\regexp_serverconf.reg
HKEY_LOCAL_MACHI NE\ SOFTWARE\ PP- COM MRS

regedit /e LW\ sienens\xpr\backup\regexp_<Other>.reg
HKEY_LOCAL_MACHI NE\ SOFTWARE\ <Other>

| ogserv script=Ful | Backup nsg="regbackup. bat finished."

After exporting the registry the database export is started. Not until its accomplish-
ment the batch processing filef ul | export . bat isexported.

fullexport.bat:

| ogserv script=Ful | Backup nsg="ful | backup. bat started."
SET Ful | Backup=\\ BACKUPSERVER\ SHARE

NET USE %-ul | Backup% <Password> / user: DOVAI N\ BACKUPUSER

| F ERRORLEVEL 1 GOTO ERROR

| F EXI ST %-ul | Backup% f b6. bkf DEL 9%-ul | Backup% f b6. bkf

| F EXI ST %-ul | Backup% f b5. bkf MOVE
%-ul | Backup% f b5. bkf %-ul | Backup% f b6. bkf

| F EXI ST %-ul | Backup% f b4. bkf MOVE
%-ul | Backup% f b4. bkf %-ul | Backup% f b5. bkf

| F EXI ST %-ul | Backup% f b3. bkf MOVE
%-ul | Backup% f b3. bkf %-ul | Backup% f b4. bkf

| F EXI ST %-ul | Backup% f b2. bkf MOVE
%-ul | Backup% f b2. bkf %-ul | Backup% f b3. bkf

| F EXI ST %-ul | Backup% f bl. bkf MOVE
%-ul | Backup% f bl. bkf 9%-ul | Backup% f b2. bkf
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| F EXI ST %-ul | Backup% f b. bkf MOVE
%-ul | Backup% f b. bkf 9%-ul | Backup% f b1. bkf

LW \ W NNT\ syst enB2\ NTBackup. exe backup
"AQW\<Ingtall>\res\nai nt\fb. bks" /v:ino /r:no /rs:no
[hc:of f /mcopy /j "FullBackup" /1:s /f
"%ul | Backup% f b. bkf"

NET USE %-ul | Backup% / DEL
GOTO FI NI SH
: ERROR

| ogserv script=Ful | Backup nsg="Network share not found!
ful | backup. bat aborted!"

- FI'NI' SH

| ogserv script=Ful |l Backup msg="ful | backup. bat finished."

In this example data are saved to a server in the network. To save the files, NTBackup
isused.

First comes a log-in at a share installed on a server for backup purposes. Since the
maintenance script runs under alocal system account per default, a user, having privi-
leges on the server, and a password are to be specified here. Through generation of a
backup user account and restrictive privilege setting of the f ul | backup. bat file,
the risk of misuse can be minimized.

Furthermore, available backup files are renamed. Consequently you receive a backup
over adesired period. The oldest file is deleted.

Subsequently NTBackup. exe is executed. Please gather the parameters specified in
the example from the NTBackup documentation (nt backup /?). Changing the
parameters enables an incremental or differential backup as well as a backup to
another medium. Which files are saved by NTBackup is stated in the f b. bks file.

fb.bks:

LW: \ <Ingtall>\ Bi n\

LW: \ <Install>\ Moni t or\

\\ <Server>\ M sUser dat a$\

\\ <Server>\ M sFol der s$\

LW: \ <Install>\ Backup\ r egexp_serverconf.reg
LW: \ <Install>\ Backup\ r egexp_<Other>. r eg

LW: \ <Install>\ Backup\ f ul | exp. exp
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The f ul | backup. bks file can be created with a normal editor but must be saved
with the Unicode coding to be legible for NTBackup.
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4 Services on the MRS Server

All available services provided by the MRS Server will be described in the following
sections. Configuration of the various services is done using the APL settings dialogs
found in the MRS Monitor. Specific configurations will be described in Chapter 6 of
this manual.

4.1 Telematic Gateways

4.1.1 Analog Connections

These services are realized through the implementation of the V.24APL. A description
of the configuration procedures is provided on page 229ff of this manual.

4.1.1.1 Fax G3 and Fax G3 Polling

This protocol enables the transmission of Fax Group 3 documents. The Fax G3 proto-
col must be installed and coupled to at least one modem in the V.24 APL. Configura-
tion of the Fax G3 protocol starts in the Identification tab of the V.24 APL. In this
dialog, a globa identification and headline can be entered. If an individual user
requires an identification or headline different to that of the global, these would be
entered in the data fields Fax G3- | D or FaxG3- Headl i ne of the user database.

An extension number (in an international format) must be entered in the field FAXG3#
for every user in the user database. Incoming fax documents cannot be routed if this
entry is not present. This number is internally normed and transcribed to the field
FAXG3 for use by the MRS Server. Example: The number +49-1234-5678-90 is inter-
nally transcribed to 491234567890.

In the MRS Client transmission is possible via entry of the destination number with
simultaneous selection of the service Fax G3 in the send dialog. It is also possible to
select the service Email, and enter the address as FAXG3/ <Number>.

Example:

491234567890
FAXG3/ 491234567890
NVS: FAXG3/ 491234567890

The last address in the exampleis the complete addressin a MRS format. Thiskind of
addressis generated e.g. by aMail Gateway when a Fax G3 document is transmitted.

Similarly, itisalso possibleto poll afax from a Fax-on-Demand Server by entering the
corresponding polling number. In the MRS Client, select the option FileoPoll and enter
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the dialing number of the desired document as address for the selected service Fax G3
Poll. The FAXG3REYV protocol must also be enabled in the V.24 APL for this service.

Example: 071117864040

When a fax document is to be polled over an email gateway, the fax number of the
document as well as the service and the mandatory address element NVS: must pro-
ceed the number.

Example: NVS: FAXG3REV/ 491234567890

For fax reception a unique number must be assigned to each user in the field FaxG3 of
the user database. As for all telematic numbers used by the MRS Server, this number
must be entered in international notation.

Since the V.24 APL is purely analog, extension humbers cannot be assigned to indi-
vidual users within the V.24 APL. Inbound fax documents are therefore routed to the
recipient who was entered in the V.24 APL configuration (Postmaster, secretary, etc.),
who later distributes these to the individual users.

4.1.1.2 SMI Transport (Remote System Links)

The SMI Transport protocol is used for communication between the MRS Server and
MRS Clients. If a connection to the server is made either through a modem or over a
serial cable, then the SMI transport protocol must also be coupled to one of these
devices. The connection of several serversis possible through the use of the SMI pro-
tocol. Thistype of connection is referred to as a“ Remote System Link”.

Remote System Links must be configured in the MTA configuration dialog (found in
the Module window under Settings in the MRS Monitor) prior to it’s activation. The
Remote System Link addressis given asfollows:

Example: NVS: MODEM 491234567890

The frequency (in seconds) at which connections to the MRS System are made must
also be entered. This could for example be every 43,200 seconds. Therefore, twice
daily (or every 43,200 seconds) a connection is established via modem to the MRS
Server. Subsequently, an automatic coupling of all logical lines from the other system
isinitiated. For more detailed information see page 184ff.

It should be noted that lines imported over a remote system link from another MRS
Server are unidirectional. A bidirectional link between two servers is only possible
when a Remote System Link is executed by both serversto the other.

Two methods of validation are possible:

« Users are entered in the database of both systems. In the database of the remote
system an additional data field is configured for the name of the remote MRS
Server. A data field is also created for each user in the remote system with the
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account name of the user. The user’s account name is also inserted in the new data
field. The server now recognizes the user, and will correspondingly route messages
in accordance with assigned authorities.

Example:

Two MRS Servers (BRUSSEL S and AACHEN) are connected to one another by a
Remote System Link. The user database from BRUSSELS is expanded with the
data field AACHEN, and in AACHEN with the data field BRUSSELS.

If user HUGO in AACHEN wants to send a message to a user in the BRUSSELS
system, this message would be routed to the recipient on the system BRUSSELS,
because of the database entries

Databasefield Contents

USER HUGO
Group USER
Aachen HUGO

the user HUGO is recognized on the BRUSSEL S system, and through the group
assignments has the authority to send messages.

The disadvantage to such amethod is that user datain both systems must be main-
tained parallel to one another.

The second method is through the use of pseudo user accounts on both systems.
Both these accounts are assigned “Trusted Domain” group privileges, and each
pseudo account is assigned the name of the other remote system. Example: The
pseudo account on BRUSSELS is assigned the name AACHEN and vise versa. In
addition to Trusted Domain group privileges, the pseudo account must also be
granted the same privileges as those of a user on that system.

Example:

Two systems (BRUSSELS and AACHEN) are connected by Remote System Link.
On the system BRUSSELS, auser is configured:

Databasefield Contents
USER AACHEN
Group USER
Likewise, the system in AACHEN has the user:
Databasefield Contents

USER BRUSSELS
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Databasefield Contents
Group USER

In addition to the authorities of the group USER, both users are assigned the
“Trusted Domain” privilege, so that authority of these users is inherited by all
incoming documents of the remote system.

The assignment of a password is not necessary and in this case not desired. MRS
does not alow the log-in of users without a password. The pseudo-user cannot
be used as areal account.

4.1.1.3 GSM Script (CIT, SMS)

Further protocols can be coupled to GSM (Genera State Machine) scripts. Delivered
Scripts include MWI (Message Waiting Indication) for the Siemens Hicom PBX,
email connection through Compuserve, and SMS (Short Message Service) transmis-
sions.

CIT over the Siemens Hicom PBX

A Message Waiting Indication (MWI) is sent through the corresponding service of the
Siemens HICOM PBX for new inbound messages. In the user database field CI T an
entry for this service must be present and the extension number of the telephone to
where the MWI is to be sent.

Example: Cl T_BASI C/ 432

Short Message Service (SMS)

This service enables the sending of short text messages (up to 160 characters) to cellu-
lar phone users in GSM networks. These messages appear on the LCD display of the
cellular telephone. Messages can aso be transmitted during a telephone conversation.
When the cellular phone is switched off, messages are stored for up to 48 hours by the
cellular network providers. No additional costs are incurred by the receipt of SMS
messages.

Notification of incoming messages can aso be sent (CIT) by the MRS Server to cellu-
lar users through SMS messages. In the database field CIT a reference to the SMS
field is entered. Thisfield contains the cellular tel ephone number of the user.

Databasefield Contents
CIT SNVB
SMS 49171567890

Alternatively, the céellular telephone number can be entered in the field CIT.
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Example:
Databasefield Contents
CIT SMS/ 49171567890

In the case of an incoming message the user would receive a short message such as:
“Servername: Message from Joe User received at 14:34.” If afax message is received,
the name of the sender would only be included if contained within the alias database,
otherwise the fax ID would be transmitted in the SM S message.

In the case of CIT over SMS, the signal is not reset by message receipt.

4.1.2 Integrated Services Digital Network (ISDN)

This serviceis provided by the ISDN APL. A description of the configuration is found
page 115ff.

4.1.2.1 Fax G3, Fax G3 Polling

This protocol enables the transmission and receipt of Fax G3 documents aswell asthe
polling of documents from Fax-on-Demand servers. The operation and addressing
from the client over amail gateway is the same as described above. See page 57ff for
the analog realization of this protocol.

If the fields FaxG3- | D or FaxG3- Headl i ne are set in the user database, then this
datawill be used with fax transmissions. If not set, the global value from ISDN config-
uration would be used. For these services an ISDN card with an analog fax module

(fax piggy) isrequired.
Fax Forward Protocol

If the MRS Server is to be employed as afax concentrator, then the Fax Forward pro-
tocol would be used. Example: all outbound fax traffic from afax deviceisto be man-
aged by the MRS Server taking advantage of Least Cost Routing, or a distribution list
triggered by afax in the MRS Server.

This has several technical and organizational consequences:
« How isthe sender to know that the fax has reached the recipient at two in the morn-
ing?
« Which fax ID should the recipient receive? That of the MRS Server or of the inter-
nal fax device?

Various possibilities provide a solution to these problems. Currently the MRS Server
supports two different Fax Forward modes:

1. Fax Forward transparent mode (FFORWT). In this mode the MRS Server isinvisi-
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ble to the fax recipient. The structureis as follows:

Theinternal fax device sends a fax to the MRS Server, whereby the Server also
receives the external recipient number.

MRS accepts the fax and assumes the fax 1D of the sending device.

Through the fax ID of the server the internal device receives the MRS message
ID asreference number.

Through the use of routing rules, the buffered fax is sent at a predetermined time
to the external recipient. The fax contains the original ID of the internal fax
device and no header isinserted. The fax document remains un-changed and has
no second fax header.

After successful transmission of the fax document, the server sends afax-receipt
to the originating device (optional). The receipt contains various information:
Transmission date, time, recipient 1D, charges, etc.

If delivery of the document is not possible afax-receipt is sent to the originating
device (optional). Reason for non-delivery are contained within the fax-receipt.

2. Fax Forward server mode (FFORWS). In this mode external recipients see only the
MRS Server and not the internal originating device. The procedure is the same as
the FFORWT mode with the exception of:

The header of the originating device is removed by the MRS Server. By the
transmission of afax document the ID and header of the MRS Server isinserted
into the document. From the perspective of the external recipient, the document
isfrom the MRS Server.

In order to activate a Fax Forward mode, add one of the Fax Forward protocols and
create an extension range in the numbering plan for all possible external numbers. The
option Variable Length should also be checked, so that external addresses of any length
can be used. Additionally, a Routing Rule must be created that routes transmitted fax
documents to the concentrator (see MRS System Architecture). Example:

NVS: FFORWS. */ 4924041234547*[ FLAG =FLAGL] =

NVS: FAXG3/ * [ FLAG=FLAGL; DEFER=2: 00]

In accordance with this rule, al incoming fax documents with the prefix 47 and
whose FLAGL is not set, would be rerouted at 2: 00 and the prefix 47 removed.
Simultaneously FLAGL is set, so that normal extensions that begin with the prefix
47 would not be continually processed.

Since the ISDN APL uses internationally normed dialing numbers by default, the
individual extension must precede the Fax Forward prefix in international format
in the above routing rule. The required extension is the OAD assigned to this proto-
col inthe ISDN configuration.
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In the above example the connection number is 49-2404-12345. Without the inter-
national dialing mode the Routing Rule would have the following appearance:

NVS: FFORWS. */ 47*[ FLAG =FLAGL] =
NVS: FAXG3/ * [ FLAG=FLAGL; DEFER=2: 00]

Essentially, through the use of the prefix as selection criteria, an almost unlimited
range of conversionsis possible. In the above example the fax isinternaly sent to the
example number 4701234567890, which is then sent by the MRS Server at
two-o-clock in the morning to the number 01234567890. If the portion of the Routing
Rule DEFER=2: 00 was excluded, the fax would then be immediately rerouted.

4122 Fax G4

Thisisthe digital fax version. With ISDN, fast transmission rates and high resolutions
(200200, 240x240, 300x300 and 400x400 dpi) are possible. If thefield Fax&4- | Dis
set in the user database, then this data would be used with all fax transmissions. If not
set, the global value from ISDN configuration would be used.

The extension number (in an international format) must be given in the field FAXGA#
for every user in the user database. Incoming fax documents cannot be routed if this
entry is not present. This number is internally normed and transcribed to the field
FAXG4 for use by the MRS Server. Example: The number +49-1234-5678-90 would
be internally transcribed to 491234567890.

Since the type of service can be differentiated through the ISDN Service Indicator, this
extension may be the same asthat of fax G3.

Since fax polling for fax G4 is not possible, there is no protocol provided for this ser-
vice.

In the MRS Client, sending is possible by entering the destination number with simul-
taneous dialing of the service fax G4 in the send mask. Email can also be selected as
service and the dialing data FAXG4/ <Number> entered.

Examples:

491234567890
FAX(4/ 491234567890
NVS: FAX(A/ 491234567890

The final version of the address is the complete address in MRS format. This version
is created e.g. by aMail Gateway when afax G4 document is to be sent.
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4.1.2.3 Euro File Transfer
MRS can act as an EFT-Server and Client.

EFT Server

The EFT Server is a personal Euro file transfer mailbox (directory on the Server),
which must be configured for the MRS user by the administrator, through the alloca
tion of an EFT extension number. When files made available by the user are passively
transmitted (polled by another user from the EFT mailbox) or received, an appropriate
journal ismade. Thefile sent to this number isthen automatically delivered to the user.

With passive reception, the user subsequently sees the files received quite normally in
the inbound journal. Technically, these are copies of the files received, which as with
any other document, would be automatically deleted by the Server.

Theoriginal incoming filesremain in the Euro file transfer mailbox, which is normally
the guest directory, unless another directory has been explicitly created for the user.

Important:

If the EFT originator has the corresponding authority, they can overwrite or delete
filesin these directories!

With passive transmissions, available files are polled from the Euro file transfer mail-
box. Files are made available by copying them to the directory in which the EFT part-
ner will access. Thisis accomplished through the use of the Server file manager of the
MRS Client. The MRS user must have the appropriate authority for use of the file
manager.

It is also possible for the user to make these files available without this authority by
transferring the files to their own extension with the EFT Client and so using the same
directory (mailbox) as that of the EFT partner. The file is now in the corresponding
directory in which the EFT partner has access.

The directory in which the EFT partner accesses depends on whether they have an
EFT account (user name and password) or not.

If the EFT partner has no account, they would only have limited access to the guest
directory (...\ User dat a\ EFT\ Guest). Normally a guest cannot modify files
(rename, delete, etc.). If recipients are only to view files made available to them, they
must have an account in the user database.

If an EFT account is used, it is read as an MRS user and the authority validated with
the user database of MRS. In this case, the remote EFT user accesses a private direc-
tory specifically assigned to them. The name of the directory is automatically formed
from the user’s account name.

Authorities must be assigned through the user administration. There are five authori-
ties: send, receive, overwrite, delete, and rename.
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Important:

A remote EFT partner with extended authority and an account who wishes to
dia-up the MRS Server must be entered in the user database.

The EFT Server supports al Navigation Services, i.e. it also makes sub-directories
available. Only few EFT Client Programs are able to switch to sub-directories, e.g. not
even the EFT Client Service in MRS. It is therefore only appropriate to make
sub-directory files available if you are sure that the correspondent is using an appropri-
ate EFT Client.

EFT Client

Using the MRS Client, files can be actively sent and received per Euro file transfer,
provided that the MRS user has the necessary authority. This authority is recognizable
when in the polling dialog, the services“EFT Request” or in the send dialog “EFT” is
visible.

To actively send a file select the menu entry FileoSend. The file is then selected and
confirmed by selecting the Open button. The dialing number of the remote EFT Server
is entered in the Address field of the dialog and the service “EFT” selected. In the out-
bound journal the corresponding entry appears at the completion of the transaction. An
EFT account (name and password) that is required for access to the remote server can
be optionally entered in the subject field and separated by aslash (/ ). The dashisalso
required when an empty password is entered.

If theremote EFT Server isan MRS System, this would then be interpreted asan MRS
Account.

Thefile must be sent viaa Mail Gateway to NVS: EFT/ <Number>.

For actively receiving files, the menu option FileaPoll must be selected in the MRS Cli-
ent as well as the Service “EFT Request”. The number of the remote EFT Server is
entered in the poll dialog and the name of the desired file in the “ Subject” field. The
fileis then polled from the remote server by the MRS Server. Optionally, the account
initiating an active transmission can be appended behind the filename, with the same
syntax as above for active transmissions and separated by a comma. If the filename is
omitted, the directory of the remote server will be queried.

The result of polling procedures is found in the inbound journal via the answer refer-
ences.

The address mode for an EFT file polling via a Mail Gateway is NVS: EFTREV/
<Number> with the name of the file desired in Subject, as described above.
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4.1.2.4 ISDN SMI Transport (Remote System Links)

The ISDN SMI protocol is used for the internal communication between MRS Servers
and clients (16 Bit clients under Windows 3.11 only). This must also be installed if a
server connection is to be made over ISDN. The connection of numerous servers over
the ISDN SMI transport protocol is also possible (Remote System Link).

In order to activate a Remote System Link it must be configured in the MTA, and the
MRS Address of the remote system given as follows:

NVS: | SDNSM / 491234567890

The frequency must now be entered in seconds, at which the connection is established.
This could be for example 86400 seconds. So that once daily an ISDN connection is
established to the MRS Server, and an automatic coupling of all logical lines of the
other system is performed. Further options can be found on page 184ff.

Additionally, an appropriate ISDNSMI entry must be made in the call numbering plan
of the ISDN APL. For this purpose an extension number should be entered for the
ISDN SMI transport that isto be used for Remote System Links. At the remote system
an entry should also be made to ensure the correct delivery of reports.

The validation steps listed on page 58ff for analog server coupling apply here also.

4.1.25 ISDN Voice (Playback)

The ISDN voice protocol is used for the playback of voice mail messages viathetele-
phone. In most cases this protocol is called directly by the MRS Client.

4.1.2.6 Short Message Service (SMS)

Enables sending messages of up to 160 characters to mobile telephones in the mobile
networks. The messages appear on the mobile phone display.

Addressing and operation is done through the client or a mail gateway. Otherwise the
same applies as for the analog realisation of the protocol (See page 60).

41.2.7 Fax-on-Demand Server

The Fax-on-Demand Server (FOD.€) E-script offers three modes for fax polling and to
store Fax-on-Demand documents:

Normal Mode:
« Direct fax document polling with the telephone without DTMF entries.

Dia the document’s extension humber via telephone and the fax to be polled is
subsequently diverted to afax device or afax calling number.
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« Direct fax polling from afax device in fax reverse polling mode.

Dia the document”s extension number at the fax device and subsequently press the
start button to start fax polling.

DTMF Mode:
« Fax polling with the telephone via document selection per DTMF entry.

Dia a DTMF access number on the telephone. When the connection has been
established you are prompted per voice menu to enter the extension number(s) of
one or severa fax documents. Thereafter you are asked to press the start button at
your telephone/fax combination or to divert the fax document to another fax call-
ing number.

Supervisor Mode:
« Filing, renaming and del eting Fax-on-Demand documents via DTMF entry.

A specific access calling number and a (PIN) take you to the administrator area
where administrative functions can be executed per voice menu.

The Fax-on-Demand server requires the setting of the corresponding E-script in the
Telematic APL (ISDN APL). The default settings (unconfigured script) only enable
the user to use the normal mode.

Direct Fax Polling per Telephone (Normal Mode)

In this mode documents are selected on grounds of the dialed extension number. The
number of pollable fax documents is restricted by the service provider’s allocation of
calling numbers that limits the extension’s number of digits. For each possible exten-
sion number assigned to the Fax-on-Demand script in the number plan, a correspond-
ing fax document must be deposited.

The caller does not need a DTMF compatible telephone. The extension number of the
Fax-on-Demand document is dialed per telephone and when a fax tone becomes audi-
ble at the receiver, the document is manually diverted to the fax device’s calling num-
ber or afax calling number.

Direct Fax Polling from a Fax Device in Fax Reverse Polling Mode (Nor-
mal Mode)

Just with direct fax polling via telephone, document selection with direct fax polling
per fax device in fax reverse polling mode occurs by the dialed extension humber.
Consequently the number of fax documents that can be deposited is also limited by the
service provider’s calling number allocation.
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For each possible extension number assigned to the Fax-on-Demand script in the num-
ber plan, a corresponding fax document must be deposited.

*Call with fax device and extension x

Fax transmission
(Document x)

The extension number of the Fax-on-Demand document is dialed at the fax device and
when a connection has been established the start button needs to be pressed.

Fax Polling per Telephone via DTMF Entry (DTMF Mode)

In this configuration version you only need a centra calling number for the
Fax-on-Demand server to take you to a voice menu. The central calling humber is
entered in the Fax-on-Demand script’s configuration dial og (see page 130).

The voice menu enables the caller, after a greeting, to select documents via DTMF
entries.

The advantage of this version is that an arbitrary number of documents can be stored
and the document number may have an arbitrary length. Besides that the caller can
poll any number of fax documents during a call since they can be selected one after
another in an entry loop. As soon as al desired documents have been selected, fax
transmission can be started via the # icon. Finally only the start button needs to be
pressed at the telephone/fax combination. If no fax device is available, the document
can be diverted to afax calling number.

Here as well the pollable documents are stored as nr s<n_1>. f ax (default setting).



Server Administration
Telematic Gateways

DTMF telephone on central calling number

Greeting and
Information Greeting

L -

Document Number Selection

viaDTMF Document Available?
Entry termination with the 0 key ——p Yes: Copy to list
Finishing with the # key No: Issue information

Information Greeting

Fax Transmission

Depositing Fax-on-Demand Documents

The documents to be polled must be stored in the <MRS System
Path>\ user dat a\ f od directory. They must be available in the fax G3 format as
generated e.g. by the fax printer driver of the MRS Server or MRS client. The file
names always begin with the “mrs* prefix, then comes the document”s extension num-
ber followed by the suffix “fax* (e.g. mrs500.fax).

The Fax-on-Demand script al so enabl es the specification of an alternative suffix if you
want to store the documents e.g. as* .FG3. This requires the modification of the setting
Fax document names in the Documents tab of the script’s configuration dialog.

There are two options to deposit Fax-on-Demand documents:
« Files can be directly sent to the virtua file system of the MRS Server. Those for a
Fax-on-Demand system are automatically converted in the desired fax format.

The MRS Server knows the address NVS: <Script Name>/<Extension> (Fax-
on-Demand file in the MRS fax G3 format). <Script Name> is the script denomi-
nation assigned to the Fax-on-Demand script in the configuration dialog (see
page 132). <Extension> is the desired calling number under which the fax can be
polled.
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Example:
NVS: FCD/ 399

« Filing a Fax-on-Demand document via the supervisor mode.
This method is described on page 70.

Supervisor Mode for Administration

Via a calling number defined in the configuration of the Fax-on-Demand script (see
page 133) you reach the supervisor mode. This calling number is taken from the num-
ber plan of the Fax-on-Demand script so that under this number no fax document can
be polled.

To access the supervisor mode you need to identify yourself by entering a PIN after
dialing the access number. The number of login attempts can aso be specified in the
configuration dialog. After a successful login you are taken to the supervisor menu
where you can

« deposit (key 1),

« rename (key 2)

« and delete (key 3)
Fax-on-Demand documents.
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The following diagram shows the use of a voice menu.

+ Call with DTMF telephone on supervisor access number
Pin Entry

Greeting and
Information Greeting

y -

Function Selection viaDTMF
L

1=Deposit Fax 2=Rename Fax 3=Delete Fax
Enter calling number for fax  Enter calling number Enter calling number
and confirm with O key. of thefax to berenamed  of thefax to be deleted

and confirm with O key. and confirm with 0 key.

Press start key on Enter new fax number and
telephone/fax combinationor  confirm with O key
divert to fax number.

v

Fax was deposited. Fax was renamed. Fax was deleted.

Hangup
Depositing a Fax-on-Demand Document (Key 1):

Back to selection or hangup

With key 1 you can file Fax-on-Demand documents. The voice menu prompts you to
enter the calling number under which the Fax-on-Demand document is to be stored.
Entry of the calling number is accomplished with the O key. Subsequently you need to
press the start key at the telephone/fax combination. The document is provided in the
folder <MRS System Path>\userdata\fod in the syntax nrs<Calling
Number >. f ax for fax polling.

Renaming a Fax-on-Demand Document (Key 2):

With key 2 you can rename a Fax-on-Demand document. The voice menu prompts
you to enter the calling number of the Fax-on-Demand documents that is to be
renamed and to conclude this entry with the O key. Subsequently you need to enter the
new calling number and finish this entry with the O key as well. The Fax-on-Demand
document is now stored in the folder <MRS System Path>\ user dat a\ f od under
the new calling number. Now you can return to the selection menu.
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Deleting a Fax-on-Demand Document (Key 3):

With key 3 you can delete a Fax-on-Demand document. The voice menu prompts you
to enter the calling number of the Fax-on-Demand documents that is to be deleted and
to conclude this entry with the [0 key. The selected Fax-on-Demand document is now
deleted from the folder < MRS System Path>\ user dat a\ f od. Now you can return to
the selection menu.

4.1.2.8 Standard Voice/Fax Mailbox

Standard Voice/Fax Mailbox

This Script acts as the personal telephone answering machine for users in which
received voice mail messages can be played-back.

Depending upon the selected options (see page 126), and the available hardware, they
could:

« process received fax documents and reroute e.g. to afax device

« process email messages and reroute as afax or apply text-to-speech for email read-
ing

« administer distribution lists and send messages to them

« return callsdirectly using callback functions

« change the spoken language of the Script to e.g. French

The complete menu structure with all selectable options can be seen in the manual
Standard Voice/Fax Mailbox.

41.2.9 CIT over ISDN Voice

Message Waiting Indicator (MWI) signals can be transmitted over the ISDN voice
protocol with the Integral telephone system from Bosch Telekom. For this purpose two
numbers must be configured in the PBX for setting and resetting MWI signals.

Theentry VO CE/ <telno> can now be entered in thefield Cl T of the user data base to
set the signal. The entry <telno> is the internal number used for the switching
sequence. This number is followed by the extension number to which the signal is to
be sent.

In order to reset the signal an additional database field XCl T, must be inserted into the
data base. The entry VO CE/ <telno2> is the internal number used for the resetting
sequence and is followed by the extension number.
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Example:

Databasefield Contents

aT VA CE/ 9500543
The sequence 9500 is programmed as the switching
sequence for the Integral PBX and the Message Waiting Indi-
cator would be sent to the extension 543 by incoming mes-
sages.

XaT VA CE/ 9501543
The sequence 9501 is programmed as the reset sequence for
the Integral PBX. The Message Waiting Indicator is reset for
the extension 543.

These protocols send a voice message to the extension entered here. This message is
ignored by the Integral PBX and only the number is eval uated.

These voice messages can be used for general applications when the data base field
Cl T contains the entry VO CE/ <telno>. The entry <telno> is the extension to where
the voice message is sent.

The Cl T must be switched on during the installation of the MTA so that it is active.

4.1.2.10 The Pager Protocol

A pager is a notification receiving device. Simple models respond by emitting an
acoustic signal only whereas more sophisticated ones display a number for a return
call on a display or receive a voice message. For these pager services providers are
available, offering the corresponding service. For the pagers registered with them, the
providers enable access via a paging terminal that can be called to address the desired
pager in a certain way. This type of addressing differs from paging terminal to paging
terminal so that it needs to be configured each.
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First add the pager protocol as E-script.
Enter PAGER as name since thls IS the General | Script I Fepeat Strategyl Formatsl Attributesl
default protocol name that, with the e
corresponding configuration via the C—
WebAdmin, is used by the Notification
APL for notifying the pager. Brotacol designation:
You can also bind the protocol to an [Peger s
extension number so that you can trig- Descriptor:

ger a cal to a configured pager via a
Telephone User Interface (TUI).

Thiz protocol allows the paging of a uzer by means of
the client or voice menu.

’TI Cancel | Apply |
Via  the
Scri pt tab PagerSet configuration | Script parametersl
and the
Parameter 1 PagerSets defined.
button con- SetID| Paging String| Descﬂjtion| Terminal Mo, | Anzeige Mo | File name | Text
tained @ 1 UDHND# Test 493876543210 1234567830
therein you
reach the
actual pro-
tocol con-
figuration
tab.
Since there
are many Mew | Agzistent | LCopy | Delete | Test | Aszigh |
types of
paging ter- ok | Cancel | ppy |
minals and

the access mechanism is not standardized, you need to first configure the DTMF
sequence for the desired service provider and its paging terminals. This pager configu-
ration is called PagerSet. We recommend to use the assistant described in the follow-

ing for the configuration.
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Assistant

The following questions result
in a paging string which deter-
mines the type of access and
the type of data transmitted to
the paging terminal.

First a Description or a name is

‘welcome to the PagerSet Assistant!

The Assiztant will help you to create the information required for a new
FPagerSet.

A PagerSet iz a get of configuration data which dezcribe how the paging
terminal haz to be addressed in order to generate a paging job.

Fleaze enter a descriptive name for the new FagerSet:

required for the PagerSet. Description: [Test
The paging string determined
by the assistant comprises the
f0||0WIng elements: < Back I Mest » I Cancel
Element  Significance
M Terminal number
U User pager number
N Display number
P Sound file
D Delay/short pause
0- 9#* DTFM tone
Without the assistant you can also create a new
PagerSet viathe New button or copy one from an —
existing PagerSet by means of Copy. Edit serves IT 209 S ~
for modifying an aready created PagerSet. T
Pressing any of these buttons takes you to the | | =" :
opposite dialog. |
Here you can directly enter the Paging string Vi) Ry ikl e
using the elements described in the above table. |
The File name refers to a voice file that isto be | ==
. ; | -
transmitted to the pager. You can optionaly o
enter a text as well. This text is then, via | —
Text-to-Speech, converted into the voice mes-
sage to be transmitted.
Display number is the return call number to _Corel |

appear on the pager display.

Activating the Direct Inward Dialing option dials the pager number along with the paging

terminal access number so that it is not an element of the paging string.
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Assigning PagerSets to Users
After defining the PagerSets you can click
Assign to assign these to the individual pager
users. Each user with a pager addressis dis-
played here and you can select those reach-
able via this PagerSet to assign them to the
PagerSet with aclick on the Assign button.

Accomplish the process with Save.

User| Device| F'aggrSet| Pager address |

Azzign selected users to PagerSet 1.

Save |
Testing PagerSets

Click the Test button to display the users
assigned to a PagerSet. Now you can select
these and perform a notification test via the
Send button.

User| Device| Pager address |

Send |
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Script Parameters

Pager script E

PagerSet configuration  Script parameters |

r— Paging option —Woice menu option:
" Check originator for pager privilege [V Allow paging via voice menu

V' Use telephone display
I‘I_ Faging(z) per call

- Paging p t Menu language:
Length of a delay (in 1/10 5]: |5
Length of a DTMF tane fin ms): [To0 - Custamer specific p
Fause after one DTMF tone [in mz]: |1 i} I
An additional pause can be added before each Note:
DHIF segEmees: Mon-recognized parameters will not be displayed
Enter the number of delays [zee above] that when the configuration is called again.
are to be uzed ag start delay: |2

QK I Cancel | Apply |

Paging Options

By means of Check originator for pager privilege the originator of a pager notification is
checked for having the Paging Privilege. When this option is inactive, everybody is
permitted to notify a pager user with a beep.

Voice M enu Options

When you activate the Allow paging via voice menu option and an extension number has
been assigned to the pager protocol, this number can be dialed and a notification sent
via TUI. The Use telephone display option simplifies TUI usage for internal users. This
requires tel ephones supporting this option.

With n Paging(s) per call you can restrict the number of pagings to occur with acall.
The last option in this section enables setting the TUI Menu language.
Paging Parameters

These are special parameters for setting the length of the delays used in the PagerSet
and of DTMF tones. Modifying the default values should not be necessary.

4.2 Email Gateways

In most cases all document types can be transported through email gateways. Fax doc-
uments as well as voice messages can be sent as email.
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4.2.1 Microsoft Exchange

Please refer to the manuals MRS and Microsoft Exchange, MRS and Microsoft
Exchange 2000 and Outlook Extensions.

4.2.2 Lotus Notes

Please refer to the manuals MRS and Lotus Notes — Administrator Manual and User
Manual.

4.2.3 Internet Malil

SMTP (Simple Mail Transfer Protocol) defines an international standard for email
transmissions within the Internet. Messages are exchanged worldwide in a 7 Bit
ASCII code.

An extension of SMTP is MIME (Multipurpose Internet Mail Extensions) in which
arbitrary data (images, voice mails, binary files, etc.) istransmitted through SMTP.

Since there are numerous extensions to the SMTP protocol, the term ESMTP
(Extended Simple Mail Transfer Protocol) is generally used in association with Inter-
net mail. Among these extended services, Delivery Status Notification (RFC 1891) is
supported by the SMTP APL so that, depending on the server, delivery reports are sent
to the message recipient.

Another ESM TP feature is the AUTH-Token which serves to authorize the SMTP orig-
inator by means of a password. Viathis AUTH-Token the connected client is informed
that the SMTP server has this feature and the client can thus use it.

For the CRAM-MD5 process the SMTP APL needs to know the passwort in the clear
text. This, however, is not possible with the default database entry PASSWORD. There-
fore the database POP- PASSWORD is used here which should be added to the user
database with type CI PH, CHAR and a reasonable password length (approx. 40 charac-
ters) when the above feature is employed. With the PLAI Nand LOG N processes, the
entry PASSWORD is used aternatively to a not existing or empty POP- PASSWORD
database field.

Please note that a possibly desired authorization as regards the SMTP server in the
Netscape Messenger cannot be explicitly configured. The Netscape Messenger uses
the automatic PLAI N processif it is offered. In the event that no explicit authorization
per password is desired, the AUTH function must be switched off via the registry.

42.3.1 POP3andIMAP4 Servers

SMTP aways attempts to deliver the messages directly to the recipient. Since the
majority of computers are not in continuous operation, and few are directly connected
to the Internet, the POP3 (Post Office Protocol Version 3) Server acts as an intermedi-
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ate storage facility until POP3 clients pick-up their mail. Generally, when mail is que-
ried by a POP3 mail client the mail istransferred to the client’s computer.

The IMAPA4 (Internet Message Access Protocol Version 4) serves the same purpose as
POP3 but is more modern. Messages remain on the server and therefore, the deletion
of messages are dependent on the servers configuration. IMAPA4 offers several advan-
tages since messages can be presorted to various mailboxes. This alows for a clear
concise overview with large amounts of incoming mail. In most cases, the IMAP4 cli-
ent retrieves only the header file when querying for new mail. The complete message
is only retrieved when explicitly requested. As opposed to the POP3 client which
retrieves al new messages, this method of retrieval allows users with lower transfer
rates select only those messages immediately needed.

Computers where a WWW browser such as Netscape or Microsoft Internet Explorer is
installed contain a POP3 or IMAPA4 client which provides these features to the user.

In Microsoft’s Internet Explorer (version 5) the functions are incorporated in the pro-
gram Outlook Express, which can be used as a mail client for Microsoft Exchange
applications.

The TCP/IP address for in and outbound mail is required for the configuration of the
client. This should be the TCP/IP hostname of the MRS Server. In addition an unique
name and email address must be assigned for the client. The account name (precedes
the @ in the email address) corresponds to that of the users login name on the MRS
Server. Assigned to the login name is a password which, along with the login name are
required for login to the MRS Server. It should be observed that the password issent in
anon-encrypted form. Anyone with an | P package monitor installed on computer over
which messages are routed will be able to read the password.

Configuration of the server is described on page 209ff of this manual.

It should be noted that the colon (: ) in a MRS Address is not accepted in an Internet
address. For this reason adot (. ) may also be used.

Another possibility is by disregarding the normally mandatory MRS Address portion
NVS: . This portion will be reinserted by the SMTP gateway prior to sending the mes-
sagetothe MTA.

Example:
NVS. FAXG3/ 1234567890 @AMPLE. DE
Thiswould send the email as afax transmission. If the SMTP gateway was so con-
figured, the switching authorities would be checked, and the originator must be
assigned fax G3 transmission privileges. If thisis not done, anyone from within the
Internet could address the MRS Server in this way and send fax messages.

Besides that comments are supported by the email address. These comments are set in
parenthesis and enabl e the definition of document properties.
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Each document property can be generated viathese comments. The $ character isused
asindication for such a property assignment and the syntax within the commtent is:

$<Property Name>=<Property Value>

If several properties occur they are separated by semicolons® . The $ character must
prefix each of these assignments. Via the $DBQ( <Property Name>) resp.
$DBR( <Property Name>) operators, the document properties of the originator
($DBQO; Originator) resp. of the recipient ($DBR; Recipient) can be set.

Example:
FAXG3/ 57890( $FAXCOVER=x. dbl ; $DBO( NAME) =Mayer ) @ny. wher e

This would send the email as afax transmission. Simultaneously the file x. dbl
is default set as fax coverpage and for the variable DBO( NAMVE) (name of the
originator which isautomatically inserted in the fax coverpage) the value Mayer
is set

Attention: The maximum length of an MRS address is 63 characters which are

quickly reached when document properties are used.

4.2.3.2 POP3 Mail Import

Internet mail from another POP3 server can be down loaded to the MRS Server using
either a PPP or a RAS connection with the POP3 mail import. Either an Alias account
is used under which al internet mail from the provider is pooled for the user, or each
user is assigned a time frame in which a connection is to be made. If the account for
which messages are being fetched has no entry in the user database, it will be treated
as an Alias account for a complete User/Domain group.

At the time of the connection all new messages would be fetched and any outgoing
messages sent.

This configuration can be seen on page 220ff of this manual.

4.2.4 SAP R/3 Gateways

Two different methods are available for configuring a gateway from SAP R/3 to the
MRS Server. The first method is through the File Interface APL and the SAPcomm
interface. The second method is through the newer SAPconnect interface and the asso-
ciated SAPR/3 APL.

4. This separator can be configured since e.g. Microsoft Exchange always cuts the address after a
semicolon though thisis alegal character in a RFC 822 conform comment according to RFC 822.
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42.4.1 SAP R/2, R/3 File Interface Protocol

The SAPcomm process must be running on either SAP R/3 or SAP R/2, and be
installed in accordance with those guidelines for NV S servers as described in the SAP-
comm documentation. In SAP, this is principally a post script printer configuration
whose output is over the SAPcomm interface to the MRS Server. Since the post script
option is supported by the MRS Server, aformat loss does not occur during fax docu-
ment transmissions.

A network share must be configured for the connection in which both the SAPcomm
process as well as the File Interface APL have access. The SAP R/2, R/3 FiAPL Protocol
must be installed in the File Interface APL. Refer to the page 247 in the Gateways
over General File Interface (FIAPL) section on page 247ff.

During the configuration, a network share is assigned as Poll-Directory and Body-Direc-
tory for fax documents from the host (SAP) to the File Interface APL. A sub-directory
sap_i n must be created in the network share as the Header-Directory for reports trans-
mitted to SAP.

4242 SAP R/3 APL

The configuration of the SAP R/3 APL is described page 263ff. Basically, Internet
Mail, fax and from SAP R/3 version 4.5 also Pager (SMS) services are available to the
user.

Any MRS address can be used for transfer via an Internet address under SAP R/3, e.g.
NVS: SMS/ 01213456789@ost nane, so that al available MRS services may be
employed. In the example host nane represents a subset of the address range config-
ured under SAP R/3 for the addresstype INT (Internet Mail). At thisthe SAPR/3 APL
also supports a simplified addressing mode if the entire Internet email is sent via the
MRS Server. The SAP R/3 APL then filters out addresses of the type
<Address>@x Service> and converts these into correct MRS addresses. The above
example could thus also be addressed as 49123456789 @MS. The missing dot in the
domain portion of the address serves as indication of an MRS service.

To send a fax document only the corresponding fax number must be given and the
MRS Server needs to be configured as recipient of the SAP address type FAX.

From SAP R/3 version 4.5 the SAP address type “Pager (SMYS)” is available so that
SM'S messages can aso be addressed from SAP in the following way: D1: <Num-
ber>, E+: <Number>, ... The abbreviations of the mobile phone suppliers are default
given for this service by SAP.
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4.2.5 Novell Groupwise

The gateway to Novell Groupwise is realized through a File Interface protocol (see
page 247). The network protocol NWLink IPX/SPX Compatible Transport as well as
the Gateway Service for Netware (GSNW) are both required for the installation under
Windows NT.

The APl . NLMmust be installed under Novell Netware. A user must subsequently be
configured as a member of the group NTGATEWAY and have all access privilegesto the
directoriesAPI _I N, ATT_I N, APl _QUT, and ATT_QUT of the API process.

The configuration of the Gateway Service for Netware should now be done with the
Control Panel of the Windows NT computer. The name and password of the user con-
figured under Netware (NTGATEWAYUSER) must be entered here. The directories
APl _I N, ATT_I N, APT_QUT, and ATT_OUT must now be configured as shares.

The configuration of the protocol must have the following network directory entriesin
the APL Properties dialog:

Host to FI APL
Poll-Directory: \\ <MRS Server>\ APl _OUT
Text-Directory: \\ <MRS Server>\ ATT_QOUT

FI APL to Host

Header-Directory: \\ <MRS Server>\ APl _I N

Body-Directory: \\ <MRSServer>\ ATT_I N
The field Pattern, should contain the entry *. api and FaxFmt the entry Ti f f - Fax.
Finally, an adaptation of the script must be made. The script is called-up through use

of the Edit Script button in the section Host to FI APL. At the beginning of the script, the
following System Specific Settings are found:

#define GADOMAI N “nd_sample”
#define GAPOSTOFFI CE “sample_fax”

The GADOVAI N and GAPOSTOFFI CE must be entered as configured in the API
process.

char head_out[]="\\\\<MRSServer>\\api _out\\";
char text_out[]="\\\\<MRSServer>\\att_out\\";
char text_in[]="\\\\<MRSServer>\\att_in\\";
char head_i n[]="\\\\ <MRSServer>\\api _i n\\";
The directories previously mentioned above are entered in UNC notation. It should

be observed that a backslash (\ ) isinterpreted by the script as an escape character.
If abackslash isrequired, then a double backslash (\ \ ) must be entered.
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4.2.5.1 Addressing

When addressing users under Novell Groupwise from MRS the following address for-
mat is used: NVS: GROUPW SE/ *. The * must be replaced with avalid Novell Group-
wise user address.

Conversely, the canonic form GADOMAI N. GAPCSTOFFI CE (Node/User) is a valid
To-Field entry for Groupwise users sending messages to MRS. The To-Field entry is
under Groupwise still converted according to configurable rules. The Groupwise
administrator can define simple addressing formats, so that through the use of these
rules, addresses are transformed to the canonic form.

4.3 MSPTSP

The MSPTSP (MSP TAPI Service Provider) enables calling out of Microsoft Outlook
e. g. For Outlook thereis only the possibility to dial out. For certain other applications
there are a so the following possibilities (the TAPI functions occur in brackets):

o Answer acall (Answer)

« Transfer without consultation (BlindTransfer®)

« Call completion, z. B. Ruckruf wenn besetzt (CompleteCall)
« Conference nach Rickfrage (CompleteTransfer)
« Forward after consultation (CompleteTransfer)
« Drop anincoming call (Drop)

« Hang up (Drop)

« Forward (Forward)

« Please do not disturb (Forward)

« Hold (Hold)

o Cal (MakeCall)

o Pick up (Pickup)

« Redirect (Redirect)

« Three-party conference (SetupConference)

« Consultation (SetupTransfer®)

« Alternate (SwapHold)

5. Blind Transfer: an incoming call will be transmitted to another extension even if the line is busy or
the corresponding subscriber cannot be reached. In this, the caller has to call again because he will
not be switched to the other party if thelineis free.

6. For the Setup Transfer you have the possibility to forward a call or to set up a conference.
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« Unhold

The MSPTSP enables you to use several lines at a time, i. e. an application can be
opened several times and in different ways. Several calls can be made on one line, one
active call and one call on hold e. g. The MSPTSP enables access to MRS CTI func-
tionalities also for foreign TAPI based applications viathird party TAPI clients.

4.3.1 Setup

The setup copies the TSP files into the system directory and installs the TSP. In case
the M SP has not been already installed the M SPTSP setup will install the MSP prior to
the TSP setup.

4.3.2 Configuration

The configuration is described for the Windows 2000 operating system. The
description may be different for other Windows operating systems.

After the setup has been finished, the MSPTSP prompts you to start the programme
now. This is especially recommended for unexperienced users. Otherwise, you can
configure the MSPTSP later in the start menu under Settings > Control Panel > Phone
and Modem Options on the Advanced tab under MSP TAPI Service Provider. The configura-
tion of the MSPTSP can also be done via the MSPTSP icon on the desktop (as far as it
has been created). Alternatively, the configuration can be done in the corresponding
application (e. g. MS-Outlook) (the different configuration possibilities will be
described later on in the text).
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YOU W||| see the d|alog at the I’Ight Phone And Modem Options HE
by selecting Settings > Control Panel Diaing Rules | Modems | Advanced |
> Phone and Modem Options in the
H The list below dizplays the locations you have specified. Select the

start menul. Thae! yOU can Conﬂg' = location from which you are disling.
ure the TSP viathe Dialing Rules and Locations:
Advanced tab. Location I Area Code I

d462) 2404

Mew... Edi... Delete
QK I Cancel | Lpply |

You can configure your location set- 2l
t| ngS on the D|a||ng RU|ES tab. C“Ck General |Area Code Hulesl Calling Eardl
on the New... button (as far as no _
location exists) and configure the Locaton e [y Locaton
Correq)ondi ng setti ngS on the Gen- Specify the location fram which you wil be dialing.
eral tab in the New Location d|alog Couritry/region: Area code:
Enter the Location name, Country/ = [Gemany ]
region, the Area code, the number to Dialing rule
access an outside line for local calls ‘whhen dialing from this location, use the following rles:
and the number to access an outside To access an outside line for local calls, dial: ID
|ine for |0ng'di5tance Ca”S. After_ To access an outside line for long-distance callz, dial: IE‘
wards, click on Apply and OK. I™ To disable call waiting, diat: [ |

Dial using: ™ Tone  Pulse

QK I Cancel Apply
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You can define rules for phone 2l
numbers of your own and of other = ;.. s Code Rules | Caling Card |

area codes on the Area Code Rules : .

n area code rule determines how phone numbers are dialed from your
tab. You can determine how phone curent area code ta other area codes and within your area code.
numbers are to be called within = A=agedernes
your area code and outside. Click = |Awalade | Prefies | Fuie |

. 2404 All Dial 1 plus area code
on the New... button in order to cre-
ate aNew Area Code Rule.

Edi... Delete
r— Description
Dial 1* plus the area code before the number for all calls within the
2404 area code.
QK | Cancel | Apply |
You can either select a caling 2l

7 .

Card on the Ca”mg Card tab or Generall Long Distancel Intemational  Local Calls |
deflne a new OI_’]e' weCt a Calllng Access number for Jocal calls:
card from the list of card types or [14a
define anew one by clicking on the - _

Uze the buttons below to enter the dialing steps for making local calls. Enter
NeW. - bUtton. There, yOU can deter- these steps in the exact order as they appear on your calling card. To make

. . . local ealls without using your calling card, leave this section blank.

mine general settings like the
Account Number and your Personal

Calling card dialing steps:

. . Dial the access number, Move Up

Identification Number (PIN). Further- Dial the PIN number. Mol |
. L “wait far 2 ds.

more, yOU can deflne dla“”g qus Diaalltth:acsceocuonr: nsumber. MI

like Access Number, PIN, Wait for Dete_ |

2 seconds etc. on the tabs Long Dis-
tance, International and Local Calls.

The Sequence Of the dlallng SepS Access Mumber | AgicotfntNumber |

will be defined by clicking the but- B | _ Destaton Number.._ |

tons Access Number, PIN etc. in the WoilforPrompt.. | Speciy Digts.._|

desired order. The sequence of

dialing steps can also be changed ok | Cocd | oo

afterwards by clicking on the cor-

7. Calling cards offer a certain call credit. But, they do not possess a chip like phone cards. The cus-
tomer dials a service number and will be asked to identify himself by his PIN number which he has
to scratch free on his calling card.
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responding step you want to move. Click

on the button Move Up or Move Down.

Selected dialing steps can be removed by the Delete button.

Select the Advanced tab in the Phone and Modem Options dialog (Start Menu > Settings >
Control Panel). Select the MSP TAPI Service Provider entry and click on the Configure...
button in order to define the server settings, user profiles and lines.

Phone And Modem Options

Dialing Fules I Modems  Advanced |
@ The following telephony providers are installed on this computer:

FProviders:

Zlx|

The configuration of the MSPTSP
can either be done via the MSPTSP
entry in the start menu, by the
MSPTSP icon on the desktop (as far
asit has been created) or in the start

Microsoft H.323 TAPI Service Provider
Micro i hie TAP| Service Provider
5P

rovider

CE

NIS rox
TAP! Kemel-Mode Service Provider
Unimodem 5 Service Provider

menu via Settings > Control Panel >
Phone and Modem Options > MSP
TAPI Service Provider. Click on the
Configure... button.

sgd. | Bemowe [[(E
Cloze | Cancel | Lpply |
The didog at the right

appears when you select
the Advanced tab. The

Server | User Profilesl Lines I

Server tab occurs f”‘g i—J The following list shows all servers that may be uzed in user profiles.

when the setup program -

has been unable to find a SR e
communication  server. e |

The MSP aready looks Edt. |

for existing servers dur-
ing the installation and
adds them to the list in

:

Hide:

the dialog at the right. If
your communication

Shovy all |

server does not occur in
the list add a communica-

o1

Cancel Lpply

tion server by clicking
the New... button.
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Enter the network address e
or the name of the com-

puter on the Server tab > (&
New... and search for the .
number Of the pOft and the Please specify a network protocol and a network. address in order to
server Via the LOOkUp but' automatically look up a server name.

ton in order to avoid typ- Protocol: [ TCR/IF Frotocel =

i ng errors. Address: Imrs.alsdorf.cycos.com:‘l 107

If a communication Server  soeiname

a ready exists but no user “fou may enter the server name here manually, in order to avaid typing
. . . enors uzing the Lookup button is recommended.

profile is configured the

Thiz page enables you to manually add a server ta the service
provider configuration.

User Profiles tab appears |PPCOM
first.
Select the New... buttoniin

order to create anew USEr  geye User Profes | Lins |
profile. As the MSPTSP
runs in the system con-
text, it cannot read exist-

The following uger profiles are currently available for uge. User profiles contain a
zerver name and a uger account, An optional password may be entered for server
access vernfication.

ing user settings from an it New..
dready installed MSR ga on PPCOM l T:
Thus, a new user profile —
has to be created anyway. __Benane_ |
The corresponding con- _ Dokt |
figuration settings can be Iest |

seen and changed in the

MSPTSP aswell asinthe Toggle Default |
TAPI application. — — —
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Create one or more user x|
profiles on the User Profiles  -FrfieData —
I i Select th d b b far thi —
tob via New.. The Profile | () i marmiors, | — 2
Name does not have to be name will be generated automatically if omitted.
entered, as it is generated | ProfieName:  Jkhaon PPCOM
automallcally Enter the Username: IKHA
Username. This is neces- | semwer [PPCoM =
say for the login on the

server. Enter the server
name under Server. After-
wards, you save your pass-
word by activating the
Remember Password check
box. Enter your password
and confirm it by entering
it once again. Afterwards,
click on Add.

You can enter the lines

resp. the telephones you
want to use on the Lines
tab. Therefore, click on
the Add... button.

Telephone devices as
well as lines can be
added or deleted dynami-
caly. Lines can be closed
or opened as necessary.
Therefore, existing user
profiles cannot be used so
that new user profiles
have to be created any-

Passwords can be remembered to automate the logon process.
Keep in mind that anybody with access to your computer may
use this account without validation.

&

™ Remember Password

Password: I

LConfirm Password: I

Serverl Izer Profiles  Lines |

Here you configure the phone lines to be uzed.

Profile: Name
(l@ kha on PPCOM

E]

Fhone Lines

| Uszer Mame

| Mumber
AE2

|

Edi... |
Remove |

Add...

o1

Cancel |

Apply

way.
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Click on the Add button on x
the Lines tab. The Profile v
. & Here you can configure the settings for thiz phone line.
Name already exists. Enter = && o
. ance |
the name of your extension Seting

under Name, e.g. Tee Profile Mame [k on PPCaM
phone 462. Enter the num-
ber of your extension
under Number. The User
Name and the ID will be | Userleme |

generated  automatically. | © [

Select the desired Speaker Speaker Mode  always off % nomal ' always on
Mode. The speaker mode
option always off means
that the speaker is always off independent of the settings done in the TAPI application.
Normal means that the speaker can be controlled by the TAPI application as far as the
corresponding settings can be done there. Always on means that the speaker is always
on independent of the settings done in an attached TAPI application. We recommend
the option always on because most TAPI applications do not control the speaker mode.
Afterwards, click on Add. The changes will become active at once.

Mame ITeIephone 454

MHumber |452

All changes will become at once active after clicking the Apply or OK button. The
computer resp. the TAPI application do not have to be restarted.

4.3.2.1 Error Logging

An error logging is activated by default. The error logging will be written into the sys-
tem directory into the MSPTSP. | og. But, the path to the error file aswell asthe size
of the error logging can be modified by entries in the registry. You can enter a com-
plete file path under the key HKLM SOFTWARE\ Cycos AG MSPTSP\ 5. 0 into the
variable value of the LogFile. The error logging size can be defined with the DWord
value LogFileLevel. The following values are specified:

Bit 1 (=1): Fata errors

Bit 2 (=2): Errors

Bit 3 (=4): Warnings

Bit 4 (=8): Information

Bit 17 (= 0x10000): Function end

Bit 18 (= 0x20000): Function values that are no return values
Bit 19 (= 0x40000): Functional exception

Bit 20 (= 0x80000): Internal logs
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In order to activate several of the error values, add up the values in the brackets; e. g.
1+2+4+8 = OxF and enter this value into the LogFileLevel.

Fatal errors, errors, warnings and information will be indicated by default. Modified
settings will become active at once, i. e. without restart.

The LogFile size cannot be limited automatically up to now. Therefore, we recom-
mend to check the file size from time to time in order to prevent the file to become
to large.

4.3.3 Update

The automatical update of the MSPTSP via server is not supported up to now. Please
make sure that the M SPTSP does not run anymore if you want to replace it by a newer
version.

4.3.4 Deinstallation

All providers using the TSP will be removed during the deinstallation. Afterwards, the
TSP fileswill be deleted in the system directory. Problems may occur, as the TSP can-
not be deleted if it is used by one or several TAPI applications. Make sure that no TAPI
applications are running anymore if you want to remove the TSP,

4.3.5 MSPTSP via Microsoft Outlook

In order to make a call out of Microsoft Outlook select an = gpen

existing address entry under Contacts. You will get into a & et

context menu by arightclick. In this context menu select Call & Forward

Contact... Afterwards, click on the Start Call button. YOUr 3 ey message to contact
telephone rings and the connection to the corresponding ~ tew agpointment with Contact
party will be established. If your speaker mode is set on ”ew eI et i o
always on the connection will be established directly without = s mo e

Mew Journal Entry For Contact

your telephone ringing. Link s
& New Call HE3 @ Call Contact. ..
Hurnber to dial wl? Call Using MetMeeting
Conkack: uster, Petra =~ Open Contack |
¥ Flag for Follow Up. ..
Mumber: |+49 (02404) 901-462 j Dialing Properties. .. | Categories. ..
[~ Create new Journal Entry when starting new call x Delete

| Call skatus: On hook

Start Call I End/Zall | DialingOpti_ons...l Close |

Furthermore, you have the possibility to dial a phone number that does not exist in the
contact folder. A telephone icon &u - will appear when you open the contact folder.
Click on the arrow on the right of the telephone icon. There, you will find the menu
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items Redial, Speed Dialing8 and New Call... besides the entry of an existing contact.
Click on New Call... In the menu New Call..., you can enter the desired phone number.
Afterwards, click on Start Call. Alternatively, you may enter the shortcut key Ctrl +
Shift + D in order to start a new phone call.

4.3.5.1 MSPTSP Configuration in Microsoft Outlook

The MSPTSP Configuration can also be done via Microsoft Outlook. Open a context
menu by clicking with the right mouse button on an address entry, select Call Contact...
Here, you can set the Dialing Rules under Dialing Properties as described for the MSPTSP
Configuration (see page 84 in the Configuration section).

The Dialing Options are also available here. The Line Parameters can also be entered
here as well asin the MSPTSP Configuration. Furthermore, you have the possibility to
configure the Dialing Properties.

You can make the configuration settings under Dialing Properties... > Dialing Rules >
New... in the New Location dialog as in the MSPTSP Configuration dialog (see also page
84 in the Configuration section).

4.4 Lightweight Directory Access Protocol (LDAP)

92

If a connection from the MRS server to the Internet exists, then the LDAP global
directory is supported. Another possibility isthe LDAP server within the Intranet. The
format LDAP/ <Name> is used to send messages.

Example: LDAP/ Joe User

In the Internet the LDAP directory is queried and the resulting email addressis that of
Joe User. If thisaddressis avalid email address then the message is sent, otherwise the
initiator would receive alist of all directory entries containing this name. If no recipi-
ent isfound an error report will be generated.

If the address is not a valid address, then other filter conditions may be set in RFC
1558 format to narrow the search area. This deals with a portion of the X.500 DAP
whereby, a LDAP server does not have to be a part of the global X.500 directory.

Example: LDAP/ (& (cn=Joe User) (0=ACME Co.))

One or more filter conditions (Qualifiers) may be given with atotal length of up to 54
characters. Filter conditions can be combined through the use of & (logica AND),
| (logical OR), and! (logical NOT).

8. Speed dialing numbers can be entered in the Dialing Options... dialog in Microsoft Outlook (Con-
tacts > Call Contacts... > Dialing Options...).
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4.5 Mailing Lists

The Mail APL administers mailing lists similar to those used in the Internet. For this
purpose there are three commands that can be used in a text message to the user
LI STPROC:

SUBSCRI BE Li st namre Nane Sur nanme

Subscribe to a mailing list. The mailing list is used for sending messages to the
various subscribers (email address).

Example: SUBSCRI BE LP- DEVELOPMENT Joe User

UNSUBSCRI BE Li st nane

Removes individual names from the mailing list. Messages will no longer be sent
to these email addresses by the mailing list processor.

Example: UNSUBSCRI BE LP- DEVELOPMENT

HELP
With this command a message is returned with operational help and a list of all
mailing lists existing on the MRS Server.

Internally mailing lists are treated as distribution lists that begin with the abbreviation
“LP”. The configuration and maintenance of mailing lists is done with the help of the
Distribution List Editor in the MRS Client.
To include amessage in amailing list, the message is sent to

LST: LI STNAME.

Upper case letters are used exclusively by The MRS Server for mailing lists.

4.6 Broadcasts

Broadcasts are a specia type of automated distribution lists with which recipients are
determined from the user database according to certain criteria. Sending a broadcast
requires the Send Broadcast Privilege. This privilege applies comprehensively to all
recipients so that, for example, you can transmit messages to automatically determined
fax recipients without the Fax G3 Privilege. Thus a broadcast reaches all potential
recipients.

Syntax of possible target addresses:

NVS: <Server>/ BCU. <Keyname> or
NVS: <Server>/ BCU: <Expression>

<Server> isthe MRS Server name, <Keyname> isa corresponding field from the user
database and <Expression> an optional expression that must apply to a user so that he
or she receives the message. BCU means BroadCast User since broadcasts can only be
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sent to users. For <Keyname> and <Expression> only capital letters may be used. If
you want to refer to adatabase field in an <Expression>, provide this with the UPPER
attribute so that the content can be reasonably processed viathe <Expression>.

To send a message to all users of the MRS Server, address to NVS: <Server>/ BCU. .
The PREFERRED database field is default set and can be omitted.

Examples

Given are two users with the following database entries on the XPR server:

John Doe:

CLASSNAME  |CLASS KEYNAME KEY

USER JOHNDCE PREFERRED VO CE

USER JOHNDOE VA CE 4924041234567
USER J OHNDOE SMIP j ohndoe@one. wher e
USER JOHNDCE BUI LDl NG RED

Jane Doe:

CLASSNAME |CLASS KEYNAME KEY

USER JANEDCE PREFERRED EXCH

USER JANEDCE VO CE 4924047654321
USER JANEDCE EXCH JaneDoe @PR
USER JANEDCE BUI LDI NG BLUE

NVS: XPR/ BCU:

Two messages are sent, one to NVS: VO CE/ 4924041234567 and the other to
NVS: EXCH JaneDoe @XPR.

NVS: XPR/ BCU: EXCH

One message is sent to NVS: EXCH JaneDoe @<PR because John Doe has no
Exchange address.

NVS: XPR/ BCU: VO CE

Both users receive a message because both have an entry in the VO CE database field.
Target  addresses:  NVS: VO CE/ 4924041234567 and  NVS: VO CH
4924047654321
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NVS: XPR/ BCU: BUI LDI NG=RED

Example of an address with <Expression>. Only when the expression
BUI LDI NG=RED is true, the message is sent to the corresponding user’s preferred
address. In this case a send job thus occursto NVS: VO CE/ 4924041234567.

4.7 The NIL Protocol

The Mail APL provides the logical line NVS: NI L for data transmissions. All docu-
ments sent over this line are immediately deleted by the MRS Server. Documents are
replaced with a notice which contains information over the administrative deletion.
Researching such a transaction in the global journal can only be done by an adminis-
trator.

The purpose of this protocol isto provide a means of automatically filtering out unde-
sirable (Spam) messages, so that server resources are conserved.

This can be carried a step further by sending all messages to the address NVS: NI L/

ATOM ZE. In this case the message is deleted completely, and no journal entries are
made. Researching such atransaction is generally impossible since there is nothing to
indicate that a message was sent to this address.

Example:

« If Spam mail continues to arrive from a single originator, these can be eliminated
through use of arouting rule e.g.

NVS: *. */ *[ or g=NVS: SMIP. */ * @pam or g] =NVS: NI L/ ATOM ZE
from adomain or a specific user.

« Another application of the NIL protocol could be for restricting the size of outgo-
ing transmissions. A routing rule for this purpose would have the following
appearance;

NV S:*.*/*[org=NV S:$NODE/* ;LEN>1000000]=
NVS:NIL/TRASH[SUBJ=Mail too long - denied]
Through the use of this rule, al email messages originating from the system that

are larger than 1,000,000 bytes would not be sent. Subsequently, the document
would be deleted and the subject line modified with a message to the originator.

If thisruleis used in together with a database query, specific users can be excluded
from thisrule.

« A type of Robinson list via which transmission to specific usersis prevented. For
this purpose define a group (for example ROBI NSON) and subsequently a rule such
as.

NVS: FAXG3/ * [ GROUP( REC) =ROBI NSON] =NVS: NI L/ FAI L
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All FAX G3 send jobs concerning recipients who are members of the ROBI NSON
group would be reported to originator asfailed. Viathe corresponding report forms
this could be done in a more ingenious way to adapt the error report accordingly.

4.8 HP Digital Sender

96

Connecting the HP Digital Sender with the MRS Server has been realized viathe File
Interface APL. Thus each user entered for the HP Digital Sender can read in docu-
ments at this network integrated scanner and immediately send them via the MRS
Server after entering the fax number at the scanner. Since distribution lists can be con-
nected with afax number at the MRS Server, they can be transmitted via the HP Digi-
tal Sender aswell.

Beyond that users entered at the HP Digital Sender can be identified as MRS users so
that charges incurred by the transmission of documents can be assigned to them.

4.8.1 Hardware Installation

The HP Digitd Sender must be installed in the same network segment as the MRS
Server. The user performing the installation must have administrative privileges within
the segment. In particular an 1P address must have been assigned to the HP Digital
Sender. Please refer to the HP Getting Sarted Guide for further technical information.

4.8.2 HP Digital Sender Software Installation

The installation of the HP Digital Sender Daemon can be on any Windows NT server
within the domain in which the HP Digital Sender and MRS Server are found. This
could also be for example, the MRS Server itself. Administrator privileges must be
granted to the user who is conducting the installation.

As preparation an NT user account, which must have the privilege to “LogonAsSer-
vice”, should previously be generated. Subsequently, a new directory is created with
the share name “HPSSCAN’ . Within this directory a sub-directory must then be created
with the share name “HPFSCAN’. This directory acts as a repository for documents
read by the scanner. Now Setup can be started from the HP installation-CD for 9100C,
Build 806 or higher (green CD).

First set the language (English) and subsequently select Install HP Digital Sender. After
enabling the Next button twice, click on Install Administrator. On the page now dis-
played choose the options Administrator Software and HP Digital Sender Service. The
third selectable component Client Software Distribution is optional and only required if
fax transmission reports are to be received via the HP Client Software later on.

Now Setup starts the HP JetAdmin Software installation. HP JetAdmin Software
allows network administrators to quickly configure scanners and their associated user
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pools. After entry of the above generated user account for this service and the corre-
sponding password you are asked whether additional fax service functions are to be
installed. Confirm this and select the fax service MRS Unified Messaging. The share
(HPFSCAN) that was manually created during the installation of scanner service,
should be entered as the polling directory.

If Client Software Distribution has been selected further above you are now queried for
the clients to be distributed. Select all, thus installing the installation versions of al
operation systems supported by HP.

4.8.3 Configuring a User Pool

With the HP Address Book Manager now installed, users can be entered to alow them
sending faxes after logging in to the Digital Sender. Further processing of documents
delivered by the Digital Sender is performed by an E script of the File Interface APL
on the MRS Server side.

4.8.4 Installing the HP Digital Sender Protocol

The HP Digital Sender Protocol is realized as File Interface APL Script. In order to
install it the Settings options of the FIAPL should be selected in the Modules window of
the MRS Monitor and subsequently under Protocols the HP Digital Sender protocol is
Added. Operation of the File Interface APL Configuration Dialog is described on page
222 ff. In the following only the corresponding Properties of the HP Digital Sender
Protocol are described:

484.1 Host to File Interface (FIAPL)

Poll-Directory

Here the directory is set where fax documents are stored, e.g.: \ \ <Server>\ HPFS-
CAN\

Body-Directory

Here the directory is set where send information is stored, e.g.: \ \ <Server>\ HPFS-
CAN\

Pollrate

Every n seconds the above directory is queried for new fax documents.

Header-Patterns

The scanner stores the transmission information for newly read documents with the
extension hpf . *. hpf must be entered in this field.
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4.8.4.2 File Interface (FIAPL) to Host
Reports

The Reports Filter should be set to All, and no entry isrequired in the field Suffix.
Header-Directory

Here the directoy is set where transmission data is stored. Example:
\'\ <Server>\ HPFSCAN\

Once the configuration settings have been completed the HP Digital Sender is opera-
tionally ready. Rebooting of the MRS Server is hot necessary.

4.8.5 MRS User Configuration

In order to identify users entered at the HP Digital Sender as MRS users another data-
base field must be added to the user database. This field has the same name as the E
script, normally HPNSJ5. If a different name is preferred the script must be renamed
before installation.

Enter the account name of the user defined at the HP Digital Sender in thisfield so that
charges incurred can be assigned accordingly.

4.8.6 Reports

Users that wish to receive fax transmission data must poll them from the HP Digital
Sender. Delivery is either performed viathe above mentioned HP Client or per Internet
mail. For the latter service an SMTP address must be assigned to users upon their con-
figuration via the HP Address Book Manager.

This Internet address should correspond to the one entered in the user database and is
delivered to the user viathe MRS Server SMTP APL. Thus every client supported by
the MRS Server can be used to receive reports, e.g. all POP3 or IMAPA4 Clients. A
prominent example of thistype of programsis Microsoft Outlook with all its versions.

4.9 WAP Services
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The desire to be able to access the Internet and thus also mailboxes of an MRS system
via mobile phone led to the development of suitable protocols to combine these two
technologies. Since mobile phones only have a small display and furthermore the data
transfer capacity is relatively small, web pages cannot be represented in the traditional
way. In addition, storage capacity, CPU performance and entry options are restricted.

4.9.1 Wireless Application Protocol (WAP)

Monitoring and standardizing the Wireless Application Protocol (WAP) occurs
through the WAP forum, consisting of about 150 members mostly from the lines ter-
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minal device manufacturers, network operators and IT technology companies. This
forum aims at processing and transmitting Internet pages to mobile terminal devices
and working out global protocol specifications that allow wireless communication
between technically different mobile phone networks. Naturally thisis al done from
the point of view that existing standards are supported and future standard extensions
must be possible.

WAP is an industrial standard based on the client/server model, currently supporting
nearly all mobile phone standards worldwide. It includes the following features:

« based on the standardized file formats of the WWW
« sStandardized protocols for the radio interface

« standardized client (mobile phone) functionality

o Wireless Markup Language (WML)

« script language (WML script) that adaptsto the client’s potentialities in order to
work with restricted devices (low display solution, small storage capacity, low
CPU performance and a small band transmission medium).

4.9.2 WAP Architecture

WAP architecture consists of three components:
o WAP Server
o WAP Gateway
o WAP Client

49.2.1 WAP Server

The WAP Server is the resource (data, memory and process handling) providing
instance. It can be a standard WWW Server or a specially extended communication
server (e.g. the MRS Server with WAPAPL).

4.9.2.2 WAP Gateway

Contrary to the Internet the WAP architecture includes another element placed
between the WAP Server and the client : the WAP Gateway. It has two important func-
tions:

1. it servesas protocol converter
2. itisused as proxy

As protocol converter it turns the application protocol HTTP (Hyper Text Transfer
Protocol), employed between the WAP Server and the gateway, to the WSP Protocol
(Wireless Session Protocol) used for the communication between WAP Gateway and
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client. Additionally the amount of data is reduced in the gateway as this is necessary
with reference to the small bandwidth available for transmission to the client.

The proxy function makes sure that the WAP terminal device can pose queries to the
gateway which are then forwarded to the WAP Server. Beyond that the data sent by the
server are filed on the proxy. When the client then queries for a page already sent, the
data can quickly be forwarded. So pages aready called can directly be answered by
the proxy without accessing the server again.

49.2.3 WAP Client

A special WAP terminal device (mobile phone) mostly serves as client. It needs to be
equipped with a micro browser which is generally the case with devices of the latest
generation. Most of the preceding models (e.g. the Nokia 7110 or 6210 ) can be recon-
figured. Please consult mobile phone manufacturers and network operators for the cor-
responding information. An excellent information source are their Internet pages.

A tip with reference to possible connection configurations in the various networks: if
your mobile phone can be configured automatically then this option should be chosen.
Normally you only need to call the corresponding network provider via a certain call-
ing number and apart from afew confirmation entries the configuration process occurs
automatically. A manua configuration is not recommended due to many, relatively
complicated entries to be made on the mobile phone.

Connection between WAP Mobile Phone and WAP Server

By the example of the Nokia 7110 we shall describe in the following how tolog into a
WAP Server. Other types of mobile phones are, apart from different key allocations,
configured in asimilar manner.

Singular Mobile Phone Configuration
« Switch on the mabile phone and enter the PIN
o Select “Services’ via“Menu” and press the scroller (do not select “ Start”!)

« A menuis displayed in which you need to scroll to “Bookmarks’. Press the scrol-
ler to select thisentry.

« Next enable the “Options’ key to open a menu where “Add bookmark” is found
and called with the scroller.

« Enter the WAP Server addressin the entry field available now (the format normally
is “http://xxx.yyy.zzz.com/wap.wml™). Enabling “ OK” saves the address. Another
entry field opens where you define the name under which the previously entered
address is to appear in the menu.

Connecting the MRS Server for Information Query
« Switch on the maobile phone and enter the PIN
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o Select “Services’ via“Menu” and press the scroller (do not select “ Start”!)

« A menu isdisplayed in which you need to scroll to “Bookmarks’. Press the scrol-
ler to select this entry.

« Scroll to the name of the WAP Server address in the list displayed and press the
scroller once again. The ensuing connection setup to the WAP Server has been
accomplished when the Login window appears.

101



Server Administration
WAP Services

« Scroll downwards until you reach the entry field under “User” and press the scrol-
ler.

The user name entry field appears. Enter the user ID with the mobile phone keys
and confirm the entry with “OK”.

« This takes you back to the Login window where you are prompted for the pass-
word. Scroll to the entry line under “Password” and press the scroller to open the
corresponding entry dialog. Enter the password and confirm with “OK”.

« Under the password entry the menu option “Login” is faded in. Select this option
and press the scroller to activate it.

o Provided the entries made so far are correct, the WAP Server can be accessed now.
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For more details on the operation and the functions of the MRS-WAP Server please
refer to the separately available “WAP User Manual”.
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5 MRS Monitor

The MRS Monitor is used for displaying status, performance, diagnostic, etc. mes-
sages for the complete MRS System. The configuration of individual MRS compo-
nentsis aso done through the use of the MRS Monitor.

The MRS Monitor can be started from any Windows NT/2000/XP computer within
the network, so that the administration of the MRS Server can be comfortably per-
formed. With the MRS Server installation a share isimplemented from which you can
start the monitor when you do not operate the MRS Server itself.

Remote maintenance can also be performed by trained personnel without having to be
on-site using the Remote Access Service (RAS) from Windows NT.

5.1 Security

Working with the MRS Monitor requires logging in at the MRS Server. Viathelog-in
options you can specify whether thislogging in isto be permanent for asession or isto
become automatically invalid after a configurable period. The last option is considered
useful for example to prevent unauthorized users from accessing the MRS Server via
the started MRS Monitor after an authorized person has logged in at the server.

5.2 Operation

After itsinstallation, the MRS Monitor displays per default data of the local computer
where the MRS Server is running. This information is provided in the monitor win-
dows Modules of <Server>, Lines, and Default Logging.

All componentsinstalled within the MRS Server are displayed in the Modules of < Ser-
ver> window. A topic areais assigned to each component where log information can
be displayed. If a log report is generated that has no topic area, this report would
appear in the general without topic section. In thelogging window all general informa-
tion, error, and warning reports are displayed. If at a later time a component is to be
added or special debugging information is required for error analysis, the desired topic
can be seized with the left mousebutton kept pressed and dropped in alogging moni-
tor. A dialog is then opened in which thefilter for the selected topic can be configured.

All components that administer lines are displayed under Lines. As with the logging
information, lines can also be moved to a line monitor per drag&drop and displayed
there. The line monitor displays all lines. When a connection on one of the lines is
established, this can be seen in the line monitor (fax number, telephone number., etc.).

The last entry found in the Modules of <Server> window is the Settings option. Con-
figurable MRS components can be configured here.
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The Toolbar and Status Bar can be switched on or off under the menu entry View.

Fast access to many of the Monitor’s functions can be found by clicking on the icons
within the toolbar. A short description of the icon’s function appears (Quicklnfo),
when the mouse pointer is positioned over theicon.

Current date and time are always displayed in the status bar.

Following this general introduction of the functions of the MRS Monitor, areview of
all Monitor possihilities will be presented. This will be accomplished by creating a
complete Monitor-layout. Any of the delivered Monitor layout examples may also be
used.

5.3 Creating a new Monitor Layout
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In the following a new Monitor layout for a MRS Server will be created. Throughout
the Monitor set-up important concepts and various configuration possibilities of the
MRS Monitor will be demonstrated.

First create a new monitor layout and select the computer where an MRS Server is
running. In the example, the computer with the name Anja has been selected on which
an MRS Server named Anja is running..

select Server E

" | oal Computer
' Computer Mame: IANJA J

Cancel |

A window now opens in which all components of the server are contained. A compo-
nent is made up of the following:

« Topic: Categorizes component output
« Lines: Displaysthe physical and logical connections.
« Settings: Components configurations can be viewed and modified.

At the top of the list is the name of the server and the connection status. Individual
monitor windows can be created for lines and topics. The individual monitor windows
can either be confined within the MRS Monitor, or placed independently within the
user interface. The last-mentioned (floating monitors) are visible even when the MRS
Monitor is minimized.
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5.3.1 Configuring a Logging Monitor

Next alogging monitor is to be defined in which error reports, warning messages, and
genera information of all MRS Modules will be displayed.

Select the menu entry View and sub-
sequently the entry Logging Monitor. g |view | Window]

After the appearance of the new

monitor, click with the right mouse %W_
button to call the pop-up menu and
select the Properties dialog. In the
Filter tab, select the New Filter button - hiodue

for all components and topics. Inthe  yoque: o = m
Monitored Data section check the 1 [ap r e
entries Fatal Errors, Errors, Warnings - _ |
and Privileged Messages. The last- [ Momer=aPee

. [V Eatal Enors [~ Debug Level 1
r.1amed are selected messages addi-  Enors  DebugLovel2
tionally flagged. Developers can flag Tl B E s
any type Of mme SO that [ Infarmation [ Debug Level 4
important information messages are ™ Debug Information ¥ Frivileged Messages
displayed even when this type of
memge h% OtherW|Se been d|sab' ’TI Cancel | Apply | Help |
led.

If you want to install a Logging Monitor for specific APL topics, you can also select a
module and click on Expand. For each topic of this APL an individua filter entry is
generated then. Those not needed can be deleted. With several APL topics required
this procedure is normally less time-consuming than defining each of these filters
Separately.

In the View tab of the Logging Monitor properties window afile name may be entered
so that all protocol information is simultaneously logged for evaluation at alater date.

If several Logging Monitors are to be created, a unique name must be entered for each
monitor for the log file! Fonts as well as various font colors may be used to separate
the various types of monitored data. In this manner, error reports could appear in red to
enhance their visibility.

In the Window tab of the properties dialog a title can be assigned to the monitor
describing its function. By checking the Show Caption entry, the monitor title is dis-
played in the title bar of the monitor thus reducing possible confusion when numerous
monitors arein use.
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5.3.2 Configuring Line Monitors

The Access Protocol Layer converts physical linesinto logical lines. A physical lineis
defined and provided through an external network and represented by connection (net-
work hardware). Logical lines are independent of the external networks and are deter-
mined by network type and protocol. Logical lines are represented through the NODE
and CLASS of an MRS Address. With the exception of the Access Protocol Layers,
the complete MRS Server works exclusively with logical lines. Physical lines can be
made-up of numerous logical lines if the various protocols are available to the net-
work.

Two monitors will now be configured for displaying physical and logical lines. The
module MTA (Message Transfer Agent) administers al logical lines. By selecting the
menu entries View and Line Monitor and then using the Drag and Drop method with the
MTA module, a new line monitor is created, displaying the logical lines of the MRS
Server. The other MRS Modules administer only physical lines, if any at al. The cre-
ation of anew line monitor for physical lines is the same as for logical lines with the
exception that the MTA module is excluded from the filter settings.

The resulting display is here as depicted:

€ MRS Monitor - ANJA'ADMINISTRATOR

File Edit Yiew Tools Window Help
{%}? Digapl ;I ----- W MTA dialog: O active N
{&‘a Isdnapl || o U NYSITCPIP: ready - ANIA/Tcpapl
{&‘a ipapl ] - MVS:DIS: ready - ANIAMailapl -
--{%}% Cinpl ]| W MYS:SFOD: ready - AMIAMailapl
--{%}% wiapl ]| W MYS:STOD: ready - AMIAMailapl
{&‘a whallapl ] W MYS:ANIA: ready - ANJAMailAp]
-8 Repapl || W NYS:MAILBOR: ready - AMIAMai
{&‘a Lear ] W MVS:TRDE: ready - ANJAMailapl
w4 notapl || W MY ANIALISTPROC: ready - Ab 3™ 1P - Welcome To The Warld
3 R | [ T MYSLDGP MALL: ready - ANIAM 3= H1S0CSTA CSTA Link
I'_—'l? <lines= || T MVSIMIL: ready - AMIAMailspl - | - Lear : Running
R T =l W MYSILDAR, TRANS: ready - ANiiLI ™ Notification Service -
4 | B A | A | | AP | | v,
[fE105237.420  lsdnépl  FlaiDiallie | Dialinfo <1005 [CIP3alue=T elephony] is invalid, Cal wil be ignared
26106237 420 |zdndypl Flci Dial Info | Foar further infoz: Open Logging Monitor and add Module lzdndpl, 22
26.10:54:25. 734 Chitypl H150C5TA | Monitar timed [0x500008]) out after 7' tiez! Remove 100" WWS. TCP
4 I I _’I

5.3.3 Saving Monitor Layouts

The monitor layout can be stored and later |oaded for use on another computer through
use of the menu entry FileoSave As Template. The server name can be changed for fur-
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ther applications with the layout. If the layout was created e.g. for use on alocal com-
puter, it can also be reused on any computer within the network.

If the option FileoSave As is selected, the MRS Server settings are saved along with
the layout and when re-opened, immediately display datafor the configured server.

If you want to immediately start the MRS Monitor with a selected or generated layout
on your computer with each log-in, create a shortcut with the M shbn. exe fileinthe
autostart directory and specify the layout that you have saved as parameter.

5.4 Standard Monitor Options

Every new monitor window is assigned the default settings as defined under the menu
entry ToolsoOptions. These settings may be changed at a later time for an individual
adaptation of the Monitor windows.

541 Modules

This portion of the MRS Monitor is used to configure the default appearance of the
Module window. In the Display automatically section, sub-trees are selected, which are
to be displayed in the expansion. Additionaly, the menu option Sorting can be
switched either between By Module or By Type (Topic, Lines, Settings), and a configu-
ration assigned to both types.

The type of sorting used for the creation of a new Module window is dependent upon
the entry in the menu option Sort.

When sorted by Type, al Topics, Lines, and Settings are respectively summarized and
displayed. When sorted by Modules, Topics, Line, and Settings are displayed under
their various Modules.

Various reports from the modul es are found under Topics. General reports without spe-
cifically assigned topics are filed under Without topic. Further topics are provided by
the modules for special topic areas, in which targeted report selection is possible. All
lines administered by the modules are physical lines with the exception of the MTA
(logical lines only). Module configuration, testing, and validation is accomplished
under Settings.

Via activation of the Pop-up Properties Automatically option under Drag & Drop, prop-
erties dialogs are automatically displayed. Now when a new monitor is created and a
topic inserted with the drag and drop method, the properties dialog automatically
appears for immediate configuration and individual adaptation of the monitor window.
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5.4.2 Line Monitor

For lines, two configuration tabs, Window and Filter, are available. The Window tab
allows the assignment of a name or caption to a new line monitor as switching on or
off the caption bar. These configurations can be individually adapted for other line
monitors.

In the Filter configuration tab, the entry Display sub-lines automatically determines
whether sub-lines are automatically shown for the displayed lines.

Connections are defined through the displayed datain the Data to be displayed section.
Various parameters can be selected for defining the connection: Line State Information,
Remote/Local Address, Cost, Baud Rate, Error Rate, Incoming/Outgoing Bytes, Total
Bytes to Send, Incoming/Outgoing Pages, Total Pages to Send.

The parameters listed above are not provided by every line type. Baudrates, e.g. for
connections within a local network are not available for report information, even
though this information would be of interest with a modem connection.

5.4.3 Logging Monitor

For the configuration of logging monitors three configuration tabs, Filter, View, and
Window are used. In the Window configuration tab you can default set the caption for a
new logging monitor and switch on or off the caption bar. These settings can be indi-
vidually modified for each window late on.

In the Filter configuration tab you can select information to be displayed in a new log-
ging monitor per default:

o Fatal Errors: Errors that lead to abnormal module termination.

o Errors. Non-critical errors. In most cases the module remains in a functioning
State.

« Warnings: That e.g. reports are generated for intermittent configuration discrepan-
cies.

« Information: Normal operation reports.

« Various debug level reports used by developers and service personnel for diagnos-
tic purposes. For the average user these reports are meaningless.

As default Topic, either <All> or <Without Topic> may be selected. In most cases the
entry <All> should be selected since each module has special topics defined for its out-
put and a categorical distribution isthen possible.

The appearance of new logging monitorsis set using the optionsin the View configura-
tion tab.
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Fonts can be selected aswell as font color assignment for the various report types (F -
fatal error, E - error, W - warning, | - informational, debug info, debug levels (1-4)).
Through the use of the various colors the gravity of a report can be recognized at a
glance.

Through the selection of the Background Color... button, the background color of the
logging monitor can be changed.

Selection of the Reset button returns all valuesto the preset defaults. Aswith other set-
tings in the Properties dialog, the Reset function applies only to the monitor being
configured.

A speciality is the RotoLogger option which can be selected to limit the size of log
files and simultaneously to specify the number of log files to be stored. If you looked
for an error that occurs very rarely or only after hours of extreme server loading, the
debug log file would become far too large considering that only the last detailed infor-
mation on the error would be of importance. Therefore the log files are overwritten by
the Roto-Logger using the Round-Robin method so that the maximum size entered for
all log files will not be exceeded. To activate the Roto-Logger the option Log into File
must be check marked and subsequently afile name entered in the corresponding field.

5.4.4 Main Log file

Filter settings for the main log file are configured in this dialog. This log information
is alwaysincluded with the main log file.

5.4.5 Active Alert

Filter settings for Active Alert reports generated by the MTA (see page 183). All of the
log reports listed in this dialog can be used for Active Alerts. Active Alerts could be
used e.g. as error notification to an administrator or the accountable service hotline.

5.5 Monitor Usage Examples

55.1 Line Monitor

The MRS Monitor can be used in a number of

Lo 01 (Bican DIVA 2arver BR) varying situations. One possible application is
as an activity monitor for al physical lines. For
this purpose generate, as above, a new monitor
layout with a server view. Subsequently create
a floating line monitor (ViewoFloating Line
Monitor) in which al physical connections are

------ T TCPIP.O: 10.1.14.4:5944 Active lines: 064, Peak: 2
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displayed. Even when the MRS Monitor is minimized, the floating monitor remains

open displaying the server’s activity over the physical lines.

All floating line and logging monitors can have their own toolbars. These toolbars are
activated by aright mouse button click within the window, and subseguent selection of

this option.

55.2

ters conditions are set.

As seen in the above illustration a monitor has also been created for the TCP/IP mod-
ule. By pressing the spacebar aline can be inserted in the Logging Monitor that acts as
aoptical separation for the easy identification of test phases.

Special Analysis Session

When specific modules require a more detailed examination, an individual logging
monitor should be created in which the various reports are stored and al possible fil-

Bg «Topics> ||| W MYSTCPIP: ready - AMIA/Topapl

----- W NYSIANIA: ready - ANIAMailAp]
----- W NVS:IMAILBOY: ready - AMIAMai
----- W MVS:TRDE: ready - ANJAMailapl
----- T NYSANIALISTPROC: ready - Al
----- T NYSILDAP. MAIL: ready - ANIAM
----- T MVSIMIL: ready - AMIAMailspl - |

? <lines= ||| & - MVS:DIS: ready - ANIAMailapl - Dialogic 01 {BRIMVFD)
EGE <Settings> ||| W MYS:SFOD: ready - AMIAMailapl Hom
2= N LS | | H MYS:STOD: ready - ANIAMailapl

¥ o1

- H1SDCSTA CSTA Link
- Lear : Running
- Motification Service

- Isdn 01 (Eicon DIVA Server BRI)

- IP - Welcome To The World

----- W MYS:ILDAP TRANS: ready - ANiiLI

Xz

€F MRS Monitor - ANJAADMINISTRATOR [_ (O] x|

File Edit Yiew Tools Window Help
_ NI —lolx| —lol x|
AMIA Connected alll U MTA dialog: O active - ;I

-
Xz

Address Manage D Generated 2 address

Trangport Line D [58] Primary address iz 10.1.14.4 ’

Trangport Line D [58] Ready to process data
Trangport Line D [58] Address qualified by first request [10.1.14.4:8968)
Seszzion Manage 1 GualifyLine: Line 58 found [(MWS TCPIPA0.1.14.4:8968)

26.11:05:26.317 =
26.11:05:26.317 =t
26.11:05:26.317 Topapl
26.11:05:26.317 Tepspl

4

140 Dispatcher 1 [58] got last read confirmation

Seszzion Manage 1 [58] deregisterLine(): shutting down MWS: TCPIPA10.1.14.4:2968

Trangport Line D [58] Shutting down
Meszage Parzer D [58] Shutting down

-

4

5.6 Local Installation

On the computer where MRS Server components are installed, a share MrsMonitor to
the configuration DLL's of these components is automatically installed as well. On the
kernel computer you then also find in this directory the actual MRS Monitor.
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We recommend to install alink to the M shMbon. exe filein the MrsMonitor share on
the kernel computer and thus always to start the monitor from the server. In this way
you automatically receive the correct version with an MRS Server update.

The MRS Monitor always loads a required configuration DLL from the computer
where the APL to be configured or the kernel component runs. For this purpose it is
loaded from the corresponding share on this computer. Consequently, version conflicts
are avoided when you have e.g. alocal, deviating version of this configuration DLL.
This case might occur when you administer several MRS Servers of different version
status with one MRS Monitor.

If you want to install the MRS Monitor on a local computer, copy the files M s-
Mon. exe, M sRsrc. dl | from the monitor share of a kernel computer and for the
online user assistance all files with suffix chm In this case make sure to copy these
files anew when performing an update.
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6 MRS Modules Configuration

6.1

Integrated Services Digital Network (ISDNAPL)

ThelSDN APL, aswith all components of the MRS Server, isinstalled using the MRS
Setup program. The configuration of the ISDN APL is done through use of the MRS
Monitor. The ISDN configuration dialog is started by double clicking on the Set
Options entry found under Settings in the module window of the MRS Monitor. Under
the option Set Advanced Options, further settings for the APL configuration are avail-
able, but in most cases these options under normal configuration are sufficient.

Since all modifications are dynamically effected, arestart of the ISDN APL is not nec-
essary after changes have been made.

6.1.1 Protocols

All protocols supported by the  Preesek | Extensions| Voicemil
ISDN API_ are ||Sted |n th|S d|a' Telematic protocals:

log. [E}erin | Ergo Seript (TUM) -
Other protocols that are installed %Eﬁgjm v

on the MRS Server can be |3 ruwss Fas Group 4 (digital)

inserted by selecting the Add but- %mm ':W' Messi-gewc"i“ng

ton. Protocols that are aready | e  Fsware soim

installed can be deleted by select- Dsms SHMS (TP/UCP protocel Bl
ing the Remove button or disabled

with the Deactivate button. The & Beniors Bopetics | _Deactate |

ISDN APL also supports EUr0 - pesiption
F||e Transfer servers resp_ C|ients Erga True Unified Meszaging Script
(see page 64), fax transmissions
and reception, fax G3 polling
from fax-on-demand servers (see
page 57), fax G4 transmissions T P T
and reception (see page 63), MRS
SMI protocol (see page 58), voice mail playback over the telephone (see page 66), and
script based protocols such as the Fax-on-Demand Server (SFOD, see page 66), the
standard Voice/Fax mailbox (MCK, see page 72), or the modern voice mail system
Ergo (seeindividual manual).

Parameters of the various protocols can be displayed and modified through selection
of the Properties button. A description of the protocol settings follows.
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6.1.1.1 Euro-File Transfer Server

General
Since this is a standard protocol, the Riepeat Strategy | Private |

various elements are displayed, but - Mame

cannot be modified. EFT

DISpIayed elements are Compriw Of Protocol designation:

the protocol Name (over which the pro- [Eita Fie Transter EFT fsver
tocol is addressed), Protocol designa- N
tion: (Um for dlsPlay in the MRS D'I:Si:t‘:j:toonc::olenablestheEuroFileTransfer[EFT]
Monitor), and a detailed Description: of server furctionalty,

the protocol and its functions which
appears in the configuration tab when

selected.

Script based protocols may be arbi- [ o | cancel | s |
trarily named and standard protocols
inserted under another name. When inserted under another name, the properties of the
standard script may be modified.

Repeat Strategy
The number of redial attempts and at  General | | Frivate |

Wh|Ch interVaJS the_)/ are |n|t|ated can — Repeat counters and time intervals

be set under Repeat counters and time o meder [0

intervals. The number of redia _

a[tempts iS entered in the Ieft'hand por_ |2 times after 120 seconds, then

tion of the dialog, and the correspond- [1 times after [0

ing interval between the various [ tmesder [0
ID

seconds, then

seconds, then

seconds, then
attempts in the right-hand portion of _
the dia 0g. IU times after

seconds

Up to 5 different counters with varying
time intervas may be used. The
counters are executed sequentialy o |
until a successful redial has been made =
or the last counter is expired.

Cancel | Lpply |

If after all repeat attempts have expired and a successful transmission was not possi-
ble, the message originator will be informed through a status report.
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Private
Private Data. These seftings corre- Gensrl| Repsat Stiategy { Fiivaie ]

spond in their operation to those in the - Additional canfiguration data
INI configuration files from the Win-
dows 3.1. One protocol specific entry
may be entered per line (Value=...).

Example: Guest User =EFTGUEST

The following table contains a list of
the possible entries for use with the
Euro File Transfer Client:

QK I Cancel Lpply

Value Significance

GuestGroup MRS User group which is the owner of the guest account.
This account is required for Euro File Transfer and is by
default the guest user that was entered during the installa
tion. The account can be re-assigned to another user
account.

GuestName MRS User Name (description) for the Euro File Transfer
guest access. This account is by default the guest user
entered during the installation. The account can be re-
assigned to another user account.

GuestPrivileges MRS Privileges for the Euro File Transfer guest access.
These privileges are by default those of the guest user
entered during the installation. This entry applies only to
those EFT privileges that can be entered here and separated
by acomma.

GuestUser MRS Login name for the Euro File Transfer guest access.
This name is by default the guest user entered during the
installation. The account can be re-assigned to another user
account.

UserDirCorrelField Normally, an individuad Euro File Transfer directory is
installed for each user. If this database field entry exists,
directories can be installed for numerous users.
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Value Significance

WelcomeText General welcome text. This greeting is automatically copied
to the users directory when it isinstalled.

6.1.1.2 Euro File Transfer Client

This protocol contains the following configuration tabs that have already been
described in the Euro-File Transfer Server Protocol: General, Repeat Strategy, and Pri-
vate.

6.1.1.3 Fax Group 3

This protocol contains the following configuration tabs that have already been
described in the Euro-File Transfer Server Protocol: General and Repeat Strategy.

The following settings are also available in the configuration tabs.

Identification
If an entry is present in the fields Identi-  General Ideniication | Fax i3 | Fepeat Stiategy | Frivate |

fication for fax transmissions and Page ~ Identification for fas transmissions

header for fax transmissions, these [43 1234 56789

would be used instead of those global
settings of the MRS Server for fax G3
identification and page header.

When individual identification and
page header have been entered in the
user database, these entries would be
used instead of those of the MRS
Server global settings.

The Identification should correspond oK | Cancel Apply
with those of the T.30 standard which
allows only digits, spaces, and plus signs (+).

— Page header for fax tranzmizzions

IEompany
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Fax G3

When the option Retransmission
enabled is enabled, fax documents
which are interloped due to termina-
tion of the connection will be retrans-
mitted from the point where the
interruption occurred. To notify the
recipient of this fact, the text contained
in the field Note on first page is printed
on the first page of the retransmitted
fax document. If this method should
fail the document will be retransmitted
in its entirety until successfully
received.

Activation of the option Chaining of

Fax Group 3 Protocol Properties E

Generall |dentification  Fax G3 | Fepeat Strategyl Privatel

— Retransmission of intermupted fax tranzsmizzions

Mote on first page

IEontinuation of an interrupted fax transmission.

— Special functions

[V Chaining of documents enabled

[” Beceipt of fax documents for existing mailbowes only

oK I Cancel |

Apply

documents enabled allows the transmission of several fax documents from various
users to a single recipient. Originator, recipient and the fax resolution used must

match.

The receipt of fax documents can also be restricted so that only existing mailboxes are
allowed to receive incoming fax documents. This option has various advantages:

« If anincoming fax document is targeted for an unknown mailbox the server would
not accept the call. This prevents unnecessary costs for the originator of the docu-

ment.

« Since fax documents targeted for unknown addresses are not accepted, the Post-
master’s account is not tasked with disseminating incorrectly addressed fax docu-

ments.

« Storage space on the harddisk is allocated only for deliverable fax documents.
Fax documents are retransmitted until the document is correctly received or the condi-

tions of the repeat strategy have expired.

119



Server Administration
Integrated Services Digital Network (ISDNAPL)

120

Private

Private Data. These setti ngs corre- General | Identiication | Fax G2 | Repeat Stiateay Private|
spond in their operation to those in the ~ Additional canfiguration data —————————
INI configuration files from the Win-
dows 3.1. One protocol specific entry
may be entered per line (Value=...).

Example: | nsert M dH =1

The following table contains a list of
the possible entries for use with the

Fax G3 protocol:

Value
CheckPageNumbers

DocChainlgnoreQrig

InsertMidHI

UseFaxIdAsOAD

Fax Group 3 Protocol Properties E

CheckPageMumbers=1

QK I Cancel Lpply

Significance

When set to 1 an OK report is only sent when the number
of sent pages reported by the CAPI driver corresponds to
the number of pages in the document. Otherwise it would
be possible to receive an “OK (2 pages sent)” report for a
four-page document.

Only documents addressed to a single recipient and origi-
nating from a single sender may be chained when set to 0
in fax chaining for the fax G3 protocol. When set to 1 only
the recipient address must be the same for the chained doc-
uments. In this case the originator address is not observed.
If for example numerous fax documents are printer queued
and two are addressed to the same recipient, both docu-
ments would be sent as a single transmission. In this case
billing information is not processed.

When set to 1 the message ID will be inserted into the
headline. The headline may be up to 22 characters in
length.

Cdling Line Identification (CLI) would be used as the
originator’s OAD with inbound fax documents. If thisfield
is empty while no CLI can be determined, the number in
the fax ID will be used as CLI.

When this value is set to 1 the fax 1D will always be used
asthe CLI with inbound fax documents.
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Value Significance

Set this value to 1 if you always want to have the fax ID
figures as originator instead of the transmitted CLI.

6.1.1.4 Fax Group 3 Polling

This protocol contains the following configuration tabs that have aready been
described in the Euro-File Transfer Server Protocol and with the Fax G3 Protocol:
General, Repeat Strategy, and Private.

6.1.1.5 Fax-Fax-Converter (Transparent/Server)

Both Fax-Fax conversion protocols are described on page 61 of this manual. Possible
settings correspond to those found in Fax G3 Protocols.The following table contains
further configuration possibilities for the Private configurations tab:

Value Significance

FfuAmt Only when the IntiIDialMode is set to 0 an exchange
for Fax Forward Reports can be configured. Normally
LinePrefix would be used.

FfuSendErrRep When set to 1 an error report will be sent to the trans-
mitting device by the MRS Server when an error
occursin Fax Forward mode.

FfuSendMidInld When set to 1 internal fax devices receive the message
ID number asfax ID by fax forward.

FfuSendOkRep When set to 1 an receipt report will be sent to the
transmitting device from the MRS Server by success-
ful transmissions in Fax Forward mode.

FfuSendRundRep When set to 1 an receipt report (with all recipients)
will be sent to the transmitting device from the MRS
Server by successful transmission of a distribution list
in Fax Forward mode.

6.1.1.6 Fax Group 4

This protocol contains the same configuration tabs as those described in the Euro-File
Transfer Server Protocol: General, Repeat Strategy. A Private configuration tab is also
available but no options can be set iniit yet.
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Additionally, the Identification configuration tab is available for use. It should be noted
that a page header may not be used with Fax G4 transmissions, but in accordance with
F.200 standards, characters may be used in the fax identification.

In the Fax G4 configurations tab the

option Retransmission with Fax G3 proto-
col after failure enables the automatic
retransmission of a document in a Fax
G3 format. If the address entered for
the Fax G4 isthat of an analog and not
that of a digital fax device, the resolu-
tion of the document would be reduced
and sent as a Fax G3 transmission.

Generall Identification | HepeatStrategyI Privatel

— Retransmission

™ Retransmizsion with Fax G3 protocal after failure

— Special functions
™ Use T70 netwark layer
The switch Use T70 network layer uses
either the older T70ONL or 1SO8208 as
Layer 3. When in doubt the 1SO8208
should be used since an incompatibil-
ity exists and Fax G4 documents can- oK ] Conce izl
not be transmitted from a T70NL
connection to a |SO8208 connection.

6.1.1.7 MRS SMI-Protocol

This protocol contains the same configuration tabs as those described in the Euro-File
Transfer Server Protocol: General, Repeat Strategy and Private. Currently no settings
can be configured via the Private configuration tab.

6.1.1.8 SMS (TAP or UCP Protocol)

This protocol contains the same configuration tabs as those described in the Euro-File
Transfer Server Protocol: General and Repeat Strategy.
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Private
Private Data. These seftings corre- Gensrl| Repsat Stiategy { Fiivaie ]

Spond in the' r Operation tO thOSE' in the — Additional configuration data

INI Conflguratl on fll% from the Win- ?igest={DHGr}~JAME,1B}: {SUBJECT, 32}, {TIME}:
11 DIGEST,200

dows 3.1. One protc_)col specific entry DiGEsT 2

may be entered per line (Value=...).

Example:
Di gest ={{ DATE}, { DI GEST}}
The following table contains a list of

the possible entries for use with the
Fax G3 protocol:

QK I Cancel Lpply

Value Significance

Defaultld Default caller ID for SMS messages. Only with the UCP protocol acal-
ler ID can be transmitted that is normally taken from a user’s SMS
database field. Otherwise the default ID specified here is delivered.
Vodafone D2 uses UCP, whereas T-D1 uses TAP which does not allow
originator 1D transmission.

Digest Transmitted text messages can be modified through the use of several
variables: transmission time, etc. Possible variables corresponding to
those used in CIT notifications are displayed in the following table.

Overview of variablesused in the SM S Protocol value Digest
Variable Significance
{ DATE} Date.

{DI GEST[, <Max>]} A portion of the original message is embedded in the Report.
The maxim length can be defined through the optional entry
<Max>.

The algorithm used for building the Digest attempts to
retrieve the text without a loss of information. Example:
Empty lines, greetings, ...

{ FORVAT} Original message format (e.g. Voice, Fax or E-Mail).
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Variable Significance

{ ORGNAME[, <Max>]} Readable form of the originator address. If information over
the fax originator is contained in the Alias database, this
could appear as a name instead of afax number.

The maxim length can be defined through the optional entry

<Max>.
{ ORGNCDE} Incoming Service
{ ORGUSER} Originator Address

{ RECNAME[, <Max>]} A readable form of the recipient address. The maxim length
can be defined through the optional entry <Max>.

{ RECNCDE} Target Service
{ RECUSER} Recipient Address

{ SUBJECT[, <Max>]} Subject line of the original message. The maximum |length
can be defined through the optional entry <Max>. If the
actual length is longer than <Max>, it will be truncated and
“..."” appended.

{TI MVE} Time

6.1.1.9 Scripts

The Cycos own ‘E’ script language enables implementing further Protocols. Just like
with the precursor VFS, individual voice and fax mailboxes, Fax-on-Demand server
etc. can be realized with E providing a significantly more efficient language and, in
particular for programers, a more comprehensive APl with nearly all MRS specific
functions.

The standard scope of delivery already includes scripts for the first two applications
the configuration of which is described in the following. These are here the VFS based
standard voice/fax mailbox and Fax-on-Demand realized with E. As TUI the modern
ERGO, aimed at convenient Unified Messaging, is available. It was written in E and
its configuration and operation is described in an individual manual.
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Via the Script configuration tab you can

select one of the installed E- or VFS
scripts. Selecting the Parameters... button
enables the actual configuration of the
script and Compile is used for script com-
pilation. This is only required when you
have developed new scripts yourself
which are thus present in the source. In
most cases an already compiled object file
is available which can be executed by the
Server.

In the following, various standard MRS
script configurations are described. These
settings are found through selection of the
Parameter button.

General  Script |Identificati0n| Formatsl Attributesl Privatel
— E-Script
IFax o Demand j
Compile |
QK Cancel Lpply
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Standard Voice/Fax Mailbox

This script isthe user’s personal answering machine in which voice mail messages can
be received and played-back anytime. Inbound fax messages can be rerouted to other
fax devices and email messages can be read using the text to speech module.

The menu structure of this script can be seen in the Sandard Voice/Fax Mailbox docu-
mentation.

Further configuration occurs be selecting the numbered button preceding the Script
name Standard Voice/Fax Mailbox.

With aclick on the numbered button before the installed script Standard Voice/Fax Mail-
box, occurs the further configuration of this service.

The Control mode access num-
ber is the number allocated

) General | Menu I Securityl Messagesl Advancedl
from the extension number

— Control mode

range required by mailbox

owners to access their mail- -
bOXGS Here users can I’etl’ieve " Activate control mode for all numbers
:ha rd messages an? e'g' r.OUte = Switching function:

ax documents to fax devices.

Exampl e The eXtenS on num- " Operator access number: I
bers 10 ';0 99 are aJ|Ocated tO ' Deactivate switching functions

the script. The extensions 10 to
98 are used as access numbers
to the users mailbox for out- ok | _coed |_ o |
side callers wishing to leave a
voice mail or fax messages. The extension 99 would be designated as the control
access number in which the mailbox owner dials. After entering their mailbox number
and PIN code through a DTMF (touchtone) telephone, the user may query any
inbound messages in their mailbox.

The option Activate control mode for all numbers is normally used when the control
mode number does not originate from the extension number range of the user. In this
case, two extension number ranges would be assigned in the number plan. One range
is the user mode to which inbound messages are sent. The other range consistsin most
cases of a single number which is used as the control mode number. Over this number
the mailbox owner switches directly in the control mode and is then able to query any
inbound messages.

If switching is possible with the implemented ISDN boards, thus they have, for ex-
ample, an MVIP bus (e.g. ITK Ix Octo or ITK Ix Primary), the operator or the person
chosen for thisrole can be directly dialed from mailbox operation via Operator access:.
A mailbox owner can just as well directly connect him or herself to a caller that left a



Server Administration
Integrated Services Digital Network (ISDNAPL)

message. This function of the standard voice/fax mailbox can also be deactivated.
Thus three modes are available for switching functions;

Options availeble to all mail-

box owners are determined in
the configuration tab Menu.
The speech menu is expanded
with each activated option

. IV Distribution lists [~ User outeal
Ir;e(;?é gg(rjnptlr:gteégre.rgic?nmdef ¥ Qutbound journal I” Language selection
vidual options are listed as fol- IV futomatic inbound query I™ Estemal voice mail
lows: I™ Short Message Service I™ Readflag for binary mails
o Fax I™ Automatic reply
All fax functions. This
menu tree must be deacti- [ ok | Cconce ol

Operator access number: selected, but no number specified.
External switching is permitted but there is no operator that could be diaed for
help.

Operator access number: selected and a number specified.
External switching is permitted and beyond that you can contact an operator if pro-
blems occur.

Deactivate switching functions selected.

General Menu |Security| Messagesl Advancedl

— Enabled menu itemns

v i I Read g-mail [Text-to-Speech]

vated if the script is bound
to an ISDN card that does not have fax functions.

Distribution lists

Distribution lists can be administered from the telephone and used for message
transmissions to numerous recipients.

Outbound journal
Outbound journal querying e.g. status of fax transmissions.
Automatic inbound query

This function enables the sequential querying of all new messages by depressing
one DTMF key.

Short Message Service

Notification of new message delivery can optionally be over SMS Short Message
Serviceto cellular telephone entered in the user database.

Automatic reply

When avalid address is available, replies to messages can be made without manual
input of the address.
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o Read e-mail (Text-to-Speach)

Inbound email messages can be read over the telephone through use of text to
speech integration.

o User outcall

Mailbox owners can reply directly to calers who have left messages when the
ISDN card is equipped with aMVIP bus.

New message notification can optionally occur per user outcall. In this case the
MRS Server calls the specified number and plays the selected greeting. Subse-
quently you need to legitimate yourself by entering the individual password (PIN)
before new messages can be accessed.

If a user selects this notification option per voice menu, then “<protocol>/
<number>“s is written in the CI T database field, thus for example MCK/
123456789.

o Language selection

The script is available in various languages. The mailbox owner has the option of
switching between the various languages.

o External voice mail

Voice mail messages can only be sent internally by default. When this option is
activated, transmission of voice mail messages to external addressesis possible.

« Read-flag for binary mails
Sets all received emails and fax messages (only in voice operations) automatically

to “read”. This delivers the status message “No new messages’ after playing-back
voice mail messages and resets the message waiting lamp on the telephone.

Thus the Standard Voice/Fax Mailbox provides three different types of new message
notification which the user can select via the speech menu:

« Notification viatelephone LED.
If a user has selected this natification option, the protocol and number for setting
the LED is written in the Cl T database field. “Cl T_BASI ¢/ <number>*“ (Hicom
PBX viamodem of the V.24 system) or “MW / <number>*“ (MWI protocol viaCTI
APL or the E-script MWIIsdn.e in the ISDN or Diaogic APL), thus for example
MW / 123. The protocol depends on the PBX.

o Message waiting lamp.
“Cl T_BASI C/ <Number>" is entered in the database field CI T, e.g. Cl T_BASI C/
123.

« Notification over SM'S Short Message Service.
« Notification over User Outcall.
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The Default PIN (Personal Iden-
tification Number) at first login:

for mailbox owners is set in
this dialog. This entry is valid

Generall Menu  Security | Messagesl Advancedl

— Perzonal Identification Mumber

unless the administrator has Default FIN at fist login: 111111
assigned PIN numbers in the _ _

appropriate field of the user L} BN expies fter P doys
database.

Notice: Since this is a default
PIN number, it should be
immediately changed by the

new mailbox owner. ,TI pomm— | el |
The switch Pin expires after:
determines the validity length of the PIN number. Mailbox owners are automatically
instructed to enter anew PIN number after expiration of the time period.

The Maximum voice mail length:
for recorded messages is

defined in the Messages config-
uration tab.

If other times are to be alo-
cated to individual users, this
should be done through the | ' Lmteundte o e
user database. Recording times
for the individual users can be
entered in the database field
MAXRECTI ME. If it is to be

Generall Menu I Securty  Messages |Advanced|

— Meszages

M aximum voice mail length: Im seconds

used, this database field must —
be inserted in the user data- [oc ] oo | o |
base.

When the option Limit journal to: ... messages is activated, the user will be prompted
when thislimit is exceeded.

The Advanced configurations tab will be used in the future for additional parametersto

customized script extensions. Furthermore the foll owing options which cannot be con-
figured in the previous tabs are available:

- askf or nmai | box

If the Standard Voice/Fax Mailbox has already identified the caller on grounds of
his transmitted telephone number with switching to the control mode, only the PIN
is queried and not the mailbox number. If the mailbox number is to be queried in
each case this parameter should be entered.
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- uocnhane=<Script Name>

With activated User Outcall this parameter must be entered if the protocol name for
the Standard Voice/Fax Mailbox does no longer correspond to the default script
name ntk but has been changed.

Example: - uocname=VO CEFAX

- BeepDel ay=<Timein Seconds>

Time in seconds between the personal announcement and the beep which indicates
the start of the recording. This value can be upgraded if you have all subscribers
recording an announcement text ending with “Press O for connection to the opera-
tor...”. This parameter can be used to give the caller sufficient time for pressing O
after the announcement.

Viaentry of the mobile phone number or another digital (ISDN) telephone number in
the database field DI RECT- LOGON the user is automatically logged in at the system
when he calls his mailbox from the corresponding telephone.

To get output on the displays of a telephone connected to a Hicom 300 you should set
the value ACLUse (DWORD) in the registry key HKLM Softwar e\ PP-
COM MRS\ | sdnApl \ Vf s to 1.

Fax-on-Demand Server

A description of the three modes of this script and the associated options is found in
the “Fax-on-Demand Server” section from page 66.

In the script configuration the three standard services of the Fax-on-Demand server are
set. You can assign documents an extension humber so that these are automatically
sent when the number is dialed. Furthermore, polling is enabled viaDTMF tones of an
MFV compatible telephone. The access numbersto be entered correspond to the num-
bers required for dialing in into the system. The polling numbers that you enter for
specifying the desired documents must originate from the extension number range as-
signed to the script and must not be identical!
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In order to reach the configura-
tion dlalog Of the Fax__on_ Trunk Groups | Bindings I Fesources I Call Charges I Fiestart I Woicemail I
Demand server, open the setti ngs Pratacols Originatar Addresses I Extensions I Devices
dlalog Of the Tel ematic APL Telematic protocals:
(ISDN APL) in the MRS Moni-
D FAxG4 Fax Group 4 [digital) ;I
tor. [ MCK Standard Voice/Fax Mailbox
In the Protocols tab select the Fax g e ';':;‘L”';f;‘:ge Waing
on Demand protocol and click on [0 PLAYWAVE  Plajwave Script
properties. Ea Fax on Demand
[ 5M5 S5 [TAP/UCP protocol)
D WOICE Woice [zend only] -
Add | Remaove Properties Deactivate
r— Description
This protocol implements a configurable fax-on-demand server that can
be administrated via a TUI.

QK I Cancel | Apply |
The configuration dialog of the Fax on

Demand protocol opens.

In the General tab you can modify the set-
tings for the name, the protocol designa
tion and a supplementing description.

General | Script I Identificationl Formatsl Attributesl Privatel

— Mame

FPratocol designation:

Fax on Demand

Description:

Thiz protocol implements a configurable
fax-on-demand server that can be administrated via a
Tul.

o]

Cancel Lpply
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To configure the Fax-on-Demand script,
S‘NItCh to the SC”pt tab and In there pr% General  Script |Identificati0n| Formatsl Attributesl Privatel
Parameters. .
— E-Script
IFax o Demand j

Compile |

QK | Cancel | Lpply |
The Fax-on-Demand script configuration
d|a|09 opens. General | Documentsl Supervisorl Eustomerl
General Tab: - DTMF mods
In the DTMF mode portion enter the access s e g, [z
number Via Wh| Ch a user can p0|| Fax-on- — Fax document storage directony
Demand documents im the voice menu Pele ||

Operata:j DTMF mOde (See pwe 68) Hide first line of fax header

If yOU do not want FaX-On-Demand dOCU' ’7 I Hide number of sender on sent fax

ments to be stored in the default folder Caller veriication

(< MRS Root>\ user dat a\ f Od) , you can ’7 ™ Werify caller for fax polling permiszion ‘
enter the path to another filing directory in
the Fax document storage directory section. ok |

Cancel | Apply |

The option Hide number of sender on sent fax
under Hide first line of fax header prevents an originator information from appearing in
the header of the polled fax.

If you only want users entered in the MRS database, and for who the Fax-on-Demand
privilege (FAXG3REV) is active, to use the fax polling service, checkmark the Verify
caller for fax polling permission option. Users not present in the database receive a stan-
dard fax document when the option is active (see page 133).
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Documents Tab:

The Fax document names portion serves to
alter the prefix and suffix of the saved Fax-
on-Demand documents. Under Layout file
names you can then see the modifications
performed.

Use the Default fax documents for unknown
callers section to define which fax docu-
ments are sent to users unknown to the
system. These fax documents are only
transmitted when in the General tab the
Verify caller for fax polling permission option
is active (seepage 132).

Supervisor Tab:

In the Supervisor mode section enter the
access number that leads to the voice menu
operated supervisor mode (see page 70). In
this mode you can file, rename and delete
Fax-on-Demand documents.

The password (PIN) to enter the supervisor
mode is specified in the DTMF sequence
field.

The Supervisor-mode login attempts portion
serves to define how many login attempts
may fail until the system quits the login
procedure.

Fax on Demand E

General Documents | Supervisorl Eustomerl

— Fax document name:

Prefix: .
ms -» Lapout file names

Suifis: Ifa“ mrs1 234 fax

r— Default fax documents for unknown callers

General fax: mrs IDDDD‘I fan
Fax. 100 dpi: T IDDDm fam
Fax, 200 dpi: T |00002 fam

QK I Cancel | Apply |

Fax on Demand E

Generall Documerts  SuUpervisor | Eustomerl

— Supervizor mode

Access number [e.g. 38]: |39

— Supervizor password

DTMF sequence [e.g. 1234 |1234

— Supervizor-mode login attempts

Failed login attempts befare timeout: |1 jl

QK I Cancel | Apply |
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Customer Tab:

In the Customer specific parameters field  Genel| Documents | Supervisor Customer |
you can enter all configurable parameters
of the configuration dialog as command e epeeop
line parameters. In the following find alist {

of the available parameters:

Parameter

check

hideorigin

path

prefix

recdefault

rec100dpi

rec200dpi

suffix

admin

Fax on Demand E

Mote: Unrecognized parameters will no longer be
shown when restarting configuration.

QK I Cancel | Apply

Description Default Setting

Activates/deactivates the caller's Fax-on- false (deactivated)
Demand privilege

Activates/deactivates hiding the fax header. false (deactivated)

Sets the path to the fax filing folder <empty> for default fol-
ders

Sets the prefix for al Fax-on-Demand fol- prefix=mrs
ders.

Sets the calling number of the default fax recdefault=00001
document sent to unknown users.

Sets the caling number of the 100dpi rec100dpi=00001
default fax document sent to unknown users.

Sets the calling number of the 200dpi rec200dpi=00002
default fax document sent to unknown users.

Sets the suffix for al Fax-on-Demand docu- suffix=fax
ments.

Sets the access calling number for the super- admin=0
visor mode.
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dtmf Sets the access calling number for the dtmf=0
DTMF mode.

pin Setsthe access PIN for the supervisor mode. pin=0000

tries Sets the number of tolerated failed attempts tries=1

tolog in at the supervisor mode.

Example:

When you enter the command line instruction hideorigin in this dialog and save it, the
Hide first line of fax header option in the General tab (siehe page 132) changes.

Message Waiting Indication

The MWI protocol implemented via the MWIISDN.e script for Siemens PBXs trans-
mits information required for setting the LED and the display via the D-channel (Cor-
net-N/NQ or QSIG). Depending on the PBX a callback number is required which is
dialed when the user presses the activated LED. This callback number is transferred to
the script parameter field in the format CALLBACK=<number>.

In most cases this number corresponds to the callback access number configured with
the TUI used so that you are directly connected to the TUI by the telephone LED for
playing back a new message.

Thisrequires further settings with most PBXs. The number e.g. set in the script as call-
back access and used as callback number in the MWI protocol must be equally admi-
nistered in the Hicom 300. Thisis done in the AMDRI CHT with parameter PM Here a
maximum of 20 servers that may set MWI can be administered per Hicom.

6.1.1.10 Voice Play-back via Telephone
This protocol enables the output of voice mail messages to the telephone.

The protocol’s configuration tabs General and Repeat Strategy correspond to those
aready described with the Euro-File Transfer Server Protocol. In the Private configu-
ration tab an option is available for the recording of a called party. Settings for this
option are described in the MRS System Architecture.

135



Server Administration
Integrated Services Digital Network (ISDNAPL)

136

6.1.2 Extensions

The assignment of number ranges ~ Fretocels Estensions | Voicemail|
to the various protocols is accom-  Exensions

plished in this dialog. Inbound

Isdn APL Settings B3

) £h 997999 ERGO
calls are bound to the various pro- &3100.933 FaxG4
tocols through the use of exten- = |& 00003 SF0D

sion number ranges.

Selection of the buttons Add,
Remove, or Deactivate switches-off
the selected extension number

Bemove

43-2404-1234
43-2404-1234
43-2404-1234

Froperties Deactivate

range while retaining the current

Conﬁ gurati on. Drescription

If a deactivated extension number
range is selected, the Deactivate
button automatically switches to

Activate, and the extension number
range may be reactivated.

0K

| Cancel |

Apply |

Selecting the Properties button enables configuration of the various settings for the

selected extension number range.

Extension Properties

The Start and End of a extension number
range is defined in the corresponding
input field.

If a Point-to-Point connection is not
available, but a Point-to-Multipoint is
present, a Discrete MSN (Multiple Sub-
scriber Number) can be assigned to the
protocol instead of an extension number
range. The ISDN APL will then only
take calls on the MSN for this protocol.

Bindings

In this portion of the dialog number
ranges are assigned to installed proto-
cols and OADs. When the service type
can be determined from the D-Channel
information, it is possible to assign a
single extension number range to sev-
eral services (protocols). This is sup-

Extension Properties E
— Extension

" Discrete MSN

Start: ISQ?

End: |999

instead of the assigned MEH.

[iote; PAEX: with MEN connections often signal &
canfigurable extension number to the connected device

— Bindingz

Pratocol: [ERGO

[ Create alzo for, all ather suitable Protacals

— Deszcription

Lancel
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ported by the option Create also for all other suitable Protocols which automatically
assigns analog extension number ranges to installed protocols. These are usually Fax
G4 and one protocol including Fax G3 reception, e.g. the Standard Voice/Fax Mailbox.

Attention: Since no distinction can be made through the D-Channel information
between FAXG3, VFS-Scripts and E-Scripts, a single extension number range may
not be used for these services. This also appliesthe EFT (Euro File Transfer) and MRS
SMI protocols.

Description

An optional description for the extension number range can also be entered for display
inthisdialog.

The following is a description of the Advanced Options.

6.1.3 \Voice mail

More recent voice mail server — Fiolocols| Esensions Voicemai |
such as Ergo, PhoneMail or VMS ﬁ’:
support a common database lay-

out for functions generally used,
so that these configuration data

r— Configuration profile:

SOEFALILT

can be g|0ba||y %t here fOI’ a” Edit... | Mew ... | LCopy ... | Delete |
these systems. With these global

settings Configuration profiles can [ Fretoeel cenfigustion

be created that are aﬂgned to the Protocoll Canfiguration profile I

. . ERGO DEFALLT
respective protocols in the Proto- ’

col configuration section.

A voice mail server need not use
all setting options offered but
when a corresponding function is
intended, it is set here.

The default settings in the K| et | |
$DEFAULT profile cannot be mo-

dified so that you can always return to them. To select other settings either choose,
modify and subsequently save an existing profile under a new name by means of
Copy.... Or generate a configuration profile from scratch via New.... Existing profiles
with the exception of $DEFAULT can be modified with Edit... or removed with Delete.
A profile consists of the configuration tabs described in the following.
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6.1.3.1 General Settings

First you can enter a Profile name
under which this configuration pro-

i ; Recording settings | Secuity settings | Call wansfer seftings |
file can be assigned to a protocol at General settings | i
alater date.

All greetings recorded by the user Prafile name

or system greetings recorded by the [
administrator are normally stored
in the vidat a subdirectory in the
\\ <MRS>\ user dat a structure.
The user dat a directory is shared

— Woi il d ath
under the name MrsUserdata$. Va- preemal saiap
rious voice mail wgems could thus I\\GUSTAV\MrsUserdata$\vmdata M
use a common directory or an indi-
Vidual one eaCh by SpeC|f|C31|0n Of — Alternative warn prompt
another directory under Voice mail | —
data path. [ B |
The user is warned by a beep that
he or she has only a few seconds I

left for finishing a recording. This
acoustic alarm can be replaced with an individual greeting in the Alternative warn
prompt field.
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6.1.3.2 Messaging Settings

Inbox Settings

With quotas activated in the MTA
you can by means of Quota thres-
hold enter a value in percent from
which the user is warned by the
TUI that his or her quota will soon
expire. Note that thisoptionin True
Unified Messaging environments,
where the Microsoft Exchange or
Lotus Notes message store is used,
is considered useless since the
MTA quota function does not mo-
nitor this external message store.

In Max. Inbox documents the number
of messages offered by the TUI is
restricted. Depending on the sor-
ting set in the WebAdmin you al-
ways receive the first n messages
with n corresponding to the value
set here.

Options

Fecording settings I Security settings | Call transfer settings |
General settings Meszaging settings
r~ Inbox zetting
Quota threshald (in %] IE j
Max. Inbox documents I‘IDD_j
— Optior:

[ Disable SMS natification

[ Disable distribution lists

[k I Cancel Lpply

Here you can disable the features SMS notification and distribution lists.

139



Server Administration
Integrated Services Digital Network (ISDNAPL)

6.1.3.3 Recording Settings
Here you can default set the maxi-

mum_ recordl ng Iength to “mlt the General settings I Meszaging settings I
filesize. Recording settings | Security settings I Call ransfer settings

Max. length of name recording refers
to a voicebox owner's name that I
can be recorded tO be played bmk Max. length of name recording (in sec] I =
to a caler. This helps the caller to

- E
make sure tha[ he or g,]e haS d|a|ed Max. length of announcements [in sec) 0 =

the correct number.
Max. length of messages [in sec) IBDD jl
Max. length of announcements limits

voice box ownersin their recordin .
Of announcements Vi a the TUI . g Min. length of any recording [in mz) ID :II

Max. length of messages is a default

setting referring to a caler. The

caller can leave a message but will

be interrupted after the period set

here. Shortly before the recording T o |
time is up, the caller receives a —
warning.

ViaMin. length of any recording you can set a minimum period that a recorded message,
name greeting or greeting must have lasted beforeit is stored. In thisway no new mes-
sage is stored when the caller e.g. hasimmediately hung up again.

Cancel | Lpply |
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6.1.3.4 Security Settings
The Min. telephone password (PIN®)

|ength determln% the minimum General settings | Meszaging settings I
number of dlgltS that a new PIN Recording settings Security settings | Call transfer settings
must have. A PIN should be long

enough to increase %urity bUt Min. telephone pazsword [PIMN] length jl

short enough to be kept in mind. ]
. Mumber of stored telephone passwords [FIM] ID j

ViaNumber of stored telephone pass-

Words (PlN) the Wﬁem enCOdes and Telephone pazzword [FIM] expiration ID j

stores a number of PINs previously

Usw. These PI NS are Checked b ax. tolerated login failures I3 j

when the current PIN is modified

so that areal new one must be ente- Default PIN 0000

red instead of e.g. toggling bet-
ween to old ones. Entering O disab-
les the function.

Sanctions on too many invalid login:

[T Lock woicebox

In Telephone password (PIN) expira-
tion you can enter anumber of days
after which aPIN is considered in- o ] Ccoce geply
valid and the user is prompted to
enter anew one. Entering O disables the function.

By means of Max. tolerated login failures you can specify a value from which measures
set in the Sanctions... section are to become active. Furthermore the system hangs up
when the value has been reached so that a call needs to be repeated. If the Lock voice-
box option was set then, redialing is impossible and the voicebox must first be unlo-
cked again by the administrator.

In the Default PIN field you can alocate a PIN for a user to perform the first login. In
most cases the user is then prompted to specify an individual PIN.

9. Personal Identification Number, occasionally also called telephone password.
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6.1.3.5 Call Transfer Settings
A caller may be put through to the

Default operator. The corresponding
extension or user ID must be ente-
red here for this purpose. In the lat-
ter case the associating telephone
number is taken from the user data-
base.

Using the Call transfers via PBX op-
tion, call forwarding is performed
in the telephone system. Thisis not
always possible so that this option
must not be set then and call trans-
fers are realised via a second B-
channel on which the MRS Server
dials out.

ViaAllow blind transfers you can ac-
tivate this type of forwarding. With
a blind transfer the target is not
checked for availability so that the

General settings
Fecording settings I

r— Default operator [uzer 1D or extenzion)

I Meszaging settings |
Securty settings Call transfer zettings

IPDSTMASTEH

— Optior:

[ Allow blind transfers

v Call transfers via PEx

— Allow call transfer from
[T intemnal callers

[T estemal callers

[k I Cancel | Lpply |

caller either receives a busy sign or is even routed to the voice mail system in the
user’'s mailbox again that he or she wanted to be put through to.

The Allow call transfer from internal callers/external callers option is used to decide whe-
ther a caller can be routed to a stand-in or to the operator. A voicebox owner can ap-
point a stand-in to who a caller is automatically put through after calling the corres-
ponding menu command. Alternatively a default operator can be made available for
callers that do not want to leave a message but immediately get in touch with the cal-
lee. The permission to that is given through activation of the corresponding option for

internal and/or external callers.
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In the following find the extended settings of the ISDN APL.

6.1.4 Telematic Protocols

The Advanced Option settings

for the various ISDN protocols

in the section for Telematic Pro-
tocols at the beginning of this

settings, but a modification of the &
default settings are normally not B

i 8 Trunk Groups | Bindings I Fesources I Call Charges I Fiestart I Woicemail I
COI’I’eSpondS W|th tho% de&:” bed Pratocols | Originator Addresses I Extenzions I Devices

Telematic protocals:

chapter. Two further options are m

also available for the protocol [0) FAXGIREY  Fax On Demand (Group 3]
D FAxG4 Fax Group 4 [digital)

Erga Script [TUM] -
Fax Group 3 [analog)

MCEK. Standard Voice/Fax Mailbox

bl bl Mezzage ‘Waiting
requi rw_ [ PaGER Pager script
D FLAYWAWE Flaywave Script LI
These options include the sup-
Add E B i Deacti
pOI’ted fOI’matS and pr0t0C0| ful Hemaove Properties eachyvate |
att” buteS — Description

Erga True Unified Meszaging Script

QK I Cancel | Lpply |

Formats

In this dialog the various file formats
are displayed which are supported by
the individua protocols. The MRS
Server makes the necessary conversion
(when possible) to one of the formats
listed here for outgoing transmissions.

If aconversion is not possible, an error
report would be generated by the
server informing the user that docu-
ment could not be sent by the selected
protocol.

Since files sent using the Euro-File-
Transport are in a binary form, no con-
Versions are necessary.

Fax Group 3 Protocol Properties E
General I ification I Fax G3 I

Fiepeat Strategy | Attributes I PFrivvate
B Fax[G3)

— Mote
Only formats that can be processed by this protocol are
dizplayed.

QK I Cancel Lpply
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Attributes
In this dialog protocol attributes are Genersl | idenfficaton | FaE3 |
d|$|ayed and can be aCtlvated or dea:' Fiepeat Strategy I Formats PFrivvate
tivated by clicking on the entry. o Incoming
i . B Outgoing
If for example the Outgoing attribute & Register Cost
were to be deactivated, only incoming o Store and Forward
documents would be processed by the
protocol.
In most cases these settings should not - et
g Only th ttributes that itted b bl
be modified by the user. T S e A e
which are compatible with the protocol may be
changed.

QK I Cancel Lpply

6.1.5 Originator Addresses

Originator addresses (OADs)
U%d by the ISDN APL that dlffer Trunk Groups I Bindings | Fesources | Call Charges I Fiestart I Woicemail I

from those of the global configu- Frotocals Originator Addresses | Ewtensions | Devices
ration are assigned in this dialog.
The first calling number dis
played is aways the global OAD
which is, for example, used for
normlization by the server. It
must correspond to the system
calling number without exten-
sions so that normalization can

International dialing numbers used by connections [0AD]:

be CorreCtly performed for CTI . Add Eemove Froperties Deactivate
If the OAD to be used by the S

i phicn
I SD N A PL da” ates fl‘0m the WS‘ Global Originator Address. This setting is alzo used as a prefis for user

extenzion numbers. |t was entered during installation and should not be

tem caling number, thus for changed.
example contains a cross connec-
tion number, another OAD must
be added here and the line bun-
dles and extension ranges linked

to this OAD. x|

Extension numbers are administered through use of the Add, Remove, Activate, and
Deactivate buttons. The Deactivate button turnsinto Activate when you dial adeactivated
originator address.

Cancel | Lpply |
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TThe individual settings of extension
numbers can be configured through use
of the Properties button. If a direct con-
nection is made to the telephone
exchange, the number should be entered
and no entry should be made in the field
Tie trunk number. With connections to
the PBX that are made over a cross-con-
nection the ISDN APL’s behavior is that
of a sub-system. In this case the cross-
connection number isto be stated if it is
transmitted by the PBX. In most cases
configuration already occurs internally
in the PBX and specifying the cross-
connection number can be omitted. Via
the Line Bundles tab these numbers are

— Locati
ocation o I
Country  Area code 0AD
[E - e - [iza Cancel_ |
Tie trunk number
— Dialing p

Trunk access
Mational prefis:

Intermnational prefis:

—
—
—
e

— Deszcription

bound to alogical line bundle which in turn belongs to a physical ISDN connection.

Furthermore the trunk access as well as national and international prefixes can be set

for the calling number.

Finally an optional description for the extension can also be entered for display in this
diaog. In this way maintencance personnel can be provided with important informa-

tion.

The ISDN APL interprets numbers with more than 9 digits as a number in an interna-
tional format. If when selecting a number with such a format, an error should occur,
the global originator address (first OAD) should be checked for accuracy. A logging
monitor to display the topic DI ALI NFO of the ISDN APL and for activation of all fil-
ters can be configured in the MRS Monitor.
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6.1.6 Extensions
The Advanced Option sattings - Teektes | srebar ) Fewues | ctcioges” Rest | Toeemt|
for the Extension number ranges

Corresponds with those described Extensions: |<AII Originator Addresses> j

in the section for Telematic Pro- ' ERGO 43.2404123

tocols at the beginning of this = [@109 FeGa 4924041234

chapter @ 00o-099 SFOD 45-2404-1234

In contrast to the normal settings

configuration menu, extension

numbers for Originator

Addrm Other than tha[ Of the Add Eemove Froperties Deactivate
MRS Server can be configured. = - = -

The extension range is selected = [ Deseition

and subsequently Properties but-

ton.

Advanced Options

The extension properties provide
the following additional options ok | cancel Eoply
which cannot be set with normal
configurations.

If the option Allow variable length is activated numbers dialed from outside the system
may be of a variable length. If the extension number range is defined as 6 digitsin
length e.g. 700000 to 999999, then any inbound call with 1 to 6 digits beginning with
7 and extending to 999999 would be forwarded according to the implemented Routing
Rules.

The option Allow superfluous digits ignores any additional digits that are inputted after
the actual number. This could apply for the extraneous numbers 500, 50123, etc. for
the user with the extension number 50. Without this option the ISND APL would be
unable to ascertain a user for the inbound routing, or refuse to take the call. The inter-
action between the options Allow superfluous and Allow variable length is presently
unknown!
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6.1.7 Devices
ThlS Configuration tab d|Sp| ayS Trunk Groups I Bindingsl Hesourcesl Call Ehargesl Hestartl Voicemaill

Pratocols I Originator Addresses I Estensions Devices

al ISDN boards installed in the
M RS Server and SuppOI‘ted by the LCommunication devices:
ISDN APL. An automatic hard-
ware recognition is performed for
this purpose. The Add button is
therefore with the ISDN APL
never selectable.

Hardware supported by the ISDN
APL and their individua perfor-
mance features can be found in
the release notes of the MRS = [ Description ——
%rver or the HardWare Compatl- Eicon Metworks Serial Mumber *
bility List (HCL).

Devices that are already installed
can be either Deactivated or
Removed through selection of the
appropriate button. The 1SDN Y[R R
APL independently deactivates a

previously configured board not found with a restart. This occurs on grounds of the
assumption that a hardware failure may have happened and thus the comprehensive
configuration files are to be saved. If, however, the board has actually been removed,
you can delete the configuration data associating this board viaRemove. Thisoptionis
only available with deactivated boards since physically existing boards would be
added with the next restart by the automatic hardware recognition and removing were
thus pointless.

Selection of a specific device and subsequently the Properties buttons, enable the con-
figuration of Number of physical Channels (B-channels) and Number of built-in Fax G3
Resources.

Aidd Bemove Froperties Deactivate
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Via the Properties button you
can specify the Number of = - Deviee |
phySical channels: (B_Chan_ Mumber of physical channels: IE E;mel
nels) and the Number of built-in _ Gl |
Fax G3 Channe|S: fOI’ the Mumber of logical trunk groups: I‘I
selected device. The |last-men- Mumber of built-in Fax G3 channels: |2 Snalog |
tioned is performed because ——
Wlth S'Ipported’ active ISDN Mumber of leading digits to be ignored: ID
boards for Fax G3, the corre- _ L _

. [ Automatic humber identification with extemal prefis
sponding hardware modules
must partly be |ntegrated in — Dutgoing calls
the ISDN board Mumber of trailing digits to be included: IU
The number of physicaly

present channels may be

divided inlogical trunk groups to which various protocols may be bound. Here only the
number of the required subdivisionsis specified and the precise assignment of the sin-
gle channels can then be performed in the Trunk Groups configuration tab | ater.

Additionaly, a portion of the extension number can be ignored by Incoming Calls.
Example:

The number 49-1234-5678-xx is given. The delivered extension information is
5678123, which is interpreted as the complete number 49-1234-5678-5678123. In
this case the first four digits (5678) must be ignored.

If the option Automatic number identification with external prefix is activated, the individ-
uals extension (Automatic Number Identification [ANI]) would be returned with the
number of pre-configured digits outside dialing number. Thisinformation is used for a
uniform acquisition of billing data.

Note: To view the complete incoming number a Logging Window should be opened in
the MRS Monitor. The Topic Di al | nfo from the ISDN APL should be copied
(drag& drop) to this window and the filter conditions set to debug information.

With Outgoing Calls it is possible to insert digits to a dialing number. If for example a
PBX system has two cross connections 82 and 83, then a call from 8247 to 8311 is
simply transferred internally and not through the public exchange. Numerous PBX
systems do not have this function, and in such a case the call must be routed through
the public exchange, and therefore these prefixed digits. In a case such as this, the
number of prefixed digits must be entered here.
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6.1.8 Trunk Groups
Frotocals Originator Addreszes I Extenzions I Devices I

The logical line bundles of al
installed devices are displayed in
thisdialog.

The display is switched between
the various devices with the pull-
down menu Trunk groups for
device:. All logical line bundles
alocated to the device are dis-
played in the center window.

The user can Add, Remove, Acti-
vate, or Deactivate lines. The but-
tons adapt automaticaly to the
different line states.

The number of lines displayed is

Trunk Groups

Trunk groups for device:

Bindings I Fesources I Call Charges I Fiestart I Woicemail

| 01: Eicon DIV Server BRI

=

Add Bemove |

Froperties | Deactivate |

restricted to the number specified
in the license key.

o]

Cancel |

Apply |

Lines can be configured by selecting a

line and subsequently the Properties but-
ton.

Access to Physical Channels

In this dialog B-Channels are assigned
to logica line bundles and the maxi-
mum number of outgoing connections
configured.

Physical channels can be divided into
several sub-groups eg. a Syy,-board
with 30 channels. The second option
Max. number of outbound enables the
reservation of channels so that channels
are also available for inbound traffic.

Transfer Information

— Phyzical channels

Start with channel:

oK

Lancel |

End with channel: |2

Max. number of outbound:

— Tranhsmission

Unit cost per MEByte:

Bits per second [BPS): ID

— Bindingz
0AD: I 43-2404-1234 A l

Protocols: | @ ERGO
& FAXG3
B FAXGIREY

o FAXGH LI

The Unit cost per MByte: and the Bits per second(BPS): can be individually assigned to

all lines within this portion of the dialog.
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Cost effective and fast lines are preferred by the ISDN APL.

Bindings

In this portion of the dialog line bundles are assigned an Originator Address (OAD)
and a supported protocol bound to them. This assignment must match the originator
address assigned to both extension ranges. Clicking on the box proceeding the proto-
col name you can disable a protocol so that this protocol is not handled via this line
bundle.

6.1.9 Bindings

Blndl ngs can be d|sp| ayaj ather Frotocals | Originator Addreszes I Extenzions I Devices I
. . Trunk Groups ~ Bindings | Fesources I Call Charges I Restart I Waicemail
by Protocol, Line, Extension

By enabling or dizabling bindings you can assign protocols, trunk groups and

Rang e, or OAD extenzion number ranges in an exact manner.

Selected entries in the display

can be switched on or off through  show bindings far [Bll potosals |
selection of the Enable or Disable

buttons. =

The opposite dialog displays the
line bundle of the ISDN board
that is bound to the Ergo proto-

col. Furthermore you see the = |ZH 7

three configured extension ranges w0 FexG4

of which one has been assigned =~ |#3 MX =
to the Ergo protocol, one has e

been bound to Fax G4 and one to — e |
the fax polling server. Correspon-
ding to the Ergo protocol the last
ones are displayed deactivated.
Thus you have here a good over-
view of all settings and the available or used resources.

QK | Cancel Lpply
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6.1.10 Resources

Hardware

In this section the number of line
(B-Channel), voice (corresponds
with number of lines by I1SDN),
and fax resources are entered.

Under Detected hardware: the
maximum number of resources
determined by the hardware rec-
ognition is displayed. On the left
you find the maximum number of
resources to be used by the ISDN
APL which must not exceed the
number of resources acquired per
license. This number to be speci-
fied here can be smaller than the
number of licenses actualy
acquired. In this way, with a dis-
tributed installation, you can
assign resources to another ISDN
APL on another computer.

DTMF Recognition

Isdn APL Settings B3
Frotocals I Originator Addreszes I Extenzions I Devices I

Trunk Groups I Bindings FResources | Call Ehargesl Hestartl Woicemail

Enter the total number of resources ta be reserved and DTMF
recognition type. The information provided here will be compared
with the licenze key information.

— Hardware
Total no. of resources reserved Detected hardware:
IE Line resources 2
|2 Woice resources 2
|2 Fax resources 2

— DTHMF Recognition

€ Hardware

{* Software

QK I Cancel Lpply

DTMF recognition is always done per software with the ISDN APL. Other telematic
APL which use this configuration menu may allow an individual setting of this option.
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6.1.11 Charges
Charge costs are |nterna”y com- Frotocals I Originator Addreszes | Extenzions I Devices I

Trunk Groups I Bindingsl Resources  Call Charges | Hestartl Woicemail

puted by the PBX. Therefore, )
enS.H ng Charges must be mgned gglﬁ;:g}ii:;eidn;ttri}iocdastitoonb[gdied for call detail recording [CDR] and
to either the user initiating the

transaction, or to a cost center. ~ CDR per cal charge pulse
Assigning costs to the initiating ~
user is done through use of the

data transferred over the D-chan- [ cunency uits pr puse
nel of the ISDN. Therefore, the
CLI is correspondingly adapted.

— Lalling Line |dentification

Chal’g e Pu |Se Inform ation & |z COSTIMFO from user databass, of local extension

' Nomalized [intemational]

When the option Evaluate call € Local estension
detail information is activated, £ Hone
ensuing transmission costs are Default CLL:

compiled. For this purpose, the |
charge pulse information of the

telecommunications service pro- ok |
vider is required. In most cases
charges are aready evaluated in
the PBX so that this option can be deactivated then.

The Currency units per pulse field contains the price per pulse in the local currency. In
Germany, for example, an entry of 12 units per pulse would correspond to 12 Euro-
cent. Depending upon where the PBX was purchased or leased, the base price per
pulseis pre-programed, so that a setting of only 1 isrequired in thisfield.

Cancel Lpply

It should be noted that the pulse data delivered by some service providersis less than
accurate. If e.g. adiscount is given for calls longer than three minutes this would be
reflected in the monthly invoice and not in the charge per pulse.

Calling Line Identification

The Calling Line Identification (CLI) can be used by the PBX for billing. For this pur-
pose the CLI can also be manipulated. Through use of the option Local Extension the
users extension number is taken from the user database.

The user’s CLI can aso be used in an internationally normed form when the option
Normalized (international) is activated.

Next you can use the COSTI NFO field from the user database instead of the normal
user extension number. For purposes of billing, users can be grouped together since
this number, in contrast to the extension number, must not be unique. Therefore, the
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option Use COSTINFO from user database, or local extension must be activated. If the
field COSTI NFOis empty, the local extension number will be used.

When the option None is activated, either O isdelivered asthe CLI so that no individual
billing by the PBX is possible, or , aternatively, afixed originator ID can be set in the
option Default CLI:, so that a single originator ID is given for al users. In this case, all
costs ensuing from the MRS Server would be booked by the PBX to a single account.

In addition to its use for billing purposes, the CLI isalso used by the PBX for initiating
outgoing calls.

6.1.12 Restart
L. . . Frotocols I Originator Addresses I Extenzions | Devices I
Add|t|0na| Logglng TOpICS Trunk Groups I Bindings I Resources I Call Charges ~ Restart | Woicemail

In this section the ISDN CAPI Trace ﬁg Logaing fiters can be activated here. Thess fiters should only
can be activated. Due to an R

increase in server load, this func-
tion should only be used when
acute problems occur.

As soon as the ISDN CAPI trace
has been activated a separate |og-
ging window can be configured in
the MRS Monitor for the topic

— Additional logging topics.

The following additional filkers are available:

— Restart

“ CA Pl Trace” . " Release all guisting connections immediately
Restarting APL ™ Restart all Services
Through selection of the Restart ==

APL button the ISDN APL is shut
down and subsequently restarted
automatically. After the button has
been selected the ISDN APL no longer accepts calls and executes the shut-down as
soon as al lines have been released. Through use of the option Release all existing con-
nections immediately, an immediate shut-down can be initiated. This option automati-
caly terminates all connections regardless of their state, and any data being
transferred at the time of the shut-down will be lost. If for example a fax message is
being transferred at the time of the shut-down it must be retransmitted at alater time.

If the option Restart all Services is selected, all CAPI drivers would also be shut-down
and restarted. Thisis only possible for ITK ISDN cards.
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6.1.13 General Voice Mail Settings

The extended settings for the general voice mail settings correspond to those of the
normal settings (see page 137).

6.2 Ergo Configuration

6.2.1 Generals

After the installation the configu-
ration data spefified there are

Trunk Groups I Bindings I Fesources I Call Charges | Fiestart I Woicemail I

valid for the extension range. Pratocols | Originator Addresses Extensions | Devices
The service access numbers (Con- Estensions: |<AII Originator Addressesy j
trol mode, answering machine o 030 RGO 492404901
mode and express mode) are &zren FAXG3 43-2404-901
automatically generated from the = |@%0% PABER 4924048
first the calling numbers of the
extension range.
For al other configuration val-
ues reasonabl e defaults are used.

Add Bemove Froperties Deactivate
Modifying the default configura-
tion values occurs via the voice = | PR
mail profile settings and the cor-
responding Ergo script dialogs.

The ERGO script as protocol
aways runs in a telematic APL
context. Therefore ERGO config- ok |
uration tabs are reached when =
you open one of these APLS" set-
tings dialogs. The MRS Monitor must first be started for these administrative settings.
In the “Modules of..” monitor window branch to the ¥ <Settings> path and further
e.g. tothelsdnApl gl 1sanapl directory. There you can open the configuration tab for
the corresponding APL with adoubleclick on ¥ Set Advanced Options.

Cancel | Lpply |

Inthe“IsdnApl Settings* window now open either select the Voicemail or Protocols tab,
depending on whether you want to edit the voice mail profiles or the telematic proto-
col settings. The voice mail profile settings via which generic settings, recurringly
used by various voice mail systems, are performed, are described on page 137ff).
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6.2.2 Settings

The voice mail script settings are reached in the “Isdn APL Settings* viathe Protocols
tab. The window should already display the Ergo script in the list of available proto-
cols. If it is missing, press Add and select “Ergo Script (TUM)" to integrate it subse-
quently.

When the Ergo script has been integra-
ted in the IISt Of tel ema[IC prOtOCOI S’ se- Fiepeat Strategy I Formats I Attributes I
IeCt the El’gO entry W|th a CIiCk and General | Seript I |dentification
press Properties button to be taken to - Nams

the E-protocols configuration tabs.

The dlalog Open now dISplayS in the FPratocol designation:

General tab the name, protocol designa- [Era0 Setp (TUM)

tion and a short description of the pro- »

tocol. Switch to the Script tab. In there Deserplion

Erga True Unified k4 ing Script
press the Parameter... button to reach 1o e e HEasns v

the Ergo configuration tabs.

QK I Cancel Lpply

6.2.3 Ergo Configuration Tabs

6.2.3.1 General
In the Access Number s section of the first peci | cwtomer ] Tesx |
tab you can edit access numbers, already cerl o [ TEw [ Sk
specified in Setup, for the single modes. ~ Aocess Mumber

During the installation the first three num- Control Made:

bers of the defined extension range were Answering Maching Mods: o5

assigned as access humber s for ERGO. B Y o
Definition of calling numbers for the con-

trol, answering machine and express mode - Company File

is required when redirected numbers are Welcome for ContiolMode: [ _|
used. In this case users have aSSgned their Music during Waiting Time: l— =]

telephone number as voice mail number
and redirect their telephone to the number
of the answering machine mode. Thisis not ok | Cancel | s |
necessary when extension ranges are avail-
able since then each user has a separate calling number for their mailbox.
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Under Company Files you can select a new welcome message next to “Welcome for
Control Mode" that will be used instead of the default greeting. Open the browse dia-
log and select the corresponding PCM-file from the following path: <MRS
Install>\res\E\ergo\<Language>.

Asin TUM (True Unified Messaging) environments— depending on system load — the
response time to mailbox queries may take some time, a tune will be played during
waiting times. Thus the user is informed that he/she is still connected to the system
and the entries are being processed. You may select a waiting tune under Music during
Waiting Time (proceed as described under “Welcome for Control Mode".

6.2.3.2 Options
In the Options tab you activate or deactivate Special |D L | Test |
the following functions. After the intalla- =~ e=n [ Ten 1T &
tion, a” Sandard fUnCtionS as Wdl as Spe' — Activated Standard Functions

cia functions, that were installed then, are
already preset.

Activated Standard Functions ~ etz Smeell Furalians

« Use Office Phone Display: Determines B Rz=ds s B (1G] -
™ Mavigation by using Speech Recogrition [45R)

whether texts are to be send to the dis- [ Automatic Fat Fleceint
plays of called telephones. This func-
tion should be deactivated when a PBX
not supporting a display is used.

. . . ak. I Cancel Spply
Activated Special Functions l l

« Reading out Emails (TTS, Text-to-Speech): Servesto activate or deactivate the func-
tion of having e-mails read out by a speech converter upon message query for all
Users.

Remark: If you want to have e-mails read out, a license for the speech converter
and another one for release in the MRS systems needs to be purchased in addition
to the standard MRS scope of delivery. The speech converter derives from athird
supplier (for example Speechworks Speechify) but is also directly available via
Cycos.

« Navigation by using Speech Recognition (ASR, Automatic Speech Recognition): For
future implementation of menu operation per voice input. This feature activates or
deactivates menu operation per voice input for all users. Functions are then trig-
gered through articulating the desired command instead of pressing a key (DTMF
command).
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« Automatic Fax Receipt: Deactivate this checkbox if you want to suppress automatic
fax message receipt. Otherwise fax messages are automatically transmitted to the
user’s mailbox (or telephone) when a fax tone is recognized.

6.2.3.3 Menu
In this configuration tab the menu time Special | Customer | Tes |
General I Options Menu | System

behaviour is set. Additionally you can cus-
tomizetheinterval in which thetwo DTMF
entries have to be made to directly call an
originator. Furthermore you can exchange
the functional allocation of the star (*) and
number sign key (#). In thisway it is possi-
ble to react to operating conventions of
voice mail systemsthat probably need to be
replaced.

The following parameters can be set:

 Time Behaviour of Menu

Fause until Menu Repetition [in z):

Fause between Short/Long Menu [in s]: I
|5

Pause between two Messages [in ms): |1 0oo

— Time Behaviour of Express Mode
Time between Double Keystroke [in ms): |1 noo

* StarHash [*/4]

— K.ey Layout for Confirm/Cancel

= Hash/Star [#/%]

« Pause (in seconds) between the short/ ok |
long menu:

After the complete output of system
greetings in a menu, a more detailed system greeting is automatically switched to
after the pause you have specified here. The adjustment range is between 1 s and
99 s, the value default set with the installationis4 s.

Pause (in seconds) until menu repetition:

Once the short and subseguently the long menu have been played completey, the
output procedure starts all over again after a break. The time between repetitions
can be modified here. The adjustment range is between 1 s and 99 s, the default
valueis5s.

Pause (in miliseconds) between two messages:

This concerns the time span between the end of the message just played and the
output of the next message. The adjustment range is between 0 and 9999 ms, the
default value is 1000 ms.

Time Behaviour of Express Mode:

In express mode you can press an arbitrary key during message output to skip to
the next message. With two keystrokes in succession (in a specific interval), a con-
nection to the originator is immediately established. To distinguish both types of
entry, thefirst oneis followed by a short waiting period and if no second keystroke
occurs, the function first mentioned is triggered. You can determine the waiting
period here. The adjustment range is between 0 and 9999 ms, the default value is
1000 ms.

Cancel | Lpply |
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Remark: If thisvalueis set to 0, no connection can be established to the originator
—when you press a key the next message is immediately switched to.

« Key Layout for Confirm/Cancel
Is used to exchange the star key/number sign key function. Per default you can
confirm entries with the star key and cancel current operations via number sign. If,
however, you prefer the converse behaviour, the key behaviour can be exchanged
here (thus: number sign = entry confirmation and star key - exit).

6.2.3.4 System

In the “System” tab further configurations Special | Customer | R |
. i e

can be performed to allow system finetun- oo |- Oetens | bens ’

i ﬂg. — Silence Detection during Recording

™ Pauss Recording when Silence detected

« Silence Detection during Recording

The mc'aﬂ ng CheCkbOX serves to — Time Behaviour of Promptin9.37
define whether or not the system is to Okyeiampiapesk ) (I

automatically stop the recording after it
has detected that no further input is
made. In this way you can reduce the
file size of a voice message as breaks
do no longer occupy any storage capac-

ity then. To resume recording you need ok | conoe
to enable the corresponding functional - i —
key.

« Time Behaviour of Promptings

The value in the Delay of Prompt Playback (in ms) entry field alows fine tuning the
greeting start. With some types of PBX it may occur that greetings immediately
played after akey entry are cut off a bit when their output begins. In order to make
shure that the entire greeting can be listened to, you can set a suitable delay period
(adjustment range is from 0 to 9999 ms). The default set value is 0 which means
that no delay isintended.
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6.2.3.5 Special
Us this tab to set further special functions. General | Opfions | Menu | System |
Special | Customer I Test

Activated Special Functions

—Activated Special Functions

» Use ANl as Box Number dUring LOgin I e AHT 2 Bow Humber during Cogin

Enab“ng th|s func‘[ion a”O\NS to deﬁne V' Simple Determination of Menu Language
an ea%/ procedurefor a” users '[0 access " Do not Localize Mumber befare Connecting
their own mailbox. ERGO first deter-
mines the number of the calling device [~ Message Assistant
(AN|) If you d|a| into the Contr0| mode [ Use ANI as Cost Een.ter when Tn.ansfening
USi ng your own tel ephone, ERGO W||| I Eonnect.t.o Dpera.tor.ln EasTe of Timeout
|OOk up the correspondi ng mailbox Menu Repetitions until Timeout: ID_
number of this user and use it automati-
cally (usually, you would be prompted [ ok | cancel | s |
to enter the box number first). Thus,
you do not have to enter the mailbox number manually, only the access PIN has to
be entered. If the calling device has been defined by the user as “trusted”, even
entering the PIN becomes unnecessary — you may access the control mode directly
without further inputs.

" Create lacking name-recording via TTS

o Simple Determination of Menu Language

This function alows you to determine by which criteria the menu language is
selected in case of acall. If it is activated, the default language is always used first
in the control and answering machine mode. After login, ERGO will switch to the
language selected by the user for hisher mailbox. If the mailbox is accessed
directly, the language configured for this mailbox will be used (if no language was
selected, the default setting will be used).

If this function is not selected explicitly, ERGO will try to offer the appropriate
menu |anguage depending on the access mode or the selected mailbox. If the num-
ber of the caller is not transmitted, ERGO will use the default language. If the
caler’s number is transmitted, ERGO connects the number to a known user and
derive the language settings from there. If thisis not possible (user unknown), the
country code will be used to select the language (for exampleif the ANI startswith
49..., German is selected, 33... corresponds to French).

« Do not Localize Number before Connecting

In general, all numbers are localized internally before they are sended as dial infor-
mation (for example to avoid that a connection that could be established internally
is routed as external call). This option forces ERGO to ignore this localization and
to dial the number directly.
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Message Assistant:

If the user has configured his’her mailbox in away that the message assistant is acti-
vated instead of using it as answering machine only, the behaviour of the message
assistant can be determined by means of two variables.

o Use ANl as Cost Center when Transfering

With atransfer the mailbox number is normally passed on as caller to the PBX so
that this number is used for billing. This is the default setting since the mailbox
owner must configure the numbers where a transfer can be made to. With this
option you can have a caller's number transferred to the PBX so that his\her num-
ber is used for billing.

« Connect to Operator in Case of Timeout

A caller uses a telephone that does not support DTMF dialing or where DTMF
dialing has been disabled. He/she calls a mailbox whose user activated the message
assistant. As he/she cannot make any entries that will be recognized by the system,
asolution has to be found for not losing this call. By default, the system behaviour
isdesigned in away that this caller will be prompted to |eave a message after a cer-
tain number of menu repetitions (via a timeout routine). If this function is acti-
vated, the call will be redirected to an operator after the preset number of menu
repetitions.
o Menu Repetitions until Timeout

Use thisfield to enter the number of menu repetitions until the call will be discon-
nected (timeout).

Attention: Leave this value to the default setting (“0"). Usually, a caller without
DTMF compatible telephone will not listen to the menu more than once as soon as
he/she realizes that ERGO does not expect any input from him/her.
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6.2.3.6 Customer
In this tab you can enter customer-specific General | Opires t| Menu | System |
parameters. Special ustormner | Test

For the time being the following parameter CrstamelA

entries are available: -extended, -pga and h

rmtopic and the five parameters (prs=,

M ote:
I’ecp| en=, I’eCp| vi= , recden= y and recd vl :) Uﬁ::cognized parameters will not be shawn any
Usaj tO detect a momentary bl’eak (S| I ence more when restarting the configuration.
Detection Parameters).

Remark: If several parameters are used
simultaneoudly, they are entered in a row,
Sseparated by a blank. Entered invalid
parameters are ignored and not displayed ok |
when this configuration tab is called again.

Cancel Lpply

-extended

This parameter serves to release the setting options of the extended mode for all users.
In this mode you can use far reaching mailbox options per telephone keypad if no cli-
ent is available at the respective workplace.

-pga (Pre-Greeting-Announcement)

With this parameter string you can implement an additional welcome message for
external, inbound calls. In this way you can have e.g. a company greeting played
before the ERGO voice system answers the call and customers are thus immediately
informed that they are connected to the right company. The associating company-spe-
cific greeting is not included in the ERGO scope of delivery. If required you need to
generate such a greeting yourself. Some important remarks on this:

« The greeting file to be implemented must be generated in the PCM format

« Itsname must definitely be pr egr eet i ngann. pcmsince only agreeting file
with this nameis played at this point.

o The directory where this greeting file must be stored is <MRS
Install>\ r es\ e\ ERGO and then in the folder according to the selected lan-
guage (for example: aneri can, bri ti sh, french, or ger man).

-rmtopic (Remove MRS Monitor Topic)

If the MRS Server is set up completely, it may happen that no topic entry for ERGO
monitoring can be created (in the “Components of <MRS Server Name>“ dialog) as
their number islimited (max. 20). This parameter string lets you setup the MRS Server
in away that it removes some existing topics from the 1sdnApl branch (or DIgApl)
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and replace them by ERGO astopic. This allows you to monitor ERGO’s activitiesin
alogging window.

prs=<valuein 1/10 seconds> (Pre Recording Silence)

In some system environments it may happen that a signal tone (beep) at the end of the
recording is stored together with the recording. This can be avoided by entering a suit-

able value after this parameter. That means, the end of the recording will be mute for
the time set.

recplen, recplvl, recden and recslvl

Since with recording the electric parameter for volume depends on the recording/play-
back components used (respectively their driver), a volume adaption may be required.
The impulse length that must at least be available for starting a recording can be addi-
tionally influenced. The following four parameters are used to detect speaking or
silence for starting or stopping arecording. In this way recording times are limited so
that no unnecessarily large recording files are generated. The problem is to select the
corresponding levels in a way that speaking is unambiguously detected, but e.g. line
and background noise is interpreted as silence. The thresholds for length and peak
level, required to detect breaks, can be adapted here.

recplen=<Value> (recplen stands for Record Peak Length)
Defines the minimum pulse length of asignal in order to be detected as such.
Default: 64
Value range: 0 to 4000

recplvl=<Value> (recplvl stands for Record Peak Level)
Defines the minimum peak level of a signal for starting a recording. The higher a
peak level is selected, the louder a person must speak to start a recording. The
value range for the entry is between 0 and 4000, with 4000 representing the maxi-
mum peak value. When the entry valueis divided by 40, you receive the level value
in percent (in relation to the maximum value).
Default: 32
Vaue range: 0 to 4000

recden=<Value> (recden stands for Record Silence Lenght)
Defines in milliseconds the minimum impulse length a break must have for stop-
ping arecording .
Default: 3000
Value range: 0 to 4000
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recslvi=<Value> (recdvl stands for Record Silence Level)
Defines the minimum peak level a break must have for stopping a recording. The
higher the “silencelevel” is set, the louder a person must speak for not stopping the
recording. The value range for the entry is between 0 and 4000, with 4000 repre-
senting the maximum silence value. When the entry value is divided by 40, you
receive the level value in percent (in relation to the maximum value).
Default: 32

Value range: 0 to 4000

6.2.3.7 Test
This tab is intended for entering test para- Generl | Opfions | Menu ITSyStem |
i t
meterS Special I Customer &3l
-~ Test P,
Warning!

M anipulating the following parameters may affect
regular script operation and should therefore anly
be done for testing purpozes.

AN for Digplay Texts:

Faked AN

Faked REDIR:

111

Mailbox Falder [TLR):

QK I Cancel | Lpply |

Please enter parameters carefully. Nonsensical entries may hamper regular ERGO
operation or make it even impossible.

The entry fields have the following significance:

o ANIfor Display Texts:
In this field you can enter a telephone number as address for all display texts
(intended for general function checks).

o Faked ANI:
To serve testing purposes an arbitrary number, automatically interpreted by the
system as recognized calling number for every further call, can be entered here.

o Faked REDIR:
Another field for testing purposes in which you can specify, similar to the faked
ANI, aredirected number for call rerouting.
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o Mailbox Folder (TUM)
Here you can explicitly define the output mailbox folder for True Unified Mes-
sageing (TUM) by entering its name.

6.3 Dialogic (DIgAPL)

164

TheDialogic APL provides the integration between the Dialogic communication hard-
ware and the MRS Server. Dialogic is one of America’s leading manufacturers in the
area of computer supported telephony and fax.

The configuration of the Dialogic APL is done through the MRS Monitor. The basis
for the configuration is taken from the Teleconfig Library, which provides a uniform
method of configuration for all telematic services. The Dialogic APL configuration is
started by double clicking on the Set Options entry found under Settings in the module
window of the MRS Monitor. Under the option Set Advanced Options, further settings
for the APL configuration are available, but in most cases these options under normal
configuration are sufficient.

6.3.1 Telematic Protocols

All telematic protocols installed
on the MRS Server and supported  pioc0is | Erre |

by the Dialogic APL are displayed
within this configuration tab.

Telematic protocals:

. . D CIT HICOM Display Meszages
New protocols can be included in [ M HICOM Message Wating Indicatio

the list through selection of the [ PLAYWAVE  Playjwave Script

Add button. PI’OtOCO|S no |0ngel’ DVDIEE Woice playback via telephone.
required are removed though use
of the Remove button or disabled
through the Deactivate button.
Once a protocol has been deacti-
vated and later reselected, the
DeaCtiVate bUtton WOUld toggle to Wisual indication of meszages on the telephone display via Transaction
Activate. The Dialogic APL sup- Uit (Bt )

ports the Fax G3 protocol for
transmission and receipt of fax
documents, Fax G3 reverse poll-
ing from a Fax-on-Demand
Server, voice message playback
over a telephone, Message Waiting Indication over Cornet-N to a Siemens Hicom
PBX, and various script based protocols such as the Fax-on-Demand (FOD, see page
66 and page 130), or the modern voice mail system Ergo (see individual manual).

Bemove Froperties Deactivate

— Deszcription

QK | Cancel | Apply |
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Operation and configuration of these protocols correspond to the description given
with the ISDN APL. Described here are therefore only the special Dialogic APL pro-
tocols that are added with connecting a Hicom PBX via a special Cornet-N Layer,
only available via Siemens.

Note that for technical reasons the Dialogic APL does not support old scripts in the
VFS language.

Selection of the Properties buttons enables the user do display and modify configura-
tion parameters of the selected protocol.

6.3.1.1 Hicom Message Waiting Indicator

This protocol offers users amethod for
optical signalization of new inbound

messages to Hicom System Tele-
phones. A prerequisite for this func-
tionality is the Cornet-N Layer which
can only be obtained from Siemens.

General | Fiepeat Strategy  Piivate |

— Mail Server Callback Access Mumber [HICOM Mailbox] —

53

The configuration tabs General, Repeat
Strategy, Formats, and Attributes corre-
spond principally to those described-
with the ISDN APL. Here as well
attribute and supported format settings
are only possible via extended settings.

Private QK I Cancel | Apply |
In this configuration tab, the ring-back

number of the Hicom Mailbox is entered. In most cases, this is the number of the
cross-connection followed by a 1, so that the Hicom can switch through.
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6.3.2 Extensions

In this configuration tab, number  Pretocels Estensions | veiceai |
ranges are assigned to theindivid-  Euensions:

ual protocols. Incoming calls are
bound to the various protocols
through the use of these number
ranges. New ranges can be added,
removed, activated or deactivated
through selection of the appropri-
ate button. Configuration parame-
ters of the number ranges are
retained even when they are deac-
tivated.

Configuration of the various num-
ber range parameters is made
through selection of the Properties
button. oK | Cancel | Apply |

@ 9397-333 ERGO 43-2404-1234

Bemove Froperties Deactivate

Drescription

Extension Properties

Beginning and end numbers of the num- - Estension
ber range are defined in the fields Start

and End. " Discrete MSN
If a Point-to-Point connection is not Stat 397
available, but a Point-to-Multipoint is End: [333

present, a Discrete MSN (Multiple Sub- _ _ _
. . [iote; PAEX: with MEN connections often signal &
SCrl ber Number) can be assl gnw to the configurable extension number to the connected device
. h instead of the assigned MEH.
protocol instead of an extension number
range. The Dialogic APL will then only
take calls on the MSN for this protocol.

With analog boards no extension range
specification is made and the corre-
sponding line directly connected to an
analog OAD to be correspondingly con- = pescition

— Bindingz

Praotocol: |ERGO j

[ Create alzo for, all ather suitable Protacals

figured.

Bindings

OADs are assigned to the installed Proto- x| Cancel
col in this section of the configuration

tab.
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Description

An optional text description may be given to the number range in the portion of the
configuration tab.

6.3.3 General Voice Mail Settings

The genera voice mail settings correspond to those described with the ISDN APL.
(siehe page 137).

In the following you find the extended settings of the Dialogic APL.
6.3.4 Telematic Protocols

The Advanced Option settings

for the VarIOL_'IS ISDN prOtO_COIS Trunk Groups | Bindingsl Hesourcesl Call Ehargesl Hestartl Voicemaill
Correﬁpond with those described Pratocols | Originator Addresses I Estensions I Devices
in the section for Telematic Pro-
tocols at the beginning of this
@ g . w HICOM Display Meszages

chapter. Two further options are () ERGO Erge Seript [TUM)
also available for the protocol [ Mwl HICOM Message Waiting Indicatio
settings, but amodification of the = | PLATWAVE  Plajwave Scrpt

) D WOICE Woice playback via telephone.
default settings are normally not
required.

Telematic protocals:

These options include the sup-
por‘taj formats and protocol Add Bemave Properties Deactivate
attributes. The configuration of ..
A A phicn
th%e prOtOCO| thbutes IS the Wisual indication of meszages on the telephone display via Transaction
. Interface [Comet-M).
same as those in the ISDN APL. reetace (omett)

QK I Cancel Lpply
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6.3.5 Originator Addresses

If deviating from the globally

configured extension additio-
naladdresses (OADSs) are used by
the Dialogic APL, they are to be
specified here. The first calling
number displayed is always the
global OAD that the server, for
example, uses for normalizing.
This OAD must correspond to the
system calling number without
extensions, so that for CTI, nor-
malizing can be performed cor-
rectly.

If the OAD to be used by the Dia-
logic APL deviates from the sys-
tem calling number, thus for ex-
ample contains a  Cross
connection  number,  another
OAD must be added here and the
line bundles and extension ranges
bound to this OAD. The Diaogic

Trunk Groups I Bindings | Fesources | Call Charges I Fiestart I Woicemail I
Frotocols Originatar Addresses | Extensions I Devices

International dialing numbers used by connections [0AD]:

¢7 4924041234

¢7 4924041234124
¢7 4924041234125
¢7 4924041234126
¢7 4924041234127

Eemove Froperties [eactivate

Drescription

Global Originator Address. This setting is also used az a prefix for uzer
extenzion numbers. |t was entered during installation and should not be
changed.

QK | Cancel | Apply |

APL supports analog boards as well. For these the entire calling number must be ente-
red here since with an analog connection no extensions are possible.

ViaAdd, Remove, Deactivate and Activate you can — as already seen with the other dia-
logs — administer addresses. The Deactivate button turns to Activate when you select a

deactivated originator address.

By means of the Properties button you can modify the individual components, various
external prefixes and the optional extension description.
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6.3.6 Extensions
The Advancaj Optlon Htl ngS Trunk Groups I Bindingsl Hesourcesl Call Ehargesl Hestartl Voicemaill
Frotocals I Originator Addreszes Extensions Devices

for the Extension number ranges
Correspond W|th thOSe descn bed Extensions: |<AIIDriginatorAddresses> j
in the section for Telematic Pro- 1
tocols at the beginning of this
chapter.

ERGO 43-2404-1234

In contrast to the normal settings
configuration menu, extension
numbers for originator addresses
other than that of the MRS Server
can be configured. Select the
desired number fromthetop right [ Descrintion
pull-down list.

Add Bemove Froperties Deactivate

Advanced Options

If the option Allow variable length
is activated numbers dialed from
outside the system may be of a 0k | Cancel | ppy |
variable length. If the extension
number range is defined as 6 digits in length e.g. 700000 to 999999, then any inbound
call with 1 to 6 digits beginning with 7 and extending to 999999 would be forwarded
according to the implemented Routing Rules.

The option Allow superfluous digits ignores any additional digits that are inputted after
the actual number. This could apply for the extraneous numbers 500, 50123, etc. for
the user with the extension number 50. Without this option the Dialogic APL would be
unable to ascertain a user for the inbound routing, or refuse to take the call. The inter-
action between the options Allow superfluous and Allow variable length is presently
unknown!
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6.3.7 Devices
Newly installed hardware com-

munication devices which are Trunk Groups I Bindingsl Hesourcesl Call Ehargesl Restart | Voicemail |
Supported by the Dla]OglC APL Protocols | Originator Addiesses | Ewtensions Devices
can be added through the use of
this configuration tab. Existing
devices can be removed, deacti-
vated, resp. activated with the
options available in the tab.

The Diaogic APL supported

LCommunication devices:

hardware always appears updated
with the respective supported fea-
tures in the MRS Server release Add Remove Properties Deactivate
notes resp. in the Hardware Com- S
. . phicn

patl b| I |ty L | St (H CL) . The Dialogic Board D/4PCl is & 4-channel analog voice board.

QK I Cancel | Apply |
Through selection of the Prop-
erties button, the number of = Device |
phySical Channels and nUmber Mumber of physical channels: E;mel
of built-in Fax G3 channels can _Cored |
be enteraj Mumber of logical trunk groups: I4
The number Of phyS| Cal |y Mumber of built-in Fax G3 channels: ID Analog |
pl’esent channels may be — Incoming calls
divided in |Ogical trunk groups Mumber of leading digits to be jgnored: IU
tO Whl Ch Vari ous pr0t0C0| S [~ Automatic number identification with extemnal prefis
may be bound. Here only the
number of the required subdi- [ Ouaeinacals —
visions is SpeCIerd and the Mumber of trailing digits to be included:

precise assignment of the sin-

gle channels can then be per-
formed in the configuration tab Trunk Groups later.

Additionally, portions of the extension can be ingnored with Incoming calls.
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Example:
The number 49-1234-5678-xx is given. The delivered extension information is
5678123, which is interpreted as the complete number 49-1234-5678-5678123. In
this case the first four digits (5678) must be ignored

If the option Automatic number identification with external prefix is enabled, the originator
number (Automatic Number Identification (ANI)) is prefixed and delivered to the
exchange by the device.

With Outgoing Calls it is possible to insert digits to a dialing number. If for example a
PBX system has two cross connections 82 and 83, then a call from 8247 to 8311 is
simply transferred internally and not through the public exchange. Numerous PBX
systems do not have this function, and in such a case the call must be routed through
the public exchange, and therefore these prefixed digits. In a case such as this, the
number of prefixed digits must be entered here.

The Analog button is only active when an analog  rrerrreerrmmprryym-
Dialogic board type D/41E-PCI or D/120JCT-
LS is used. With this button you call a configu-
ration dialog in which you can configure the so-
caled VMIle interface (Voice Mail Interface

Gelect Tapic: IVoiceM ail interface j

— Woiceail [nterface

Code length: |_4 Fill I_x

extended) which is a Dialogic APL component, | A [ m -
Thisinterfaceisrequired for use of avoice mail DNIS length: Min [ 2
system (e.g. ERGO) with the above analog Dia- Mac [ 8
logic boards.

"Private’ number default: I ]
Contrary to digital connections (ISDN), no D- . . —
channel is available for transmitting connection | e sieesded ezt |
information (e.g. Automatic Number Identifica- Mot avalble' defaul: | 022222
tion (ANI) or Dialed Number Information Sys- Time: [ 9% 1o0ms 100 [ 20 100ms
tem (DNIS) with analog connections. Therefore

this information is transmitted to the Dialogic 'qu[:::::a;so:_img w_D
APL after a successful connection set-up by the ' hd
PBX 1% in the form of DTMF tone sequences. T

The VMle interface interprets these tone ok | Cened |

sequences and subsequently they can be pro-
cessed by the Dialogic APL.

The DTMF tone sequence transmitted by the PBX is structured as follows:
<code><ANI Number><DNIS Number>
Example: <***1><024041234><02415678>

10. The PBX used must support the VMIe interface (e.g. Siemens HiCom)
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The <code> field contains a number for identifying an incoming call (e.g. an internal
call has number 1, an external one number 2). The <ANI Number> field contains the
caller number (if it is transmitted) and the <DNIS Number> field contains the number

dialed by the caller.

To configure the VM Ieinterface you need to select the Voice Mail interface option in the
Select Topic: section first. Now the script configuration tab is displayed. The settings
that can be performed in this dialog must be identical with the PBX settings. Using the
Default button the entire dialog is filled in with default settings or set back to the origi-

nal state.

Codelength:

Fill:

ANI length:

DNISlength:

"Private’ number
default:

"Lenght exceeded’
default:

"Not available
default

Here you set the number of digits the <code> string is to have.
Default: 4

The character entered here fills blanks in the <code> and in the
<ANI Number> string. If for example the <code> string con-
tains only one digit, the remaining digits are filled with the cha-
racter specified here (e.g. ***1). Default: *

This field serves for entering the number of digits the <ANI
Number> string is to have. This specification effects the num-
bers to be entered in the 'Private’ number default, 'Length excee-
ded’ default: and 'Not available’ default: field. If, for example, you
enter 3, the calling numbers in the above fields may only be
three-digit (e.g. 011 with 'Length exceeded’ default:). Default: 6

With this parameter you can use the Min: and Max: fields to set
the minimum and maximum length of the <DNIS Number>
string. Default: Min=2, Max=8

In this field you specify the <ANI Number> string to be used if
a caller has suppressed transmission of his or her calling num-
ber. The length of the number entered here must be identica
with the setting in the ANI length: field. Default: 000000

The number entered here is used as <ANI Number> string,
when the transmitted calling number exceeds the length set in
the ANI length: field. The length of the entered number must be
identical with the setting in the ANI length: field. Default: 011111

When an error occurs during the caller number transmission, the
number entered here is used as <ANI Number> string. The
length of the entered number must be identical with the setting
in the ANl length: field. Default setting: 022222
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Time (x100ms)

IDD (x100ms)

If DNISismissing

The value entered here defines the period in which the complete
DTMF tone sequence must be transmitted from the PBX to the
Dialogic APL. The value must be multiplied by factor 100ms.
Default setting: 100 x 100ms = 10 seconds

The value entered here defines the period in which two digits
from the DTMF tone sequence each must be transmitted from
the PBX to the Dialogic APL. The value must be multiplied by
factor 100ms. Default setting: 20 x 100ms = 2 seconds

When no value has been entered in the <DNIS Number> string
(the number dialed by the caller is unknown or missiing), the
number entered here is used. This can be for example a collec-
tive number of the ERGO voice mail system. Default: 100

Justification: Here you can determine whether the numbersin the DTMF tone
sequence fields are to be formatted right or left justified.
Default: Right
Example: right justified = ***3 / left justified = 3***

6.3.8 Line Bundles

A” a\/allable ||nes for the Frotocals Originator Addreszes I Extenzions I Devices I
installed devices are displayed in

this dialog.

Trunk Groups Bindingsl Hesourcesl Call Ehargesl Hestartl Woicemail

Trunk groups for device: ID‘I: DA4PCI j

The display is switched via selec-
tion in the Trunk groups for device:
pull-down menu so that all lines
of the associating devices can be
seen.

Lines can be added, removed, acti-
vated or deactivated through use
of the buttons in the lower por-
tion of the dialog.

The number of lines displayed in
this dialog is restricted to those
resources  contained  within
license key entries for a maxi-
mum number of lines.

W 02: Channel 2 - 2 (Outbound: 1 of 1)
W 02 Channel 3 - 3 (Outbound: 1 of 1)
W 04: Channel 4 - 4 (Outbound: 1 of 1)

Add Bemove | Froperties

| Deactivate |

o]

Cancel |

Apply |
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Selecting the Properties button enables the configuration of the Line Bundles.

Physical channels

In this dialog B-Channels are assigned
to logica line bundles and the maxi-
mum number of outgoing connections
configured.

Physical channels can be divided into
several sub-groups eg. an Syy-board
with 30 channels. The second option
Max. number of outbound enables the
reservation of channels so that channels
are aso available for inbound traffic.

Transmission

The Unit cost per MByte: and the Bits per
second (BPS) can be individually
assigned to al lines within this portion
of the dialog.

Trunk Group Properties E

— Phyzical channels

Start with channel:

oK

Lancel |

End with channel:

— Tranhsmission

Unit cost per MEByte:

|1—
|1

Max. number of outbound: |1
ID
ID

Bits per second [BPS]:

— Bindingz
0AD: I 43-2404-1234 A l

Pratocols: | O QT |

Cost effective and fast lines are preferred by the Dialogic APL.

Bindings

In this portion of the dialog line bundles are assigned an Originator Address (OAD)
and a supported protocol bound to them. Clicking on the box proceeding the protocol
name deactivates a protocol for this connection.
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6.3.9 Bindings

Bindings can be shown either by
Protocol, Line, Extension Range,
or OAD.

Selected entries in the display
can be switched on or off through
selection of the Enable or Disable
buttons.

A good overview is provided in
this dialog for all settings and
available resources.

6.3.10 Resources

Hardware

In this section the number of
lines (B-Channel), voice
resources (Dialogic) and fax
resources (Gamma Fax) are
entered. Under Detected hardware:
the number of these resources
determined by the hardware rec-
ognition is displayed. The Total
no. of resources reserved column
features the number of resources
to be used by the Dialogic APL
which must not exceed the num-
ber of resources acquired per
license. In thisway you can, with
a distributed installation, assign
resources to another Dialogic
APL on another computer.

Dialogic APL Settings B3
Frotocals | Originator Addreszes I Extenzions I Devices I
Trunk Groups ~ Bindings | Hesourcesl Call Ehargesl Hestartl Woicemail
By enabling or dizabling bindings you can assign protocols, trunk groups and
extenzion number ranges in an exact manner.
Show bindings for: All protocols j
&-[ ERGO
B0 Mwl
B[ PLAYWAYE
- WOICE
Enable | Disate |
QK | Cancel | Apply |
Dialogic APL Settings B3
Frotocals I Originator Addreszes I Extenzions I Devices I

Trunk Groups I Bindings FResources | Call Ehargesl Hestartl Woicemail

Enter the total number of resources ta be reserved and DTMF
recognition type. The information provided here will be compared
with the licenze key information.

— Hardware

Total no. of resources reserved Detected hardware:

IE Line resources
|4 Woice resources

ID Fax resources

— DTHMF Recognition

MjN(R

€ Hardware

{* Software

o]

Cancel Apply
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DTMF Recognition

DTMF recognition can be performed either by the hardware or by software through
the Dialogic APL. Since DTMF recognition by the Dialogic card has proven to be
extremely reliable, it isrecommended that the hardware method of recognition be used
for this option. Another point in favor of the hardware method is the computation
bound process involved with the software method.

6.3.11 Charges
Charge costs are |nterna||y com- Protocals I Originator Addreszes | Extenzions I Devices I

Trunk Groups I Bindingsl Resources  Call Charges | Hestartl Woicemail

puted by the PBX. Therefore, .
enw} ng Charges must be wgned gglﬁ;:lgf}ii:;eidn;ttri}iocdastitoonb[gdied far call detail recording [CDR] and
to either the user initiating the

transaction, or to a cost center. ~ CDR per call charge pulse
A% gn| ng costs to the |n|t|aI| ng I~ | Evaluate call detailinformation
user is done through use of the

data transferred over the D-chan- [ e Wl [ e

nel of the ISDN. Therefore, the
CLI is correspondingly adapted.

— Lalling Line |dentification

& e COSTINFO from user database, or local extensior

Charge Pulse Information

' Nomalized [intemational]

Via the option Evaluate call detail € Local estension
information you can have the € Nane
ensuing transmission costs col- Default CLL:

lected by the MRS Server. For [
this purpose, the charge pulse
information of the telecommuni- ok |
cations service provider is
required. In most cases the
chargesincurred are already evaluated in the PBX so that this option can then be deac-
tivated.

The Currency units per pulse field contains the price per pulse in the local currency. In
Germany for example, an entry of 12 units would mean 12 Eurocent per pulse. Some
PBXs deliver the charges in the respective currency already so that a setting of only 1
isrequired in thisfield.

Cancel | Lpply |

It should be noted that the pulse data delivered by some service providersis less than
accurate. If e.g. adiscount is given for cals longer than three minutes this would be
reflected in the monthly invoice and not in the charge per pulse.
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Calling Line Identification (CLI)

The Calling Line Identification (CLI) can be used by the PBX for billing. For this pur-
pose the CLI can aso be manipulated. Through use of the option Local extension the
users extension number is taken from the user database.

The user’'s CLI can also be used in an internationally normed form when the option
Normalized (international) is activated.

Next you can use the COSTI NFOfield from the user database instead of the user’s nor-
mal extension. For purposes of billing, users can therefore be grouped together since
this number, in contrast to the extension number, must not be unique. Therefore, the
option Use COSTINFO from user database, or local extension must be activated. If the
field COSTI NFOis empty, the local extension number will be used.

When the option None is activated, either O isdelivered asthe CLI so that no individual
billing by the PBX is possible, or, dternatively, a fixed originator ID can be set in the
option Default CLI:, so that a single originator ID is given for al users. In this case, all
costs ensuing from the MRS Server would be booked by the PBX to a single account.

In addition to its use for billing purposes, the CLI isalso used by the PBX for initiating
outgoing calls.

6.3.12 Restart
Services Protocols I Originator Addresses I Extenzions | Devices I

Trunk Groups I Bindingsl Hesourcesl Call Charges ~ Restart |V0icemail
The following Windows NT ser-

vices are used and automatically
started by the Dialogic APL:

« Dialogic
Diaogic service is automati-
cally started when this option

is enabled. This service is a
mandatory requirement.

e Gamma Fax and GammaFax PCI

ﬁ? Flease enter which NT services should be used and started
= automatically by the APL.

— Services
Services started automatically:
v ;
[ GammaFax

¥ Cometh
™ GammaFax PCl Hardware ([DM/3]

— Restart

Hardware " Release all guisting connections immediately
Start the GammaFax service. I Restart al Services

This service may only be RestartoFL |
selected when a GammaFax

board type DM/3 or CP-12 is
used. For Diaogic boards
type BRI2VFD and D80-PCI [ ok | Cancel Bpply
GammaFax is not required
since these boards have internal fax functionality.

177



Server Administration
Message Transfer Agent (MTA)

e Cornet-N
It is assumed that the Dialogic APL is configured for use of the Cornet-N protocol.

Restart

The Dialogic APL is automatically shutdown and restarted through use of the button
Restart APL. Normally the Dialogic APL accepts no new inbound traffic once the but-
ton has been depressed and executes a restart as soon as al (in and outbound) lines
have been released. Enabling the option Release all existing connections immediately
causes al open connections to be immediately cut-off (both in and outbound traffic)
when initiating a restart.

If the option Restart all Services is enabled, other services (Gammafax and Cornet-N)
are automatically shutdown and restarted with the Dialogic APL.

6.3.13 General Voice Mail Settings

The general voice mail settings correspond to those described with the ISDN APL (see
page 137).

6.4 Message Transfer Agent (MTA)

178

The MTA is the central router, through which all messages in the MRS System must
pass. The default configuration of the server is sufficient for most applications. If any
modifications to the system must be made, these should only be implemented by an
individua that is extremely familiar with the system. This is especially valid when
making any aterations in the Routing Rules. A detailed description of the Routing
Rules can be found in the MRS System Architecture.

The configuration is performed from the MRS Monitor. The configuration dialog is
started by double clicking on the Set Options entry in the Modules window under <Set-
tings>.
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6.4.1 Automatic Maintenance
The circles dis
play the amount Remate Links I Houtlng Fules I Advanced I Text-to-Speech | Fax Conversion |
of available free Global Journal Logical Lines Licenses Automatic: Maintenance
Sorage Space for — Free Space on Harddizk
documents  and
the database.
Automatic
Cleanup
This option
alows the server
Free space for documents Free space for database
to remove any 9.229 GB [76 %) 9.229 GB [76 %)
MRS documents — &utomatic: Cleanup
Wh|Ch exceajed Purge documents after: daps Purge now | watchdag |
the SpeCIerd Maintenance pricrity: { Advanced | Agtive Alert |
. . high
time limit. on &
Through use of
the Purge now
QK I Cancel | Lpply |

button an imme-

diate setting

modification can be triggered as well. Thisis especially useful with acute shortage of
storage space. Otherwise a modification would not take effect until the next perfor-

mance of the corresponding maintenance script job.

With the Maintenance priority: option these purge operations and all other routine main-
tenance jobs are executed with the set priority. If computation bound processes such as
simultaneous voice mail user service occur along with the maintenance script, a low
priority should be chosen.
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Further maintenance

options are available for the

~ R

maintenance script through | T Hemeve O indieation after; E days
. Sonipt vanable: ${LifeTimeSemvice]

$I ection Of the Advanced [~ Remove pass-through documents after: ID days
button. Th& 0 t| ons Senipt: ${LifeTimeF assthrough]

. p ™ User defined parameter: ID days
greatly  influence  the Script: ${LiteTimellserdefined)
amount of free storage = - compression
Space on the Server. ™ Representation and voice compression after: ID days

Senpt: ${LifeTimeCampress]

[l
o
=%
]
2]
o
B
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Remove Database @} Do Mat Compress [DMC-Diiver] 8000 Hz Mono
Entries and Docu- — Remove Documents
men tS [~ Purge e-mail after: IU days
. Senipt: ${LifeTimeEmai]
Transac“ on prOCE‘SSES as ™ Purge outbound documerts after: ID days
1 vi - Scrpt: ${LifeTimeOutbound]
Wel I & | ndIVI dual dOCU " Purge inbound dacuments after: ID days
ments are purged through Seript ${LiteTimelnbound)
the_aCtlviﬁl on Of the \_/a”ous Jobs | Stop Jobs Fieload Script | Ok I Lancel
options in this section of
the dialog.
« Remove CIT indication after... days

Each CIT notification of new inbound messages is equivalent to that of atransmis-
sion job for MRS Server. CIT notifications are used for activating signal lamps on
the users telephone by new inbound messages. This option del etes the document as
well as any corresponding database entries.

Remove pass-through documents after... days

This option deletes al documents transmitted from one non-interactive service to
other non-interactive services. Non-interactive services consist of those services
where documents are not actively deleted by the originator e.g. Fax G3, voice, or
SMTP.

User defined parameter:

This option sets the variable $(LifeTimeUserDefined), which is used in user
defined deletion actions of maintenance scripts.

Compression

The option Representation and voice compression after...days deletes any conversions
created for delivery to the various client types, while retaining the original document.
Additionally, through use of the Codec button, an audio codec can be configured, that
the original voice fileis compressed. These files can be played-back at alater time, but
in their compressed form, require less system resources (harddisk storage space).
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Remove Documents

These options remove the original document from the database and in some instances,
insert an administrative notification. The information in the journals remain intact so
that e.g. billing data can be evaluated.

o Purge e-mail after ...days

This option deletes email messages. These could be for example, documents sent
from one mail gateway to another.

« Purge outbound documents after ... days

Outbound documents e.g. fax documents would be deleted when the expiration
time has el apsed.

o Purge inbound documents after ... days

Inbound documents e.g. fax documents would be deleted when the expiration time
has el apsed.

Maintencance Jobs

JObS deflned in the Various mal ntenance Maintenance Job Mest maintenance

i 1 i i i % ClearupdddressBook. 00:00 03,12 2002
SC.I’IptS a_'re d|Sp| ayed in th|S dl,alog along %Dail}lMaintenance 00:30 03,12 2002
with their upcoming execution time. By Rrecaloulateluotas 0000 03.12.2002

. . . . . % BackupD atabazes 01:00 03.12.2002
An immediate execution of the job iS POS- |4 sackupaddessBock 14:00 02.12.2002

S' b|e through ﬂecn on Of thejob and Sub_ Wy RemovelldindCompress  04:00 03,12.2002
sequent selection of the Execute button.

Selection of the Close button returns the
user to the Maintenance Clean-up Options itz
dialog.

Stop Jobs
Viathis button you can terminate all currently running maintenance script jobs.

Reload Script

If you have modified the maintenance script, press this button to reload it so that the
modifications are copied. Note that with an MRS Server update a modified script
would be overwritten again with the script default version. To avoid this the modified
version should be stored under a different name in the directory <MRS
Root>\ r es\ mai nt \ . This new name with complete path specification should then be
entered in the registry value M ai ntenanceScript in key
HKEY_LOCAL_MACHI NE\ SOFTWARE\ PP- COM MRS\ MTA.
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Watchdog
%/eral &Jrvei Il ance fUnCti ons can ™ Enable Yius Checker [requires Mc Afeeltm) licensed scanner)
be set here. [ Manitor memary usage - alert if necessary

182

IV Moritor disk uzage - alert if necessary

The memory usage (RAM) and the
hard disk capacity can be placed
under surveillance, so that in the
event of a critica decrease in
capacity an appropriate warning would be generated.

MRS Services can also be monitored at the process level, and restarted in the event of
atermination. This requires a bit of manipulation in the Windows NT Registry and is
explained in the MRS System Architecture.

Additionally, all binary files that are received either as attachments to a document or
through an Euro file transfer, can be scanned for viruses using the Network Associ-
ates™ Virus Scanner. If avirusis detected, the infected file is replaced with atext doc-
ument containing an appropriate warning and the originator's name. The virus scanner
supports among other things the search in ZIP archives and macro viruses.

[~ Maoritor NT services - automatically restart on Failure

Ok LCancel

To activate the virus scanner the Command Prompt versi on'? must be installed in the
directory <MRSRoot>\ Res\ Vi r Scan, thus copy Scan.exe (version 4.0.2to 4.50 are
currently supported) along with the required DLLs and current *. DAT files to this
directory. The virus scanner must be licensed!

If in addition to binary files also text files are to be checked for viruses, the value
VirusCheckFileFormats must be adapted in the Windows NT registry database. More
information is found in the MRS System Architecture.

11. Formerly McAfee.

12. The software to be installed is “McAfee VirusScan for Command Line". “McAfee V Shield”,
“McAfee GroupShield“ or “McAfee VirusScan Antivirus-Software for Windows 95, Windows 98,
Windows NT Workstation v4.0 and Windows 2000“ are not supported.
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Active Alerts
Through the use of active alerts, the = [Reciien [ Filter [

surveillance of all log messagesto the |5 1S DOC/ADMINISTRATOR
. . I . é MNWS:DOCADMINISTRATOR
MRS Monitor is possible. By applying EventLag

various search criteriato the messages,
warnings can be generated, routine
status reports containing all error mes-
sages can be sent or a notification can

be written in the Windows event log.  Loglntervals
Interval in days between log messages: |1—

Minirum time in seconds between alert meszages: IBBDD

T Edit Bemove |

Before active aerts can be used, the
global filter in the MRS Monitor must
be configured for their use. This is | liae Theeortes e et e e e |
performed much in the same manner

as with the global log files. Messages
will only be generated when one of the filter conditions specified here has been satis-
fied. Under Log Intervals, the Interval in days between log messages: is entered. Minimum
time in seconds between alert messages: isalso defined in this portion of the dialog. This
entry prevents reoccurring reports from being continuously sent.

If the Alert Type for a

combination of recipient 7,0
and f| |ter Set“ ng iS set to % Active alert, send alert messages immediately
Active Al ert, a message is " Log event, add alert message to periodic log mail
|mmaj|ate|y sent when 7 Create gvent log entry

such a log notification
Ooccurs.

Recipignt: INVS:DDE;"ADMINISTHATDH

Log events are compiled

and t at r&JUI ar inter- Enter a list of search criteria [zeparated by commas). “Wildoards ** and logical MOT 'I' may also be
vals. used.

Search for: I"

For Event LOg Entries no EIKSa[I)-an'l?: " sends all active alerts. "test, lisdn" sends only messages containing "'test" and not
recipient can be defined '

since the entry is gener-

ated in the Windows [ ]

event log. This dert

typeissuitable e.g. for further editing by an SNM P management tool.

Any MRS address can be used as the Recipient; for these notifications.

In the Search for: field search criteria are defined that must be present in a message
before the message is transmitted. An asterisk (*) encompasses all messages config-
ured within the MRS Monitor, whereas an exclamation mark (! ) followed by aterm
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specifies that the term is not present in the message. Numerous search criteria may be
entered when separated by a comma.

If the prompt program log server is started from within the MRS SDK Utilities exter-
nal Windows NT events can also be incorporated into reports.

6.4.2 Remote System Links

Connections to remote servers can be configured or removed from the Remote Links
tab. Under the dialog entry Last active the functionality of connection can be checked.
Through use of the buttons Start Link and Stop Link, selected connections can be dy-
namically stopped or started during the operational mode of the server.

Global Journal I Logical Lines I Licenzes I Automatic kaintenance I
Remate Links | Fiouting Rules I Advanced I Text-to-Speech I Fax Conversion
Fiemote System Link List:
Femote Server | Address | Last active |
MWS: TCPIPA10.1.14.4:8944 Mewver
v Auto Update
Add Link | Bemove Link Start Link | Stop Link | Froperties |

QK I Cancel | Lpply |

The option box Auto Update ensures that the data displayed in the window is always
current.

New connections are inserted in the dialog through use of the Add Link button. Config-
uration of the new link is described in the following paragraphs. Existing links can be
removed by selecting the link and subsequent selection of the Remove Link button.
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The most important
entry to mention in the ... M
Remote SyStem Link Passwaord for DOC on remote server: I *****
Properties dialog is the
. MWS: TCPIPA10.1.14.4:8944 .
Address: of the other &% I[H 5 a Pollite(seck  [(5400
i 3-X:
M RS Server. The N\?£?$EF'SIE.-Y;:SSEWELpgsgin.zogm] Timeout [zec): 00
address pf o_ther MRS roote | Retios ) o
Servers is given here.  * : — _
. . [Pratacal impart list - when empty impaort

The service of this EV%'QFAXGB‘I MWS:SERVER NWS:5MS)
address must be a SMI _ R o

IV Synchionize local server clock with remate server
Transport. For a more - A——

. - v i i f fa b
detailed descrlptlon of eplicate remote comelation data to local server
these transports refer to [ Feplieation
the Section on “ SMI The fallowing information can be replicated to the local server: - )
User d Distribution | t
Tl’ansport (Remote ¥ User data . [~ Distribution lists Systemn masks
. ” . [~ Only users with SYNC<nodes [~ CTI Joumals

System Links)” section
from page 58, “ISDN
SMI Transport
(Remo}e _ System s
Links)” section from

page 66, and “SMI
Transporter” section from page 204.

In the Protocols: entry field you can either import all protocols from the remote server
(empty field) or specific ones. All lines (protocols) of the remote MTA not having the
Local attribute can be imported. More than one protocol may be entered when sepa-
rated by a comma.

If in the MTA configuration tab Advanced the validation for remote connections has
been activated, a password must be entered for each connection and this password
must also be entered on the remote server. For this purpose a pseudo user account must
be defined on the remote server with the name of this MRS Server as user ID and the
password assigned to the server must be entered here. See also page 58. Assign the fol-
lowing privileges to this user account:

« Trusted Domain Privilege
All jobs from the foreign system receive the privileges of this user account and
additional privileges must be assigned so that e.g. afax may be sent viathe remote
system. Thisis easiest accomplished by assigning a user group to the user account.

Global Alias Editor
This privilege is required for correlation data exchange (see further below). Thus
remote system users on the individual MRS Server can for example be automatically
defined as contacts.
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Inthe dialog entry Poll rate, thetimeinterval is given in seconds. A value of 60 denotes
that a connection will be attempted every 60 seconds. The value in Timeout is the
amount of time between connection attemptsif the connection attempt resultsin afail-
ure. Retries is the number of times an attempt is made before a remote system link is
deactivated.

If the option Synchronize local server clock with remote server is activated, the clock of
the server making the remote connection will be set to that of the remote system. This
could be of interest when establishing a remote system link to a server equipped with
an atomic clock (DCF-77).

The address directories (Correlation Database) of both systems can be replicated. It is
possible to overwrite the information on the local system with that of the remote sys-
tem, so that the user administration of both systems occurs on the remote system. The
amount of information to be replicated can be selected via the checkboxes User data,
Distribution lists, System masks and CTI Journals.

Please note that with the Only users with SYNC<Node> option only user accounts for
which a corresponding switch has been set are replicated. This switch must first be
inserted in the user database mask each. A database field of the CHAR type with length
1 (switch) must be created on the remote server for this purpose. Using this option the
MRS Server name may only consist of a maximum of 11 characters instead of 15. If
the individual server was named DOC, a database field called SYNCDOC had to be
installed on the remote server.

Since a remote system link is unidirectional, the settings must be peformed on both
MRS Servers.
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6.4.3 Routing Rules

Routing Rules determine the behavior of the MTA.

Global Journal | Logical Lines I Licenzes I Automatic kaintenance I
Fiemote Links Routing Rules | Advanced I Text-to-Speech I Fax Conversion

— Document Routing Rules

Standard routing rule zet

— Automatic Carbon Copies

Mo automatic generation of carbon copies

— Automatic rerouting of unread document

Mo automatic rerouting of documents

E dit

QK Cancel Lpply

Document Routing Strategy

In most cases, documents are routed over the address book of the MRS Server (default
routing rules). Therefore, the user database must be provided with the appropriate
information for thistask (user database, see page 22ff).

The fax-server inbound routing strategy is different from the default routing rules inso-
far as a special rule for networking voice mail serversis omitted.

The SAP inbound routing forwards all messages to an SAP R/3 system which isin
charge of inbound routing by assigning the corresponding information such as fax
number to the users. Note that SAP inbound routing must at any rate be adapted since
the routing rules must also contain the individual token of the connection to the SAP
R/3 system which cannot be added automaticaly. See “SAP R/3 Gateway
(SAPR3APL)” on page 263.

of the SAP routing rules and the FMS routing rules (fax server) do not differentiate from
that of standard routing rules through the MRS address book. Therefore in this case the
routing strategy used last will be displayed,

If an individual modification to the routing rules is required, then changes must be
made directly in the Windows NT registry. This can be accomplished by selecting the
Custom defined routing rules and then editing the routing rules through use of the Edit
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button. Modification of the routing rules should only be attempted by someone with
well-founded knowledge of the routing rules and their effect on the operation of the
total system. A detailed description is found in the MRS System Architecture manual .

Automatic Carbon Copies

Every incoming fax document can be routed to a printer as an automatic copy. The
only requirements for this procedure is an installed Print APL and a printer connected
to the system.

Through use of the option Incoming faxes are copied to the default printer, all incoming
fax documents are copied to the default printer of the Print APL.

With the option Incoming faxes are copied to a user defined printer, incoming fax docu-
ments are only copied when a printer name is present in the user database field
PRI NTER of the recipient.

In the option Custom carbon copy rules, administrators can define their own rules for
carbon copies. Selecting the Edit button calls up the built-in editor for creating custom
rules. As previously mentioned, modification of the routing rules should only be
attempted by persons with awell founded knowledge of the routing rules.

This option is deactivated when the option No automatic generation of carbon copies is
selected.

Time Triggered Document Routing

Incoming documents that are not read by the recipient within a specified time limit can
be rerouted to another user (e.g. Postmaster). Through use of the option Incoming docu-
ments are automatically rescheduled to a Postmaster if not read, al documents (fax, voice,
EFT-files) will be rerouted to the Postmaster if not read within a 10 day period. During
the MRS Server installation the Postmaster is given as default recipient for unread
documents.

The option Custom rescheduling rules enables administrators to define their own rules
for the rerouting of unread documents. Selecting the Edit button calls up the built-in
editor for modifying the Awake Rules. Modification of the Awake Rules should only be
attempted by persons with awell founded knowledge of all Rules.

Through use of the option No automatic rescheduling of documents, the Awake Rules are
deactivated. In lieu of data protection prescription, this option should remain active.
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6.4.4 Advanced
In the configuration tab Advanced, parameters for various options can be set.

MTA - Message Transfer Agent Configuration B3

Global Journal I Logical Lines | Licenzes I Automatic kaintenance I
Fiemote Links I Fiouting Rules Advanced | Text-to-Speech I Fax Conversion

—CIT
v

' Send dynamic text message as CIT

" Send voice message as CIT
CIT Cache |

Message: {DRGMAMEY: {SUUBJECT.30} {DIGEST. 120}

— User Quata
[~ Activate user guota checking
¥ | Count autbound decuments for quata caleulation

Mote: Enabling this option cauzes an asynchronous update of quaota information which
may take zome hours to complete.

Fiemote System Link:
’7 ¥ Use authentication for Remaote System Links. ‘

Perfarmance
’7 [+ Optimize Scheduling Queus ‘

QK I Cancel | Apply

CIT — Message Waiting Indication

If you use the Notification APL for message waiting indication, the CTI signalization
must be deactivated here! Thisis done automatically with the Notification APL instal-
lation. The administrator need not configure the Notification APL. Merely the user
must decide viathe Web Administrator in which way they want to be notified.

Here you can enable CIT signalization viathe kernel and select the type of signalization.

Send dynamic text message as CIT allows transmission of a configurable text message
over a text capable protocol (e.g. SMS). The text is entered in the Message field and
may contain the following variables:

Variable Significance

{ DATE} Date
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Variable

{Dl GEST[, <Max>] }

{ FORMAT}

{ ORGNAME[ ,<Max>] }

{ ORGNCDE}
{ ORGUSER}

{ RECNAME[ ,<Max>] }

{ RECNODE}
{ RECUSER}

{ SUBJECT[ ,<Max>] }

{TI ME}

Significance

A portion of the text message is embedded in the CIT
notification. The maximum length of this option can be
set through the optional entry <Max>. The algorithms
that forms the digest attempts to filter-out unnecessary
information from the text. This could be e.g. empty lines,
greeting macros, etc.

Inbound message format (e.g. voice, fax, or email) inde-
pendent of the inbound service used.

A readable version of the originator address. If the mes-
sage originator is contained within the alias database, the
name of the originator could appear instead of the fax
number. The maximum length of this option can be set
through the optional entry <Max>.

Incoming service
Originator address

A readable version of the recipient address. message. The
maximum length of this option can be set through the
optional entry <Max>.

Target service
Recipient address

Subject line of the message. The maximum length of this
option can be set through the optional entry <Max>. If
the actual length of the subject line is greater, it will be
cut-off and “...” suffixed to entry.

Time

The option Send voice as CIT message enables the transmission of voice files over the
ISDN voice protocol. This protocol is aso used for setting and resetting indicator
lamps on telephones connected to an Integral PBX from Bosch-Telecom. After select-
ing this option the path to the * . PCMvoicefileis entered that isto be used for notifica-

tions.

Protocols used for setting and resetting indicator lamps (e.g. CIT over the Hicom PBX
from the V.24 APL) should be of the type text since no actual message is being sent.
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For the kernel the transmission job acts as atrigger for setting or resetting the indicator
lamps.

These entries can also be made depending on the user. Enter the file containing the
individual text resp. voice file of the respective user in the database field
Cl TFI LE. Text files must be suffixed with TXT for this purpose. The files are stored
in the MRS Server’s User Dat adirectory tree and entering files is thus performed in
relation to this directory. This feature enables among other things various language
versions of the CIT notification.

If user-dependent CIT files are to be used, the value Ci t User BasedMessage in the
registry key HKLM PP- COM MRS\ MTA\ CI T must additionally be set to 1.

The number of transaction
required for CIT signaling can

be optimized in the CIT Cache
dl al Og' V' CIT reset when all messages are read or deleted

Dependlng Upon the CIT prOtO- List of protocols that do not require CIT reset:

col, two (lamp on/off) and one [SMS VOICE SMSB.SMSNL

state (SM S message) s gnal i ng is V¥ Use CIT cache for protocols that do not require CIT reset

supported. When the CIT cache 7 Cach cotirioes tameac o 1T Mosans Wt e

. . . . . ache optimizes ransactions require eszage Waiting Indication.

IS deactlvaled, a n0t|f| cation 1Is Depending u?:uon the CIT protocol, t\ﬂo [Iampyon.-"off] andgone stateg[SMS message]

t fOI‘ a/ery new inbound mes- zignaling iz supported. CIT pratocols with only one state require no reset.
Sage, When Cl T the iS aCt| - Wwhen cache is activated for protoc_:qls v_\lith_out_reset_ and a meszage waiting indication
. has been set, no new message waiting indication will be set for a certain period.

Vated, and a message wal ti ng ‘without active cache, message waiting indication is alwaps on.

indication has been sent, no new T |
L. . . . ance

message waiting indications will = =

be sent for abrief period of time.

v CIT Cache - reduces redundant signalizatiors

CIT Reset Signalization

A counter based CIT is activated when the option CIT reset when all messages are read
or deleted is selected. Counter based CIT differentiates itself from the previously de-
scribed CIT in that MRS caches the number of new messages that have not been read
in the database field NEWWSGS. The CIT signal is then reset when this number returns
to 0. The option CIT Cache should not be activated with counter based CIT.

User Quotas

Quotas are normally used to restrict the amount of resources (e.g. hard disk storage
space) alotted to a user. Access to these resources are denied when users have
exceeded the amount of resources allocated to them. There are however conceptual
differences between quotas used on afile server and those of amail server.

Userson amail server have only alimited amount of control over the use of resources.
Their actions (sending messages) and those of others (receiving messages) tax the
amount of resources alotted to them. It is therefore possible that a user may not be
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able send a message while either several large messages, or simply too many messages
have been received.

How do Quotas function?

Two database fields are used: QUOTA and QUOTAUSED. The field QUOTA contains the
amount of allocated resources in Bytes. An entry of zero in this field indicated an
unrestricted amount of resources. The amount of used resources is written to the field
QUOTAUSED. The value in QUOTAUSED is compared with that in QUOTA when a mes-
sage is sent, and if the document size plus the amount in QUOTAUSED is greater than
the value in QUOTA, the message will not be sent. This condition will remain until the
user deletes a portion of their in or outbound messages. Receipt of inbound messages
isaways possible.

Outbound documents may also be included in QUOTAUSED computations. The activa-

tion of this option causes an asynchronous update of quota data which may take sev-
eral hours to complete.

Remote System Links

When the option Use authentication for Remote System Links is activated a password is
required as validation for each remote system link. A secure connection is guaranteed
through the use of this option.

Optimization

The option Optimize Scheduling Queue activates an algorithm which optimally reassigns
all lines. Disadvantage: This algorithm is extremely computation bound.

Attention: Since the MTA immediately reassigns all free lines when this option is
used, it is possible that during the expansion of fax distribution lists, no free lines are
available for inbound traffic. This can be avoided by defining certain lines for inbound
traffic only.
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6.4.5 Global Journal

The global journal displaysinformation over in and outbound messages from the MRS
Server.

Femote Links | Fiouting Rules I Advanced I Text-to-Speech I Fax Conversion I

Glabal Journal | Logical Lines I Licenses I Automatic Maintenance
Meszage-D | Originator | Fiecipient | State |
=L <4UTOREPORTER:>  ADMIMISTRATOR 0K, document in mai...
7 <4UTOREPORTER:>  ADMIMISTRATOR 0K, document in mai...
e <4UTOREPORTER:>  ADMIMISTRATOR 0K, document in mai...
5 <4UTOREPORTER:>  ADMIMISTRATOR 0K, document in mai...
4 <4UTOREPORTER:>  ADMIMISTRATOR 0K, document in mai...
a2 <4UTOREPORTER:>  ADMIMISTRATOR 0K, document in mai...
e <4UTOREPORTER:>  ADMIMISTRATOR 0K, document in mai...
241 <4UTOREPORTER:>  ADMIMISTRATOR 0K, document in mai...

Wiew | Search | Eonward | [~ Auto update
Broperties | LancelSend | Send How! | Furge |
QK I Cancel | Apply |

M essages can be sorted either by Message ID, originator, recipient, or document state.
Message sorting is accomplished by clicking with the mouse pointer on the corre-
sponding field in the header.

Various message operations can be performed through use of the buttons in the lower
portion of the dialog. The message ID is selected and subsequently the desired opera-
tion. When the user possesses the appropriate authority, a document viewer can be
started through use of the View button. Selecting the button Properties displays the con-
tents of the internal journal database fields and the PMF system fields of the selected
entry. Transmission jobs that are till in the MTA queue can be removed with the Can-
cel Send button. These messages are identifiable by the clock symbol. As soon as a
message has been transferred to another APL, the Cancel Send option is no longer
available. Send Now! immediately transmits messages that are still found in the MTA
gueue. The option Forward allows messages to be forwarded to other users. The user
currently logged-in must possess read privileges before they can forward a document.
The option Purge replaces the contents of the message with the text “document already
deleted by administrator”. Through this the journal entry remains and therefore the
information over the transaction is retained, but the storage space required by the doc-
ument is drastically reduced.

193



Server Administration
Message Transfer Agent (MTA)

194

The option Search allows the user to search for either amessage 1D, originator, recipi-
ent, or astate. Theresults of search requests are displayed at the top of the global jour-
nal.

When the option Auto update is activated the journal is updated in a real time mode.
This option should not be activated for those users that have a relatively slow RAS
connection to the MRS Server.

A message status is represented by the corresponding icon. Possible icons and their
meaning:
Icon Significance

ﬁ This message has an invalid status! One possible reason could be an APL
crash during a transmission process so that the kernel has consegquently not
received a status report.

The message has been transferred to an APL or to another MRS Server per
Remote System Link; up to now no final report has been received.

[

The message is queuing up (in awaiting loop) to be transmitted to an APL.
Successful message transmission according to status report.

Message delivery could not be executed or an error occurred during the
transmission according to status report.

Successful message transmission according to status report. The mail is
now intended for automatic deletion. See “Automatic Cleanup” on page
179.

Message delivery could not be executed or an error occurred during the
transmission according to status report. Furthermore the message is how
intended for automatic deletion. See “Automatic Cleanup” on page 179.

The message has been transferred to an APL or to another MRS Server per
Remote System Link; up to now no final report has been received. Further-
more the message is now intended for automatic deletion. See “Automatic
Cleanup” on page 179.

5 [ [ kAa@

The target APL has already returned a report on this message, however,
this report is still queuing up (in awaiting loop) and has not been delivered
to the sending APL yet.

Lo



Server Administration
Message Transfer Agent (MTA)

6.4.6 Logical Lines

All logical lines registered within the MTA are displayed in the configuration tab Logi-
cal Lines. All information, attributes and options are displayed for a selected line
through use of the Properties button.

Fiemote Links I Fiouting Rules | Advanced I Text-to-Speech I Fax Conversion I
Global Journal Logical Lines | Licenzes I Automatic kaintenance

Access Protocol L. | Address | QK | Failures | Error prop... | Cost | -

e DOC/Teppl WWS:TCRIP a a a a

e DOCMailépl WWS:DIS a a a a

e DOCMailépl WWS:SFOD a a a a b

e DOCMailépl WWS:5TOD a a a a

e DOCMailépl WWS:D0C a a a a

e DOCMailépl WS MAILE 0 a a a a

e DOCMailépl WWS:TRDB a a a a

e DOCMailépl WWS:DOC/LISTPROC O a a a

e DOCMailépl WS LDAP.MAIL a a a a

e DOCMailépl MWS:NIL a a a a

e DOCMailépl WWS:LDAP. TRANS a a a a

e DOCMailépl WWS:MOMNITOR.MaL.. 0 a a a

e DOC/Dbépl WWS:RDBARDBA a a a a =
InTa T NN KSR TICHITATIONA n n n n

4] I» I_I

Update | Eraperties |

QK I Cancel | Apply |

In the Logical Lines Properties dialog al relevant attributes can be viewed for alogical
line and those of linesimported over aremote system link.

Line traffic directions can be defined for the individual logical linesthrough the option
Line enabled for outhound transactions. Lines are either defined as bi-directional or
explicitly for inbound traffic only.

Through use of the option Line usage preference, values can be assigned to lines which
determine the priority of their usage. Taking advantage of this possibility, a Least Cost
Routing configuration can be easily setup for transmission jobs over various lines to
various sites. In alike manner afall-back strategy can be developed for remote system
links. If for example a remote system link is normally established over a TCP/IP con-
nection through the Internet, a second line over an ISDN connection could be config-
ured using a lower line priority which would only be used in the event of an Internet
interruption of when the amount of datato be transferred isto large.

The MTA is equipped with a cache in which all line information is stored. Through
this cached information the MTA isaware of all lines and their properties at the start of
the server. Included in this cached information are the attributes and characteristics of
lines imported over aremote system link.
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Statistical information and dynamic error probabilities are also displayed within the
dialog.

6.4.7 Text-to-Speech

Text messages can be converted to voice messages over the Microsoft SAPI version
5.1 interface for speech synthesis.

MTA - Message Transfer Agent Configuration B3

Global Journal I Logical Lines I Licenzes | Automatic kaintenance I
Fiemote Links I Fiouting Rules I Advanced Text-to-Speech | Fax Conversion

— Language

E nglish x| Curent voice: Sam

Select voice:

Description | Manufacturer | W |
@ Sam Microsoft W4

Min I
Wolume:

{ S

Speed:

I
i

Default Text-To-Speech Language: I English - l

QK I Cancel | Apply |

Therefore, a Text-to-Speech module!® that conforms to SAPI standards and providesa
speaker in the respective language must be installed and Text-to-Speech and the corre-
sponding TTS language added as supplementary MRS features.

Subsequently select a Voice for each of the supported Languages in thistab. MRS tries
to recogni ze the language of the text to be put out and takes the speaker set for the rec-
ognized language for conversion. If no language has been recognized, the Default Text-
To-Speech Language set here is used. The Volume and Speed of the voice playback can
be set through use of the sliders.

13. Since MRS 5.0 for example ELAN has been supported, with 5.1 also Speechify by Speech works
which requires considerably more resources but offers amuch better voice quality.
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6.4.8 Fax Conversions

These settings determine the appearance and format of fax documents that arrive as
text documents on the MRS Server which converts them into fax messages for trans-
mission..

Global Journal I Logical Lines I Licenzes I Automatic kaintenance |
Remote Links I Routing Rules I Advanced I Textto-Spesch Fax Conversian

— Font for Text-to-Fax Conversion

Type:
Size: ikl -

weight: I Marmal A l

— Resalution

FaxG3 |2DD"2DD dpi 'l
Fax G4 |2DD dpi 'l

— Paper Settings for Text-to-Fax Conversion

Format: Ad h Left margin: I‘I 0o Top margin: I‘I 00
Biight margir: |1 oo Eottom margit: |1 .on

Units: I inch j

QK I Cancel | Apply |

Firstly, the utilized type of Font for Text-to-Fax Conversion can be set via Type:, Size: and
Weight:. Next the Resolution for Fax G3 resp. Fax G4, appropriate for such a conversion,
should be set. Lastly, the paper size and the margins must be entered under Paper Set-
tings for Text- to- Fax Conversion. For margin entries you can default set the Units:.
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6.4.9 Licences
In this configuration tab the serial number of the product as well as product features

aredisplayed..
Fiemote Links I Fiouting Rules I Advanced | Text-to-Speech I Fax Conversion I
Global Journal I Logical Lines Licenses | Automatic kaintenance
i;_ Thiz product is owned by:
__J Organizatiorn: MRS Server for ISDM
Serial number | Count | Product - Feature -
(%7 000-00-001 1 Product: MRS Server for ISDN
5 000-00-017 1 Feature: Kemel —
@ 0o0-00-08 1 Feature: ISDM-So
@ 000-00-0E0 10 Feature: ISDM-So
5 o00-00-019 1 Feature: User
4 000-00-0E 1 10 Feature: User
@ 000-00-014 1 Feature: Exchange
@ 0o0-00-me 1 Feature: Lotus Motes
3 0o0-00-01C 1 Feature: 54P R/3
@ 000-00-m0 1 Feature: Postscript
@ 0o0-00-0F 1 Feature: Fax-on-demand
@ 000-00-020 1 Feature: Short message service
5 o00-00-022 1 Feature: Woice
ANO-N0-n23 1 Feature Furmn file fransfer LI
QK I Cancel | Apply
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6.5 Mail APL

6.5.1 Printer Embedded Codes
By means of printer

embedded COde_S you can Printer Embedded Codes | True Unified Messagingl Advancedl About... I
place information in a

document to be evaluated =~ " & e
by the MRS Server with- (5= I\;Iue I
out any special installa Separstor Tag =

. . End Tag el
tions on the client SenderMame  FROMMAME
UszerlD for Sender  FROMUID
computers. Only a corre- Recipient Name  TONAME

sponding PostScript ~ |E ytd
printer on the MRS Server g':'bTig'd -

is used as network printer Priarty Key FRIO
. Urgent Priority URGENT
by the clients. High Pricrity HIGH
Mormal Priority MORMAL

The printer “HP LaserJet Low Fiiority LW/
Send Time SENDTIME

" PostScript Plus Send Date SENDDATE

v2010.118° which is  |paceomet, MeeY
included in the Windows
scope of supply and con-
nected with the “MRS T P T
Server Fax Monitor* port Z
must be installed on the MRS Server. You can select an arbitrary printer name that
endswith  “ EC' for “Embedded Codes*. For example “MRS Server Printer with

EC". “EC" must be preceded by a blank.

The Mail APL evaluates the embedded codes contained in the PostScript code of the
print output and replaces these with blanksin the hardcopy. The embedded codes must
be set in Courier font which is a so-called native font with printers and is thus maintai-
ned as text in the PostScript hardcopy which is required for recognizing and filtering
the codes at alater date.

The following embedded codes are supported with the precise syntax being config-
urable in each case. You can either select one of the preconfigured versions or define
entirely new ones. This example corresponds to one of the available presettings:

Embedded Code Example Significance

@FAX=263/ @ Recipient fax number.
@MrP=xy @nbekannt . de/ @ Recipient Internet e-mail address.
@ROMUI D=MAM @ Individual MRS user ID.
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Embedded Code Example Significance

@FROWANME=Mar k Mai er/ @ Individual name resp. originator name.
@BENDTI ME=13: 30: 00/ @ Send time for delayed transmission.
@SENDDATE=17. 06. 2001/ @ Send date for delayed transmission.
@RI O=nornal / @ Message priority

@PUBJECT=Testing PEC/ @ Message subject. With fax this can be displayed
on the optional cover page.

@ONAMVE=Thomas Crown/ @  Recipient name.

You can define an arbitrary number of different fax and Internet e-mail recipients per
embedded code in a document. Each specified recipient receives a copy of the mes-
sage then.

The syntax of an embedded code thus reads:
<BeginTag> < Token> < Separator>< Content> < EndTag>
<BeginTag>

Example: “ @
<Token>

The following tokens are available: FAX, SMIP, FROWVUI D, FROVNAME,
SENDTI ME, SENDDATE, PRI O, SUBJECT, TONANE.

<Separator>
Default; “="
<Content>

Depending on the <Token> used, the corresponding content is here entered by the
user. See above table.

<EndTag>
Example: “/ @
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6.5.2 True Unified Messaging
The option Restrict the

number of TUM sessions
that are active at the same
time to one session per user
prevents a mailbox from
being simultaneously ac-
cessed via several telepho-
nes per TUI. Thus the op-
tion is basically a locking
mechanism.

Other TUM providers e.g.
for Lotus Notes or Micro-
soft Exchange have de-
fault set this restriction to
aTUM session.

The user SYSTEMis a user
automatically defined by
the system with a mini-
mum of privileges and is

Frinter Embedded Codes  True Unified Messaging |Advanced| About... I

Session Settings

[v Restrict the rumber of TUM sessions that are active at the same time toé
se3sion per uzer.
iThis restriction does not apply to user STYSTEM.

QK I Cancel | Lpply |

4

exclusively used for access per TUM. With TUM a new message must always be ge-
nerated by a user. Therefore a TUI accessing a message per TUM aways specifiesthis
user when acaller leaves a message.
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6.5.3 Vanity Numbers
In addition to digits you

aso find characters
printed on modern tele-
phone device keys. So you
can aso memorize num-
bers in the form 0700
CYCOS AG instead of
cryptic telephone num-
bers such as 0700-
2926724. Such character
representations of tele-
phone numbers are called
vanity numbers.

The MRS Server can use
such character combina
tions for dialing by con-
verting from a database
field to be specified, con-
taining a digit/character

Frinter Embedded Eodesl True Unified Messaging  Advanced |Ab0ut... I

 “anity Mumbers

v Database Field:

o

[HaME |

Mate, that changing this field will update all vanity numbers.

QK I Cancel | Lpply |

4

sequence, into another database field. The Database Field for this conversion can be
selected here from the fields NAME and VM _HI _DSP_NAM (alternative name for repre-
sentation in a Hicom telephone display; is used, for example, by the VMS voice mail
system). The converted result is then found in the VM _VANI TY field of the correlation
database. This field can now be used by client applications such as e.g. a voice mail

system.

The assignment of characters and digits on the keys has been standardized by the ITU.
However, there are two recommendations for this assignment: Option A and B.
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Option A

Option B

4 GHI
7 PQRS

1Qz
4 GHI
7PRS

2ABC
5JKL
8 TUV

2ABC

5JKL

8 TUV
0

3 DEF
6 MNO

9WXYZ

3 DEF
6 MNO
9WXY

In practise, option A occurs the most, therefore it is used by the MRS Server. The
MRS Server additionally contains a conversion table that places some special charac-
ters on certain characters, thus converting them into the digits assigned to the charac-

ters.

Since the correlation database contains the entries in the OEM font (codepage 437),
this assignment occurs for characters with a value greater than or equal to 128 to the

ASCI| charactersA to Z.

The following table contains the assignment:

Decimal OEM
128 C
129 u
130 é
131 a
132 a
133 a
134 a
135 c
136 é
137 é

Assigned

C
UE
E
A
AE

m m O » >

Decimal

146
147
148
149
150
151
152
153
154
159

i

o O O

o

c

~ C: O: <

OEM

Assigned

AE
0]
OE

OE
UE
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Decimal OEM Assigned Decimal OEM Assigned
138 e E 160 a A
139 ) I 161 i I
140 i I 162 0 @]
141 i I 163 a U
142 A AE 164 f N
143 A 165 N N
144 E E 225 SS
145 & AE

Note that all characters not specified here, except A to Z, are not copied. The names
“Doe, John"“, “DoelJohn” or “DOEJOHN" thus result in the same number.

Since the assignment of vanity numbers to users e.g. via the user name cannot be
unique, a corresponding selection mechanism in aclient application must consider this
and, with choosing via a user name, offer al users for selection that have been
assigned the same vanity number by conversion.

6.6 Microsoft Exchange Gateway (ExchAPL)

Exchange 5.5 Gateway configuration is described in the MRS and Microsoft Exchange
manual. Exchange 2000 Gateway configuration is described in the MRS and Microsoft
Exchange 2000 manual.

6.7 SMI Transporter

204

A SMI transport is used when a SMI interconnection is made between two servers
(Remote System Link), or when a connection is created between a client and a server.
In addition to those listed here, there are other SMI transporters such as the ISDN
APL. Those listed here are generally used for in-house connections (LAN) and have
no further telematic functions.

6.7.1 Named Pipes (PipeAPL)

The Named Pipes APL is a transport based on Named Pipes. This transport can be
used under the Windows NT platform for connecting the MRS Server to a system.
Additionally, the MRS Client can be connected to a server through the use of a Named
Pipe.
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Configuration of the Named Pipesis not necessary since all required settings are made
during the installation of the selected network protocol under Windows NT.

Named Pipes were created for the Internal Process Communication (IPC) in the LAN
Manager. They are present as soon as a network protocol is installed under Windows
NT. A common protocol on both client and server is a prerequisite for the connection
over a Named Pipe. Several advantages to Named Pipes under Windows NT are:

« Implementation as a file system (NPFS), where joint features from the Windows
NT file system such as caching are be automatically used.

« Connection to the local computer does not run over the network interface. Thisis
the only transport with which the MRS Windows Client can be connected to a
MRS Server, when both are installed on the same computer.

« Named Pipes, as with every other network protocol, can also be used over the
Remote Access Service (RAS) of Windows NT.

6.7.2 SPX (SPXAPL)

The SPX APL isa SPX based transport. MRS Servers under Windows NT can be con-
nected to other systems using this transport. In addition, the MRS Windows client can
be coupled to a server using the SPX transport.

A configuration of this transport is not necessary since al required settings were per-
formed during the Windows NT NWLink | PX/SPX compatible transports network pro-
tocol installation.

The SPX transport was developed for applicationsin local networks (LAN).

6.7.3 TCP/IP (TCPAPL)

The TCP/IP APL is a TCP/IP based transport. MRS Servers under Windows NT can
be connected to other systems using this transport. Remote system links with aNV'S
Server running in QNX (real time operating system) can be made using the TCP/IP
transport.

The MRS Windows client can also communicate with a MRS Server using a TCP/IP
transport. Since TCP/IPis a protocol which is used in wide area networks (WAN) such
as the Internet, communication between servers (or client and servers) could also be
worldwide if an Internet connection is available.

A configuration of this transport isin most cases not necessary since all required set-
tings were performed during the Windows NT TCP/IP network protocol installation.
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6.7.3.1 Firewall

After it'sinstallation, the TCP/IP firewall is disabled. This enables access from every
computer to the MRS Server over the TCP/IP protocol.

If access is to be denied to
specific computers or net-

works, this can be accom-

. . = = Uze this list to grant or deny certain addresses access rights to thiz
plished by forming a server,
reference from the IP-Net-

Firewwall | Name Hesolutionl

Metwark | Metmaszk, | Diescription |
work address and Netmask. ¥ 101,140 256,255 2550 Intemn
Through this reference, =~ [¥0020 0000 Woild L
access can either be granted Do |
or denied. A description of

the access type can aso
given for easy identifica-
tion.

Add... | Eroperties... I Eemove |

QK | Cancel | Apply |

As soon as an entry is
present in the dialog window, the behavior of the TCP/IP APL changes so that every
computer (or network) must now be explicitly granted access to the server. In most
normal cases only computers and networks that are allowed access to the MRS Server
will appear in the dialog window.

Thereferencelist is sequentially searched from the first entry until amatch isfound. If
a single computer from a network is to be allowed access to the server but the rest of
its network denied access, then the computer reference must be inserted in the list
prior to that of the network. By selecting the Add button, new references may be added
tothelist. After selecting a reference and subsequent selection of the Properties button,
characteristics of the address may be viewed or modified. Selecting the Remove but-
ton deletes the selected entry from the reference list. Repositioning an access reference
within the list is accomplished through the use of the buttons Up and Down.

New settings are activated as soon as the OK or Apply buttons are selected. All changes
to the settings are dynamically integrate, so that a restart of the TCP/IP APL is not
necessary.

Example

In the following examples an activated entry (access granted) is displayed with a“+”"
and a deactivated entry (access denied) through an “X".
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« If accessto the MRS Server isto be explicitly granted to all IP-addresses, then the
following should be inserted into the reference list:

IP-Address Netmask
+ 0.0.00 0.0.0.0

« To deny accessto all IP-addresses the following entry isinserted into the reference
list.

IP-Address Netmask
X 0.0.00 0.0.0.0

« A Class C network exists which has been divided into two logical networks. The
“upper” network and the “rest of the world” are to be denied access to the server.
Class C Network: 194.77.158.0, Netmask: 255.255.255.0
Lower Network: 194.77.158.0, Netmask: 255.255.255.128
Upper Network: 194.77.158.128, Netmask: 255.255.255.128

The reference list then has the following entry:

|P-Address Netmask
+ 194.77.158.0 255.255.255.128

« A Class C network exists which has been divided into two logical networks. The
“upper” network and the “rest of the world” are to be denied access to the server
with the exception of one MRS Server within the upper network which is to be
used for aremote system link.

Class C Network: 194.77.158.0, Netmask: 255.255.255.0
Lower Network: 194.77.158.0, Netmask: 255.255.255.128
Upper Network: 194.77.158.128, Netmask: 255.255.255.128
MRS Server in upper Network: 194.77.158.155

The reference list then has the following entries:

|P-Address Netmask
+ 194.77.158.0 255.255.255.128
+ 194.77.158.155 255.255.255.255

« InaClass C network all computers are to be granted access with the exception of
one, and worldwide access is al so to be deactivated.

Class C Network: 194.77.158.0, Netmask: 255.255.255.0
Computer denied access. 194.77.158.166
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Thereference list now has the following entries:

|P-Address Netmask
X 194.77.158.166 255.255.255.255
+ 194.77.158.0 255.255.255.0
X 0.0.00 0.0.0.0

Since al addresses that do not fall within the range of those through the combina-
tion of IP-address and Netmask will be denied access, the last entry may be omit-
ted:

|P-Address Netmask
X 194.77.158.166 255.255.255.255
+ 194.77.158.0 255.255.255.0

6.7.3.2 Name Resolver

The name resolver of the TCP/IP APL is by default always activated. This means that
every |P-address which attempts to make a connection to the MRS Server is queried
through Reverse Name Resolving.

If individual computerswithin alocal network are assigned | P-address through DHCP,
these addresses should be entered in the Name Resolver’s list, and the Name Resolver
then deactivated.

Since the configuration in this dialog corresponds to that of the Firewall, a short
description of the differences between the two are outlined in the following:

Selection of the Add button in the tab Name Resolver, calls up adiaog in which arefer-
ence to an IP-address, netmask, and description may be entered. The option Reverse
resolve the specified IP addresses can either be switched on or off for the specific refer-
ence.

In contrast to the Firewall, the standard behavior of the Name Resolver isto resolve all
|P-addresses. This behavior remains constant, even for those | P-addresses not entered
in the list when a computer or network is listed.

6.7.4 Remote System Links

The SMI protocol is used for internal communication between MRS Servers and Cli-
ents. A connection between MRS Servers through SMI is called a Remote System
Link. All SMI transports can also be used for connections between two servers.

Remote system links are configured over the MTA settings. See page 184.
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6.8 Internet Email, POP3/IMAP4 Server and POP3 Mail Import
(SMTPAPL)

A description of the services implemented through the SMTP APL can be found on
page 78ff of this manual. Configuration of the SMTP APL, as with all other APLs, is
done through use of the MRS Monitor. In the Modules window of the MRS Monitor
the entry Settings should be selected and subsequently SmtpApl/Settings.SMTP (Simple
Mail Transfer Protocol) Server

6.8.1 SMTP (Simple Mail Transfer Protocol) Server

The SMTP Server enables receiving and sending of email messages via the Internet
protocol Simple Mail Transfer Protocol (SMTP). For send operations some additional
configurations can be performed in the Outbound Mail configuration tab.

General Settings
The TCP/IP Host name Secure Sockets I Formats I POP3 Mail Impart I
of the MRS Server SMTPServer |  OuboundMal | POP3Sewer | IMAP4 Sewver
(including the domain) Wersion 5.10.112 [(WIN-NT] Release Build 3333

is used as the default  Hostname:
entry in the field Host SMTP port:
name:. Thisentry is used [0 1 =
for creating the origina- [
tor address. If the Host o e sl

V' Use ESMTP delivery reparts

I~ UseBIND address:

name was not inCI Ude_d’ Inactivity imeout for mail receipt: I30 Advanced |
and Only the domaln Max. no. of concurent inbound connections: I'IB

given, the MRS origina
tor address generated by
the SMTP gateway

[ Use sender addresses to authorize gateway access

™ Autoleam names of senders in user database

WOUId be [¥ Enable client authorization

user @omai n instead

of

user @ost . donai n. ok | coeel | o |

This address, as well as
other user specific data,
can be individually configured for the user within the MRS user database. Enter the
complete SMTP address of the respective user in the SMTP field of the user database.
This addressis al'so used for inbound routing to the users.

The SMTP port: entry determines which port is used by the SMTP APL for in and out-
bound email traffic. The default setting is 25, but when used behind afirewall, another
setting may be more appropriate.
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The option Use ESMTP delivery reports activates delivery confirmations (Delivery Sta-
tus Notifications), an SMTP protocol extension (Extended SMTP).The arrival of
emails at the MRS Server is thus confirmed to originators with ESMTP. This extended
service functions only when this SMTP protocol extension is also available to the
recipient.

In the Use BIND address: field you can enter the | P address the SMTP server then binds
itself to. This is normally the computer’s default TCP/IP address. With a multi host
system having several |P addresses the desired one can be specified here.

Incoming Mails

Via Enable inbound mail the gateway for incoming SMTP messages is activated.
Receiving mails then occurs simultaneously through the maximum number of chan-
nels specified in Max. no. of concurrent inbound connections:.

In the dialog field Inactivity timeout for mail receipt:, the time is given in seconds after
which atransmission is terminated should an error occur.

The transmission privileges of the message originator can be checked when the option
Use sender addresses to authorize gateway access is enabled. If the recipient address of a
transmission job was e.g. NVS: FAXG3/ 1234567890@lonai n. com the originator
of thisjob must have Fax G3 transmission privileges.

Upon activating this option a pseudo user with the SMTP identifier and the privileges
“Internet Mail”, “Trusted Domain”, “e-mail” and USER is automatically defined.
Without this pseudo user the SMTP APL is not enabled to forward external messages
to internal users. In the event that a user with this identifier already exists when this
option is activated, a malfunction might be the result since this user is not automati-
cally assigned the above privileges then.

When the option Autolearn names of senders in user database is enabled, an entry is
automatically created in the user database using the originator address of incoming
messages. Attention should be given to the fact that these automatically generated
entries lead to arelatively fast expansion of the user database. Also the following con-
ceivable scenario may cause problems. Someone has sent himself a message from his
private Internet account to the company he works for. Two entries with the same name
exist in the user database. Now if someone does not know a recipient’s alias (user-
name) and tries to find this recipient using the full name both addresses would be dis-
played. The message might then inadvertantly be sent to the private address instead of
the company account.

Enable client authorization activates another ESM TP feature, namely the AUTH token,
which serves to authorize the SMTP originator by means of a password, is sent to the
client in this case. Viathis AUTH token the connected client isinformed that the SMTP
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server has this feature so that the client can use it. Several processes are supported
then.

For the CRAM-MD5 process the SMTP APL must know the user password in the
clear text. This, however, is not possible with the default database entry PASSWORD.
Therefore the database POP- PASSWORD is taken which, using this feature, should be
added to the user database with type Cl PH, CHAR and a reasonable password lenght
(app. 40 characters). With the PLAI N and LOGI N processes the PASSWORD entry is
used as dternativeif the POP- PASSWORD database field is not available or empty. The
LOA N processis used for example by Outlook Express and Outlook.

Please note that a possibly desired authorization against the SMTP server cannot be
explicitly configured in the Netscape Messenger. The Netscape Messenger automati-
caly uses the PLAI N process if it is offered. In the event that you do not want an
explicit authorization by means of a password here, deactivate the AUTH function via
the Registry.

Selecting the Advanced but-
ton enables the entry of

local and trusted domains.

Local Domaine  Trusted Domaing | FirewaIII

The domains listed here are conzsidered tustwarthy, i.e. mail from these domains may be
relayed to other mail servers.

Messages are never for-

This is nat reall b der add be faked easily. For additional
Warded to Other Interna Secl:suI[ist},n[Def[:[atoytazcigi[[eeweaﬁ'a;;i;en er addresses can De raked easily. For addiiional
Hosts from within a Local

Domain. Messages are only oicoeom .
transmitted internally d |
within these domains. If the —

local domain has an MX- - |
Record which points to the Ronove_|

MRS Server, it will auto-
matically be considered to
be a local domain and must
not be entered as such.

QK I Cancel | Apply |

Through an entry in Trusted Domains, SMTP messages can be routed to non-local
users. Messages from non-authorized originators will be disregarded, without any
notification to the sender.

Since recipient addresses in the Internet are easily feigned, further security measures
should be set in the configuration dialog of the Firewall tab so that the server is not used
as a relay station. Hereby access to the SMTP APL can explicitly be permitted or
refused for certain |P networks. This correspondsto the firewall handling for the TCP/
IP APL described on page 205.

Some mail servers do not allow receiving messages from a mail server that is classi-
fied as so-called Open Relay via which messages can thus be sent by everyone. Such
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an Open Relay is at any rate a security problem enabling so-called spammers to send
their mails via the individual mail server. In this way companies can incur consider-
able costs as the spammer simply sends one mail with the complete recipient list to the
Open Relay which subsequently routes the message to al recipients at the company’s
expense! For this reason we recommend to globally block relaying here and to give
explicit permission only for networks where it is desired. Blocking receipt of mails
from an Open Relay is normally done via lists available in the Internet. Whether the
individual mail server is an Open Relay can be checked eg. under http://
www. abuse. net/relay. htm .

Relay Authentification Strategie

Relaying means transmission of a message via another SMTP server. Direct delivery
to the target SMTP server would be normal, but the originators may be behind afire-
wall or on-line only for a short while. Therefore they possibly transfer their emails to
an SMTP server that is on-line permanent so that this server then sends the messages
to the target SMTP server. In this case the MRS SMTP server would act as so-called
Relay Host, defining viathe following strategy when it can be used by an orginator for
message transmission.

« If neither firewall nor Trusted Domain entries have been defined, each originator is
considered loca and may thus use the SMTP server asrelay.

o Firewall entries are compared with the originator’s physic IP address; Trusted
Domains with the “Mail From” entries in the email header. If at |east one firewall
entry has been defined, all incongruous originators and those that match a corre-
sponding exclusion entry of the firewall entries are considered not local unlessthey
have an entry as Trusted Domain. Originators not local must not use the SMTP
server asrelay.

« Through a successful verification by means of AUTH command or “SMTP after
POP/IMAP”, the originator is also considered local except he or she would be
excluded viaafirewall entry.
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6.8.2 Outgoing Emails
In the dialog entry Send

mal_l via relay hOSt:’ an Secure Sockets | Formats I FOF3 kil Impart I
optional Host address SMTF Server OutboundMail | POP3Sewer | IMAP4 Sewer

(TCP/IP) may be entered
where messages are to

Send mail via relay host: Il

be I’erouted Th| s iS com- Send mail by schedule: |<connect directly> j
mon pl‘aCtI ce e g When Mote: Uge the POP3 Mail Import dialog to define schedules.
the M RS Computer can- Inactivity timeout: 120

not fU”y access the May. no. of concurent connections: I‘]B
Internet but can reach

— Fax formats
an0ther SMTP ) server [~ windows Bitrnap BMP " TIFF Bitmap
that tak& over th|S fUnC' I~ “windows Bitmap Grayscals BMP ™ TIFF Eax
tion. This could be for V' Grayscale JPEG [~ TIFF Multipage
gxample afirewal which ~ —
is used to protect the 7 windows wave I Macintash AIFF
COfnpany’S network from I~ windows Wave Compressed [~ Uniz &l
Internet intrusion. | AL B e
The option Send mail by ok | ool | i |

schedule: allows the
selection between a
direct network connection or that of one defined in the user database. For user defined
connections, a time-plan can be assigned to users in the configuration tab POP3 Mail
Import. In this constellation, a PPP-Connection is established through the Windows NT
RAS service. Outbound Internet email messages are then sent over this connection.
Outgoing Internet email messages are sent immediately when a direct network con-
nection (dedicated line, etc.) or equivalent Internet connection is used. This happens
either directly or indirectly through the Relay Host which was entered in this dialog.

After lapse of the time specified under Inactivity timeout: the server closes an inactive
outgoing connection.

Max. no. of concurrent connections: is the number of send jobs that can be carried out
parallel. This value should not be measured to high if the available band width isrela-
tively small. Otherwise the send processes are increasingly cancelled owing to time-
outs as the receiving party had to wait too long.

If required, outbound fax and voice messages can be converted into one or more for-
mats to be selected under Fax Formats resp. Voice Mail Formats. It goes without saying
that this only applies to rerouted or directly sent documents and not to attachments of
normal emails.
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6.8.3 POP3 Server

The option Enable POP3
server activates the POP3

Secure Sockets I Formats | FOF3 ail Impart I
server on the port listed SMTPSever | Dutbound Mal POP3Sever | IMAP4 Server
in the field POP3 server = pops server
port:. i :

In the Client inactivity tim- Client inactivity imeaut: |3D— seconds
eout: field you can enter Max. no. of messages per poll; |54—

the time in seconds after Masium message sie: [ bytes
WhICh the POP3 %rver May. no. of concurent connections: |15—
terminates transmission

i n case Of | rl’egu| al’l t| €s. Mote: Specifying 0 az the maximum meszage size disables message size restrictions.
For connections to the

client the Max. no. of mes- POP3 server port: 110

sages per poll: can be set

as We” as the MaXimUm [ Flag as read after retrieval

messages size: in the

appropriate fields pro-

vided in the POP3 Server K Cancel | sopl |
configuration tab. An
entry of zero in Maximum messages size: denotes that the set amount of messages can,
regardless their size, be transferred in one go. If Max. no. of messages per poll: were set
to zero, no messages would be transmitted any more!

ﬂ

Max. no. of concurrent connections: limits the number of POP3 clients that can simulta-
neously access the server.

ViaFlag as read after retrieval you can inform the MRS Server that polled messages are
flagged as read on the server as soon as they have been polled viaa POP3 client. Since
there is no further interaction between the POP3 client and the POP3 server after mes-
sage polling, this is the only way to indicate these messages accordingly. Otherwise
polled messages would be considered unread and thus new with a later access to the
individual mailbox via another client (IVR system, Lotus Notes, Microsoft Exchange
€tc).
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6.8.4 IMAP4 Server
Selecting the option

Enable IMAP4 server aCtI_ Secure Sockets I Formats I POP3 Mail Impart |
vates the IMAP4 server SMTPSever |  OuboundMal | POP3Sewer IMAP4 Server
on the port indicated in  _ jap 4 sever
the field IMAP4 server
port:.

With the IMAP4 proto-

IBBB
COI , docummts remai n Max. no. of concument connections: |15
on the server and Only IM&P4 server port: |143

header Inforrn_atlonl IS Folder for gent items: ISentitems
fetched at login. Since

Only a srna” arnount Of — Mailboxkes that should not be copied automatically

seconds

Llient inactivity timeout:

data is being transferred, ——— st |
restrictions required by —

POP3 servers becomes L |
unnecessary. | Beove |

In the option Client inac-

thlty timeout:, thetimeis ] I Cancel | Lpply |

entered in seconds after
which the IMAP4 server terminates a connection if no data are transferred to and from
the client any more. The presetting is 666 seconds which is a bit more than the
Microsoft Outlook standard poll rate, querying new messages every 600 seconds.

Max. no. of concurrent connections: restricts the number of IMAP clients that may
simultaneously access the server.

Individual folders can be configured as a repository for transmitted and deleted mes-
sages. The names of these folders should be entered in the Folder for sent items: field.

In the Mailboxes that should not be copied automatically field you can specify the MRS
Server folder name for which MRS is to ignore a copy command. Note that for ex-
ample Outlook provides a setting called ‘ Save copies of messages in Sent Items fol-
der* (found via ToolsoOptions...0PreferencestE-mail Options...), viawhich copies of the
sent documents are automatically generated. But since the MRS Server has a corres-
ponding folder for all outgoing documents, these copies are pointless. In particular
when access is made via older IMAP clients that can handle folders only restrictedly
or not at all, documents are displayed twice since these clients display all documents
from all folders in aflat view. Thus if the user performs the above setting, they can
have the copy command ignored by the MRS Server.
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6.8.5 Secure Sockets
Via the Enable Secure

Sockets you can activate SMTPSever | OutboundMal | POP3Sewer |  IM&P4Sewer |
an SSL ciphering Securs Sockets | Formats | POP3 Mail Import

(%Cure SOCketS [SSL/ — Secure Sockets
TLS]) for IMAP, POP,
SMTP  sending and
receiving. The ports used
are default set to those Private key file |
used by Outlook 2000,
thus for POP3 Port 995

Lertificate file: I

Passphraze for private key: I

and fOI‘ IMAP4 POI‘t 993 Trugted CA file: I
For SM TP Send| ng and [~ verify client certificates
receiVi ng the START- [~ verify zerver certificates

TLS command is sup-
ported. The options
verify client certificates
resp. verify server certifi-
cates enable you to o |

check the certificates of = ZEN e
the respective receiving
stations for the case that the SMTP APL acts as client, thus sends messages, as well as
for the case that it is server and receives messages.

With secure sockets activation the entries Certificate file:, Private key file:, Passphrase for
private key: and Trusted CA file: must contain reasonable values. To obtain the required
data proceed anal og to the Web APL:

You need a certificate of an internationally accepted CA (Certificate Authorities).
Such a CA isfor example Verisign (www.verisign.com), who are, however, among the
most expensive. Follow the procedure described by the respective CA to receive the
certificate.

Enter the Certificate file: obtained from the CA, the Private key file: and the Passphrase
for private key:. The password must at any rate be entered viathe configuration tab here
sinceit is stored in the registry enciphered.The term “Passphrase” isto point out that a
whole sentence rather than a simple password should be used to enhance security.

Demanding the certificate or creating a simple test certificate for viewing the basic
functionality requires the OpenSSL program which is found in the <MRS
Install>\ SDKTool s directory.
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Example of the creation of a self-signed certificate to be used for test purposes to
check the basic SSL functionality:

openssl req -x509 -newkey rsa: 1024 -keyout key.pem
-out req.pem-config config

Two files are generated, the Private key file key. pemand the Certificate file r eq. pem
Copy thesefilesto <MRSInstall>\ r es\ SMIPAPL\ .
How to obtain an officially signed certificate?

You need a private key and a certificate request. The latter one is usually sent to the
CA that signs this certificate with your private key. First generate some random num-
bers required for private key generation later on:

openssl nmd5 * > rand. dat

Next create the private key upon which its password is specified. This password
should be alonger phrase, for example a sentence:

openssl genrsa -rand rand.dat -des 1024 > key. pem
or, if you want to use “triple DES":
openssl genrsa -rand rand.dat -des3 1024 > key.pem

Now the private key key. pem has been generated. Keep the specified password
(phrase) well in mind as without it the private key cannot be used. Furthermore create
abackup copy of the private key and keep it in a safe. Never pass the private key on to
anyone else! If you should lose it, the certificate signed with it cannot be used any
more.

Finally generate a certificate signing request to be transferred to the CA. The CA then
sign the request and send back a certificate which can be used with the previously
generated private key:

openssl req -new -key key.pem -out csr.pem-config config

key. pemis the above generated private key and csr . pemthe desired certificate re-
quest. During the generation you are queried for the following information:

« Country code. It consists of two letters and has been standardized by 1SO (e.g. de
for Germany, au for Australia, gb for Great Britain, mx for Mexico, etc.)

« Full country name.
« Name of the city resp. town.

« Name of the organization. This should be the organization that owns the domain
name.

« Name of the individual department (e.g. marketing, sales, etc.)
« Thequalified host name of the individual SMTP site (e.g. mail.cycos.com).
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If you are asked for “extra attributes’, just ignore it. The appearance of the csr.pem
content should approximate this:

————— BEG N CERTI FI CATE REQUEST---- -

M | BETCBv Al BADBXMs wCQYDVQQGEWJ BVTETMBEGALUECBMKU29t ZS1TdGF0ZTEh
MB8GA1UEChMYSWs0ZXJuZXQyV2! kZ2| 0cyBQdHk g THRk MRAWDg YJKoZI hvcNAGKB
FgFgMWwwWDQYJ KoZI hv c NAQEBBQADSWAWSAJBAL6NPTy 3avNgbubx+ESmD4LVILQG
f cSh8nehEQ xGaCPI r hTP87PaA0Xv GpvRQUj CGSt r I Gsd8I ¢ YVWKkOayt NUCAWEA
AaAAVAOGCSqGSI b3DQEBBAUAAOEAXc Msa8eXghG2ZhVy FKRVr | 4vT8haN39/ QIc9
Br Rh2nOTKgf McT9h+1XxOWNRQO/ SI GV1y3+3abNi JmIBW1J8Bg==

————— END CERTI FI CATE REQUEST-----

Example of aconfiguration file for the OpenSSL program so that it queries the various
values mentioned above. As the case may be, copy it asconf i g file to the SDKTools
directory.

[ req]
default_bits
defaul t _keyfile

di sti ngui shed_nane
attributes
x509_ext ensi ons

1024

privkey. pem

req_di stingui shed_nane
req_attributes

v3_ca

dirstring_type nobmp

[ req_di stingui shed_nane

count r yName Country Nanme (2 letter code)

L1 | O A |

countryNanme_def aul t AU
countryName_mi n 2
count r yName_nax 2

| ocal i tyName Locality Name (eg, city)

or gani zat i onal Uni t Nanme = Organi zati onal Unit Nane
conmonNane = Common Nane (eg, YOUR nane)
comonName_max = 64

emmi | Addr ess = Emmi | Address

emai | Addr ess_max = 40

[ reg_attributes ]
chal | engePasswor d
chal | engePassword_min
chal | engePasswor d_max

A chal | enge password
4
20

[ v3_ca ]
subj ect Keyl dent i fi er=hash
aut horityKeyl dentifi er=keyi d: al ways, i ssuer: al ways

basi cConstraints = CA:true
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6.8.6 Formats

In the configuration tab
Formats, various file for-
mats can be given for fax
and voice services for
display by either a POP3
or IMAP4 client.

Clients whose format is
not supported by the
MRS Server would be
converted (when possi-
ble), to one of the
selected file formats.

If Postscript or telex files
can be displayed by the
client a conversion to
either a graphic or text
format should be
included.

The following Fax Format
are available:

Format
Server Fax G3
Fax (DCX)

Windows Bitmap
BMP

Windows Bitmap
Greyscale BMP

Greyscale JPEG

TIFF Bitmap

TIFF Fax
TIFF Multipage

SMTPSever |  OutboundMal | POP3Sewer |  IM&P4Sewer |

Formats FOF3 kil Impart

Secure Sockets

— Fax

Iml ¥ Grayscale JPEG
[~ FaxDCx [~ TIFF Bitmap
I ‘windows Bitmap BMP ™ TIFF Fax

™ ‘windows Bitmap Grayscale BMP [ TIFF Multipage

*Jze the JPEG format to view fax meszages with HTRL mail clients.
*Jze TIFF Fax with ‘\Wang Image Viewer of NT 4.

— Woicemail Formats

v windows Wave [~ Macintosh AIFF

[~ ‘windows Wave Compressed ™ Unix8U
[V A-Law Wave ™ yLaiw Wave

™ Paostscript files

Do not corvwert
[~ Telex documents ‘

(

Mote: Format selection on a user basis can be achieved by creating a POPFORMATS
database field. Sample content: FG 3w THT BIN.

o]

Cancel Lpply

Description
Cycosfax format (MRS Viewer).
Multi-page PCX graphic format. Used by Microsoft fax.

Individual fax pages are converted to a Windows Bitmap.

Individual fax pages are converted to a Windows Bitmap,
where a greyscale interpolation is performed.

Fax data is converted to a 9 color JEPG greyscale format.
Thisformat is suitable for viewing with HTML mail clients.

Individual fax pages are converted to a standard TIFF Bit-
map.
Fax datais converted in accordance with TIFF standards.

Fax data is converted in accordance with TIFF standards
(multi-page).
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The following Voice Mail Formats are available:

Format Description
Windows Wave Windows Sound Format

Compressed Win-  Compressed Windows Sound Format. The audio codec used

dows Wave to compress these files is configured in the MTA settings.
The appropriate codec to play-back compressed files is also
required on the client computer.

Macintosh AIFF Audio format used predominantly on Apple computers.
Unix AU Unix audio format.

6.8.7 POP3 Mail-Import

The Windows NT remote data transmission service (RAS) must be installed prior to
the use of this service.

6.8.7.1 New Database Fields
Four new database fields must be installed in the user database for use with the POP3
Mail-Import service. The fields are described in the following table:

Database Field Significance

PM - SCHEDULE Schedule name (see below). This schedule determines at which
time a connection to the POP3 server is established.

PM - USERNANVE User name for which mail is fetched from the POP3 server. If
no entry is given the MRS login name will be used.

PM - PASSWORD User login password for the POP3 server.
PM - HOSTNAME POP3 server Hostname.

These fields may contain either a pseudo account through which all user mail is
retrieved or user specific data for a user account on a POP3 server. A combination of
both these possibilities is also possible. The MRS Server recognizes pseudo accounts
through the empty user database field GROUP.

The SMTP APL searches the user database for users with the field PM - SCHEDULE
and imports their Internet email in accordance with the scheduling data.



Server Administration
Internet Email, POP3/IMAP4 Server and POP3 Mail Import (SMTPAPL)

6.8.7.2 Active Schedules

New Schedules can be
inserted through selec-

) SMTPSever | OutboundMal | POP3Sewer | IM&P4Sewer |
tion of the Add button. Secure Sockets Farmats POP3 Mail Impart

The new $hedule must Active schedules:

be assi gned anameand a Schedule | Name | Dialed Nurber

dialing number from the
RAS telephone book.
The new schedule must
then be assigned to a

Eemove

[ Agd |
e
Edit |

— PPP/RAS logon data

User:

minimum of one user
before it can be exe
cuted.

To delete an existing
schedule simply select

I Password:
I LConfirm Pazsword:

Mote: the domain iz only uzed for MT Remote Access Service.

MT domain:

—
—

—

| Disconnect immediately after sending and receiving nevw mai

Dial fimeout:

the g:hedul e and wb%- it until BAS phone book idle time has expired before disconnecting

quently the Remove but-

ton [refault POF account | Impart v |
After the creation of a [ ok | cancel | e |

new schedule, the times
at which it is executed must be entered. Thisis done through selection of the Edit but-
ton. Connections are established through the Remote Access Service (RAS) during the
times marked within the scheduling table. Throughout the duration of the connection
email messages are sent and fetched for the various users.

Schedule for test B3
)| B

Mon
Tue

whed
Thu

Fri
Sat
Sun

EEEE

Each selection in this table results in retrieving e-mail: and sending queued e-mailz at the beginning of the
zelected quarter hour.

Mote: Messages with 'urgent’ or higher priority will be sent immediately regardless of the schedule.

Lancel
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The function of the individual buttons is described in the following table:

Button Significance

Assigns “Pen” characteristics to the cursor. The individual
fields of the scheduling table can be marked or unmarked.

This button enables the selection of a range within the schedul-
ing table. The functions of the following two buttons can be
applied to the area within marked range or to that outside the

range.
z| Deletes either the complete schedule, or that within resp. out-
side the marked range.
ﬁl W =l After atime interval assigned (in the example a connection is
= attempted every 60 minutes (1:00)), the left-hand portion of the

button (fill icon) is selected. The complete schedule or that
within resp. outside the marked range can then be filled using
thefill tool. The complete schedule or the areawithin resp. out-
side the marked range would be filled, beginning at 00:00 (12
o-clock midnight) with the selected time interval. Using this
method, an hourly POP3 Mail Import can be easily configured.

PPP/RAS Logon Data for <Schedule>

Users and their password can be assigned to every schedule. The password is entered
for the user and subsequently confirmed through a second entry of the password. This
account data is used for establishing a PPP connection. The optional NT Domain isonly
used when a connection to another Windows NT computer is required to exchange
email messages with a POP3 server within that Windows network.

The option Dial timeout: defines the amount of time after which a connection attempt is
terminated due to the non-establishment of a connection. A redial attempt will not be
executed.

An existing RAS connection can either be immediately terminated through use of the
option Disconnect immediately after sending and receiving new email, or after expiration
of the configured RAS inactivity time when the option Wait until RAS phone book idle
time has expired before disconnecting is selected. It should be noted that even though the
first option is somewhat more cost effective, it does not take into consideration that
other datatransfer activities may be occurring during the connection time. An immedi-
ate termination of the RAS connection does exactly what it implies regardless of any
other background activities. In the case of the inactivity times, a reasonable amount of
time should be given for Windows NT RAS services.
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Through selection of the
button Default POP account | que sddess of the FOP3 server

POP3 servers and POP user I PHI-HOSTHAME
names with their corre- oo e | PHI-ISERNAME
sponding password can be Password: | PMIFAS5WORD

entered. Internet mail for

this account would be  Lenfimpassword |

fetched according to the !meotbyschedie: Jtest =] PMISCHEDULE

t| mes S“ pUI ataj | n the Mate: These entries comespond to the database fields of the MAILIMPORTER user account.
*f'ou may create additional mail import accounts by filing in all of these fields for other user

&hedul e entered | n the accounts in the clisnt's user editar.
field Import by schedule:.

Ok I Cancel |

When the button Import now
is selected a connection
attempt is immediately executed. Internet email for those users whose database con-
tains an entry for the selected schedule in the field PM - SCHEDULE will be fetched
once the connection has been established.

6.9 Web Server (WEBAPL)

In front of the Web APL isacomplete HTTP 1.0 Web Server which is used as an inter-
face for the administration of user data, and access to user mailboxes via any HTML
browser (e.g. Netscape Navigator, Microsoft Internet Explorer). The complete integra-
tion of the E-Script language on the server enables the realization of almost any sce-
nario over aHTTP connection. The HTML pages sent to the Web Client contain MRS
specific data which is delivered by the E-Script. This could be for example user fax
documents, or the inbound journal.

Besides the Web Server functionality the Web APL can also work as Web Client, con-
trolled by other MRS components via transactions to automatically poll HTML pages
from any Web Server. The information contained in these pages can be processed per
script to e.g. readout certain stock exchange quotations.
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6.9.1 HTTP
In the configurations tab HTTP the Bind

Webapl Configuration B3

HTTP |cGl | HTML| SSL | webClient| Firewall|

address: is entered in the TCP/IP section
of the menu. This is of interest to the
administrator when more than one IP
address is available for the server. Bind address: LR

The HTTP port: entry determines which HITPpot | 80 nihveads: | 16
port is used by the Web Server for que-
ries and replies. Default settings is port ~ Security
80 ey Jifetime: 600

Wergion 5.10.50 [(WIN-MT] Release Build 3333

— TCRAP

The number of nThreads: defines num-
ber of Web Clients which may simulta-
neously access the Web Server. o |

Timeout of connection: 1 D_:I zeC,

Cancel | Lpply |

Security

Users are validated as with the MRS Server, by entering their account name and corre-
sponding password. After the validation has been completed a key is issued by the
MRS Web Server which is valid for subsequent queries by the user. After the Key life-
time: has expired, the key loses its validity and the user must login again to receive a
new key. The value of Key lifetime: is given in seconds.

This process increases the access security by decreasing the probability of manipula-
tion on the URL which contains the key.

If no data is currently being transferred, the connection to the Web Client will be
released after the expiration of the value Timeout of connection:. This value is also
given in seconds.
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6.9.2 CGl

In this configuration tab the protocols =~ HTTF C&l | ML | ssL | webCient | Firewal |
provided by the Web APL are entered. [ CGl pratocols

For each protocol a CGI E-Script must be Name [ Seipt | Flags |
. . K ¢ webadmin  wehddmin default
given which executes the dynamic ¥ WebH2  webdl?

replacement in the sent HTML pages.
This could be for example, the current
inbound journal of the logged-in user. If
one of these scripts is uncompiled, the
Include path: to the E-Header Files CCI.: s | Bomowe
needs to be specified as well. So thisis
only necessary with locally written E- relete petin |
Scripts.

ViaEdit, Add and Remove the configura-
tion of existing protocols can be altered,
new protocols be added or existing ones be removed again.

Editing/Adding
Via Script one of the installed scripts is [ Protozal
enterd. In the case of a file with the | ¥ EnablePrtocal
extension*. vo, thisisapreviously com- | yae [webacin
piled file, and the date and time of its cre-
ation is displayed in the opposite field.

QK | Cancel Apply

Secript: I\:\u"eh&dmin.voj | 131202 16:28

configuration of voice mail systems and
zerver settings

Above the script the Name of the protocol | peseription:
is given. Thus various protocols can be
installed based on one E-Script. Depend- | Barameters |
ing on the Params entered, these proto-
cols show a different behaviour. In case
of the WAP-Script, however, dependen- Rekad | o |
cies, which directly reference the proto-
col name, exist in the HTML pages and
partly also in the script itself. The result isthat with the WAP-Script the protocol name
must correspond to the file name: WAPCG . Such dependencies can unfortunately also
occur with other scripts so that you should always take the file name as protocol name
first and not try other names until this works.

If the script is an E-Script not previously compiled, it can be Reloaded after an alter-
ation.

The Stacksize refers to the Virtual Machine which executes the E-Object Code. If the
E-Scripts have not been locally written for the Web APL, this value should not be
changed.

Stack size: 16334 =

225



Server Administration
Web Server (WEBAPL)

226

One of the protocols is the Default protocol which is automatically called when you
address the Web Server, thus open e.g. a page of the type ww. cycos. comin the
individual Web Browser. The other protocols can be addressed by affixing the protocol
name in the following manner:

Www. cycos. cont cgi _bi n/ <Protocol>

The WAP script as WAP protocol isaspecial case heresinceit calls*.wml pages and as
only one script of this type exists up to how, you can omit the cgi _bi n and directly
call e.g. the page wwv. cycos. comf wap viaaWAP compatible mobile phone to poll
your e-mails. Inthiscasewap. wn  exists as afile referring to the actual WAP script.

You can manually generate a corresponding HTML forwarding page for each protocol
here to enable usersto call the protocolsvia

www. cycos. conl <Protocol>
The contents of these files would then include a meta tag of the following type asit is
also used in the index.htm for the default HTML page:
<meta http-equi v="Refresh" content="0; URL=/cgi_bin/Webdt2/start">
Please note that the specification of the protocol in the URL must precisely correspond
to the name of the protocol as it has been configured in the Web APL, thus upper and

lower case must be correct as well. If you made a mistake here, the referenced page
would not be found and the Web APL would call the default set protocaol.

6.9.2.1 WAP Protocol

The WAP protocol must be installed from the Pr oj ect s\ E\ WAPCI i ent folder
found on the Add-On-CD. You can configure it then via Add.

Enter the protocol name (“wapcgi” in this case) in the entry line Name. Thereunder the
description “wapcgi.vo” is selected in the pulldown menu Script. The entry that now
appears in the Description field is a short indication of the script function. Additional
entries can now be made in the Params line. Viathis entry field various script parame-
ters can be adapted. For this purpose several parameters can set in juxtaposition seper-
ated by ablank. The following parameters can be specified:

Parameter Significance

graphics=on or Image transmission activated
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Parameter

graphics=off

wmlc_site_maxsize=
n

inbox_maxcount=n

cti_jrn_days=n

cti_jrn_count=n

Significance

Image transmission switched off (default set)

Remark:

1. Image transmission is very time consuming and therefore
expensive (connecting time)

2.With different types of mobile phones and activated image
transmission problems may occur depending on the installed
WAP browser version.

n indicates the maximum size of the WMLC page in bytes.
The default value is 1200 bytes. Viathis setting the represen-
tation quality, which also depends on the mobile phone dis-
play version, can possibly be improved.

This parameter limits the maximum number of inbox mes-
sages (= n) pollable per mobile phone. The default value is
300. If message loading is too time consuming then this
value should be reduced.

The value n represents the number of days for which unan-
swered calls are listed from the CTI journal in retrospective.
The default value is 7 (days).

Maximum number of CTI entries to be registered. The
default valueis 250 and should not be modified.

via the Enable Protocol checkbox so that
the settings come into effect after OK has
been selcted. The opposite illustration

for the WAP protocol. After these have
been accomplished you are automatically
taken back to the “WebApl Configura-
tion” window. In there the additiona
entry “wapcgi” isfound in the “CGlI Pro-
tocols’ field. Confirm the configuration
with OK once again.

Now this protocol needs to be activated
— Protocal
V¥ Enable Pratocol
. . . Mame: wapcgi

shows the described entries and settings |~ !

Script: Iwapcgi.vo j | 29.11.02 3:06
MRS WaP-Service
Description:
Parameters: Iinbox_maxcount=1 ili]
Stack size: 8132 _:I [~ Default protacal
Eeload | Ok I Lancel
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6.9.3 HTML
Through use of the Root Table, various ~ 1P| 6l HTML |sSL | webCient | Fiewai]
directories can be given, to which indi- Boot table:
Vidual addrm are a$|gnaj In th|S Address | Fioot directory |

=

way numerous www sites under various
addresses may be hosted (Web Host-

Cihoycosimisires\we. . j

[

ing).

The buttons Edit, Add and Delete can be | d Dete |
used for the configuration of addresses

and start di I’eCtOI’y. E:;‘:lt HTML Iindex.htm

Addresses are given in regular expres-
sions. The following table provides an

overview of the elements which make- o ]

Cancel Apply

up aregular expression:

Element Description

Correspondsto al characters with the exception of aline feed.

* Corresponds to none or several copies of the previous expression.

[]

[: <ctype>:]

A character class which corresponds to those characters contained
within the brackets.

If the first character in the bracketsisa‘~' (not) then al characters
within the brackets are excluded.

A range can be given through the use of a hyphen ‘-'.

Example: [ a- z])

Corresponds to one or several copies of the previous expression.
Corresponds to none or one copy of the previous expression.
Corresponds to the previous or the following expression.

Used to group a series of regular expression to form a new regular
expression.

Another method of representing a character class. This representa-
tion can also be used in the character classes described above.
<ctype> may be one of the following expressions:

al num Correspondsto [ 0- 9A- Za- 7]
al pha Correspondsto [ A- Za- z]

cntrl Correspondsto al ASCII characters with avalue less
than 0x20.
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Element Description
digit Correspondsto [ 0-9]
graph Correspondsto all printable characters.
| ower Correspondsto [ a- z]
print Correspondsto graphand’ ' (space)
punct Correspondsto [!.,:;]

space Correspondsto [ \fin\r\t\v]
upper Correspondsto [ A-Z]
xdi gi t Correspondsto [ 0- 9A- Fa-f]
All other characters represent aregular expression. The backslash is used before a spe-

cial character (* ,&,#, etc.) to portray anormal character. If abackslash isto be used in
an expression as a backslash, it must be given twice (e.g. \\).

Example:
Expression appliesto
L* al arbitrary character strings
\ *\ exactly two asteriks

ww . cycos\. com  www.cycos.com

Additionally, addresses are processed from the top of the table until a match is found
for the requested address. Therefore, the order in which addresses appear in the table
isimportant. The order can be rearranged with the arrow on the right hand-side of the
menu.

The Default HTML page is sent to the Web Client when no other is explicitly requested.
Thisisnormal by the first request since in most cases only the web address (for exam-
ple www.cycos.com) is given.

The HTML file referenced here normally contains a special HTML tag that forwards
to one of the installed protocols, thus for example:

<meta http-equi v="Refresh" content="0; URL=/cgi_bin/WbCt2/start">
Please note that the specification of the protocol in the URL must precisely correspond
to the name of the protocol as it has been configured in the Web APL, thus upper and
lower case must be correct as well. If you made a mistake here, the referenced page

would not be found and the Web APL would call the default protocol if it has been
defined.
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6.9.4 SSL

In this dialog you can configure the HTTP | CGI | HTML SSL |webClient| Firewall|
Secure Socket Layer protocol (SSL). - Secuis Sockets
The protocol’s primary purpose is to
enable a safe and particularly private HTTPS port 443
communication between two applica-
tions. In this case the two applications
are the Web Server realized by the Web Piivate keyfle: ——[key.pem
APL and the Web Browser employed Passphrase for | xxxxxxxxxxxxxxxxxxxx
by ther user. ity

Lertificate file: ITECI-DEm

Consequently, with active SSL connec-
tion, e.g. the password transmission for
polling individual messages can no

longer be read by the administrator in oK ] Conce izl
charge of the systems used for the mes-
sage transfer.

To Enable Secure Sockets a certificate by an internationally recognized CA (Certificate
Authority) is required. Such a CA is e.g. Verisign (www.verisign.com), however, also
one of the most expensive. In order to obtain a certificate you should follow the proce-
dureissued by theindividual CAs.

Enter the Certificate file:, received from the CA, the Private key file: and the Passphrase
for private key: and subsequently specify the HTTPS port: via which safe access to the
Web Server isto occur. Default port is 443.

For the requisiton of the certificate or to create a simple test certificate which can be
used to become familiar with the basic functionality, the program OpenSSL, to be
found in the SDKTools directory, is required.

Example of the creation of a self-signed certificate to be used for testing resp. check-
ing the basic SSL functionality:

openssl req -x509 -newkey rsa: 1024 -keyout key.pem
-out req.pem-config config

Two files are generated: the Private key file: key. pemand the Certificate file: r eq. pem
These files must be copied to <MRSRoot>\ r es\ VebAPL\ .
Obtaining an officially signed certificate

A private key and a certificate signing request are needed. The request is usually sent
to the CA that signs the certificate with its private key. First some random numbers are
generated which are needed for the private key generation at alater time:

openssl md5 * > rand. dat
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Next generate the private key and specify its password. This password should be a
longer phrase, e.g. a sentence:

openssl genrsa -rand rand. dat -des 1024 > key.pem
or, if “triple DES” isto be used:

openssl genrsa -rand rand. dat -des3 1024 > key. pem

Now the private key key. pemhas been generated. The password (phrase) should well
be kept in mind as without it the private key cannot be used. Additionally a bakkup
copy of the private key should be created and kept best in a safe deposit. The private
key is never passed on to anyone else! If it gets lost the certificate signed with it is no
longer usable.

Finally a certificate signing request is generated and passed on to the CA. The author-
ity signs the request and sends back a certificate that can be used in combination with
the previously generated private key:

openssl req -new -key key.pem -out csr.pem-config config

Herekey. pem isthe above generated private key and csr . pem the desired certifi-
cate signing request. During the generation process you are prompted for the follow-
ing information:

« The country code. It consists of two characters standardized by the ISO (e.g. de for
Germany, au for Australia, gb for Great Britain, mx for Mexico, etc.)

« Full name of the respective country.
« Name of the city resp. town

« Name of the organization. This should be the organization owning the domain
name.

« Name of the individual department (e.g. marketing, sales, etc.)

« Thequalified host name of the individual Internet site (e.g. www.cycos.com). This
name must correspond to the planned https-URL.

If you are queried for “extra attributes’ simply ignore it. The csr.pem contents should-
about look like this:

————— BEG N CERTI FI CATE REQUEST- - - - -

M | BETCBv Al BADBXMXWCQYDVQQGEWI BVTETMBEGAL UECBMKU29t ZS1TdGFO
f/-lgggAlUEChWSV\BOZXJuZXQgVZI kZ2l 0cyBQdHkg THRk MRAWDg YJKoZI hvcN
é;JI(ZSI\/FvvaQYJ KoZI hvc NAQEBBQADSWAWSAJBAL 6nPTy3avNgbubx+ESnDALYV
fllc_gSSnehEO XGMTCPI r hTP87PaA0XvGpvRQU CGSt r | @sd8l cYVWkQayt NUC
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AWEA

AaAAMAOGCSqGSI b3DQEBBAUAAOEAXC Msa8eXghG2ZhVy FkRVr | 4vT8haN39/
Qc9o

Br Rh2nOTKgf Mc T9h+1XxOWNRQ/ SI GV1y3+3abNi Jm)BWhJ8Bg==

----- END CERTI FI CATE REQUEST- - - - -

Example of a configuration file that makes the OpenSSL program query the above
mentioned values. Asthe case may be, copy itasconfi g fileto the SDKToolsdirec-
tory.

[ req]
default _bits
def aul t _keyfile
di sti ngui shed_nane
attributes
x509_ext ensi ons

1024

privkey. pem

req_di stingui shed_nane
req_attributes

v3_ca

dirstring_type = nobnp
[ reqg_distingui shed_nane ]

count r yNare Country Nanme (2 letter code)

count ryName_def aul t = AU
count ryName_mi n =2
count r yNane_nax =2

Locality Name (eg, city)

| ocal i t yNane

organi zati onal Uni t Name = Organi zational Unit Name
conmmonNane = Common Nane (eg, YOUR nane)
conmonNanme_max = 64

emai | Addr ess = Emai | Address

emai | Addr ess_nax = 40

[ reg_attributes ]
chal | engePassword
chal | engePassword_m n
chal | engePasswor d_max

A chal | enge password
4
20

[ v3_ca ]

subj ect Keyl dent i fi er =hash

aut horityKeyl denti fi er=keyi d: al ways, i ssuer: al ways
basi cConstraints = CA:true
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6.9.5 Web Client

The Web Client fixedly integrated inthe ~ HTTP | E6l | HTML| sl WebClert | Freual
Web APL is controlled via transactions =~ - web dlient
from another APL. Do not confuse it :
with the Web Client implemented as Soipt path: |
CGlI protocol. This is to say that the
Web APL acts as Web Client and, for Inclde pathe |
example, controlled by transactions,
polls pages from another Web Server
and eval uates these with the script spec- nThreads: P timee [0
ified here to return corresponding infor-
mation. An example were the regular deed |
polling of stock exchange quotations

These transactions are passed on to a ok | ceneel | s |
dedicated E-Script which executes the

instructions. The E-Script is entered under Script path:, and under Include path: the path
to the E-Header Files used is defined. You should pay attention to the fact that when
started the Web APL automaticaly regards all scripts found in the
... \res\WebAPL\ directory as CGlI scripts. In so far the script for the Web Client
should not be stored in this directory but e.g. in. . . \res\ WbAPL\Cl i ent\ .

The Stack size: refers to the Virtual Machine that executes the E-Object Code. Via
nThreads: the number of connections simultaneously established by the WebAPL is
specified. In Timeout: the period is set (in seconds) after which a connection isreleased
when no data are received from the addressed server anymore.

More information on the functions used by the here required E-Script is found in the
E Programming Language manual.

Stack size: 153{_:|
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6.9.6 Firewall

Via this configuration tab additional = HTTPICEl | HTML] SSL | weblient Frewal |
safety measures can be taken. For cer- Tislb uesdlis 6 deny
tain IP networks access to the Web == '

Server can explicitly be allowed or IP address | Netmask | Description |

denied. Handling is the same as with N

the TCP/IP APL firewall described on

page 186. j
edi | sdd | Dekte |

QK I Cancel | Lpply |

(V24APL)

Clients and servers can be coupled to the MRS Server over the V.24 APL. The V.24
APL also enables transmission and reception of fax G3 documents over Class 2 fax
modems. Polling of fax documentsis also possible from Fax on Demand servers.

Other protocols are available for Short Message Service (SMS), and M essage Waiting
Indicator signalizing for new inbound messages.

As with all other configurations, these are performed with help of the MRS Monitor.
In the Modules window under Settings the V24APL configuration dialog is selected with
adouble click of the mouse pointer.
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6.10.1 Identification

In this dialog default settings for
fax transmissions can be config-
ured, e.g. Originator Name: and Orig-
inator ID:. These are included in the
header of every fax transmission
when no entry is present in the user
database.

In the dialog entry Continuation
message for interrupted faxes:, a text
message is inserted in the page
header informing the recipient that
the fax transmission is being con-
tinued. In the dialog entry Default
fax recipient;, the user name is
entered who would receive al
incoming fax documents. This
entry is required since analog

Identification | Protocolsl Devicesl Bindingsl

The following information iz uzed to identify your computer in the
header of all fax documents. The default recipient for fax
documents may alzo be configured in this tab.

System Mame: IDDE

Originator M ame: ISampIe Corp.

Originator 10 |+49 1234 567330
System Setting:

Continuation meszage for interrupted faxes:

IEontinuation of an interrupted message

Drefault fax recipient:

IF'D STHASTER
Restat V.24 4PL |
QK I Cancel | Lpply |

modem technology prohibits direct inward dialing/routing to various users.

The button Restart V.24 APL is used for executing arestart of the V.24 APL. This option
should only be used as a “last resort” when the modem blocks or can only be
addressed after manually switching it off and on. Since the modem is not recognized
as cleared and re-initialized by the V.24 APL after a hardware reset, a restart of the

V.24 APL must be executed.
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6.10.2 Telematic Protocols

In the configuration tab Protocols,
all installed protocols are listed that

can be used with the various ..

devices. Through use of the button [ g mrampen
Add, new protocols may be inserted ¥ FanGroup 3
into the list. Protocols that are not
included in the standard package
can be installed from disk.
Removal of a selected protocol is

|dentifization  Protocols | Devicesl Bindingsl

done with the button Remove. The Add... Remove Properties... Update
protocol can be easily re-inserted in - pesciption:

H H Thi tocol enables the b ission of SMS ifn th
the | Ia m a I maa tl me. Neltshg:far?gso ehables the ransmisson ol meszages in the

Some protocols require further
configuration in order to function
properly. Settings for the installed
protocols can be configured
through use of the Properties... but-
ton. x|

Cancel | Apply |

The various international SMS protocols require the access numbers of the various
GSM Service providers, over which SMS short messages are transmitted over a
modem. The Originator ID may also be entered and is displayed to the recipient of an
SM S message.

Control sequences for Message Waiting Indicators used in the Hicom CIT Message Wait-
ing protocol can be entered in the Properties dialog.
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6.10.3 Devices

In a manner similar to that of the
protocols, devices (modems) con-
nected to a serial port can be added
or removed with the Add.. and
Remove buttons. Various standard
modems as well as a serial-line for
connecting computers is included
in the standard delivery. If a
modem is used which is not
included in the standard delivery,
an adapted driver-script may be
installed from disk.

The type of device can be easily

recognized by the symbol proceed-
ing the device name. The printer

Identificationl Protocols  Devices | Bindingsl

Serial Devices

W COMI - Serial Line
5 COM2 - Zy<EL Modem

Add... Bemove

Wpdate

— Deszcription:
Direct serial cable connection

symbol indicates a fax-modem, a

QK | Cancel | Apply |

telephone denotes that the device is

a data-modem, and the line with a node indicates a serial line. Configuration of the
various devices is done through use of the Properties... button.

The Change... button allows the modifi-

cation of driver-scripts, if eg. new
devices connected are to the seria port.
In the dialog entry Baud rate: the trans-
mission speed between the computer
and the modem is defined. The value
entered here should always be higher
then actual transmission speed so that
any on-line data compression can be
executed.

The description entered in the dialog
entry Line Name:, will be displayed in
the MRS Monitor.

Since direct inward dialing is not sup-
ported by analog modem lines, only
one document per modem may be used
as a FOD File: for fax on demand appli-
cations. This file, as with those of

oy
Device on port: COm2
Mame:
IZ}\XEL Modenn Change... |
Baud rate: {38400 =l
Line Mame: [zZy<EL COM2
EOD File: |StFadDoc fax
— Location
[V Use touch-tone dialing [DTMF)
Phone Mumnber:
+| 5 1234 - [s678 aEll
r— Dialing P.
External prefis ID
Mational prefis ID
International prefis IDD
oK I Cancel |

ISDN fax on demand applications, must be stored in the directory \user-

dat a\ sf od\ f axfil es\.
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In the Dialing Parameters section the External prefix do be dialed for external connec-
tions, the area code for local calls (National prefix) and an international dialing number
(International prefix) can be entered in the appropriate fields. The last two entries are
required for correct dialing within the area code and for international calls. Pulse or
tone (DTMF) dialing can be selected with the option Use touch-tone dialing (DTMF). In
the Phone Number: field the complete dialing number is given in international notation.
The first entry is the country code without any proceeding zeros, then the area code
(also without proceeding zeros), the telephone number, and the extension number of
the modem.

6.10.4 Bindings

In the Conﬁguraﬂon tab B|nd| ngS Identificationl Protocolsl Devices BiNdianl

prOtOCOI S are bound to the Vari ous Frotocol bindirjgs are conne_c:tions between serial dey’ices [e.g. m_odems]
%ﬂ al da” ces. At f| rst a” prOtOCOl s ::gbﬁéoé?;:toolzéﬁtiilﬁ:gog thiz server. 'ou can use this page to disable or
are bound to each device that is
installed and supported. In the

event a device should not support a

Show bindings for: IAII devices j

% Serial Line [COM1)

specific protocol, the protocol can
be selected and disabled through

E@ ZyEL Modem [COMZ]
- SMI Transport
W FaxGroup 3

use of the Disable button. In the ¥ Belgn SMS Frotocol
illustration, the SMI Transport for [ g U tch 5hS Protacal
the Semens SMS box for GSM is
easily recognizable as being dis-
abled. In alike manner the protocol
can be reactivated through selec-
tion of the protocol and subsequent
selection of the Enable button. o ]

In the field Show bindings for: the
display is either sorted by devices or protocolsin the window.

Encble | Disable |

Cancel Apply

6.11 GammaFax (GammaAPL)
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The Gamma APL provides the integration between the analog Dialogic communica-
tion hardware and the MRS Server. Dialogic is one of America’s leading manufactur-
ersin the area of computer supported telephony and fax.

The TeleReg-API is used for the configuration of the Gamma APL, and provides a
uniform operation and configuration of telematic APLs. Therefore some configuration
tabs contain only a few options since the Gamma APL does not require the options
otherwise available in these tabs. Operation thus corresponds mostly to the ISDN or
Dialogic APL configuration tabs.
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6.11.1 Telematic Protocols
All telematic protocols installed

on the MRS Server and supported
by the Gamma APL are displayed
within this configuration tab.

Fratacals | Originator Addressesl Extensionsl Devicesl Bindingsl Hesourcesl

Telematic protocals:

. . [ FaxE3 Fax Group 3
New protocols can be included in [ FAxGI0DI Fax Group 3 receipt DD

the list through selection of the = | FxGIREY  FaxOn Demand (Group 3]
Add button. Protocols no longer
required are removed though use
of the Remove button or disabled
through the Deactivate button.
Once a protocol has been deacti-
vated and later reselected, the
Deactivate button would toggle to
Activate. The Gamma APL sup-
ports the protocols Fax Group 3
and Fax Group 3 Reverse Polling
by fax-on-demand servers. Addi-
tionally a variant for Fax G3 with
Direct Inward Dialing (DID) is
available. This protocol, however, can only be used for inbound fax documents and
also requires a CPD/220 board employing a method common in the U.S. to automati-
cally pass through extension numbers with analog connections.

Eemove Froperties Deactivate

— Deszcription
Thiz protocol enables transmizsion and receipt of fax documents.

QK | Cancel | Lpply |

Selection of the Properties buttons enables the user do display and modify configura-
tion parameters of the selected protocol.
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6.11.1.1 Fax Group 3

General
The prOtOCOI elements are dISplayed General | Identificationl Repeat Strategyl Attributesl
here. These are the protocol Name for - Mame

addressing the protocol, a descriptive s
Protocol designation: for display in the
MRS Monitor and optionally a detailed
protocol Description:.

FPratocol designation:

Description:

The protocol name is specified with

Thiz protocol enables transmizzion and receipt of fax

the installation and cannot be modified documents.
any more.

QK I Cancel | Lpply |
Identification
If aFax G3identification or headlineis = Genel Identfication | Repeat Strateay | Attibutes|
requi I’ed, Other than that g|Ven in the — |dentification far fax transmissions
gl Oba] COI"IfI gurat' on Of the M RS |+4g 1234 5678

Server, these can be entered in the
fields Identification for fax transmissions
and Page header for fax transmissions.

— Page header for fax tranzmizzions

Personalized user identifications and
page headlines found in the user data-
base will aways be used as defaullt .

IDDE

QK I Cancel Apply
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Repeat Strategy
Under Repeat counters and time intervals  General | Identication Fepeat Stiategy | Atrbutes |
the numbel’ Of I’edlal aItemptS and the — Repeat counters and time intervals

intervals between them are defined. In .

IE times after IBD seconds, then
the column on the left hand side the _
number of repea[s and OppOSite the as- |2 times after |12D seconds, then
sociating intervals are entered. [1 timesafter  [300 seconds, then
Up to five different counters with va [o times after [0 seconds, then
rying intervals to be executed in suc- [ tmesater  [§ seconds

cession can be specified.

This tab is not available with the *Fax
G3 with DID Receipt” protocol since
this protocol only serves fax receipt [ ok | cancel &pply
and consequently a repeat strategy for
outgoing fax documentsis not required there.

Attributes
In this configuration tab, attributes are  Genersl| Identiication| Repeat Suateqy Attibutes |

displayed for the protocol. These
attributes can be switched on or off by
placing or removing a check in the box
preceding the attributes name.

B Store and Fonward

If for example the attribute Outgoing
was deactivated, incoming fax docu-

. — Mote
ments COUI d be recel Vaj’ bUt no faX Only those attibutes that are permitted by or compatible
with thiz protocol are displayed. Only those attibutes
documents sent. which are compatible with the protocol may be
changed.

QK I Cancel Apply

6.11.1.2 Fax Group 3 Polling

The configuration dialogs for this protocol are comparable to those found in the Fax
Group 3 Protocol. The descriptions contain in configuration tabs General, Identification,
and Repeat Strategy are similar to those found above.
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6.11.2 Originator Addresses

Originator Addresses different to
that of the globally configured

OAD of the GammaAPL, are dis-
played in this configuration tab.

Protocols  Originator Addresses | Extensionsl Devicesl Bindingsl Hesourcesl

International dialing numbers used by connections [0AD]:

Addresses can be added, removed, 7 dzassere

activated or deactivated through
use of the appropriate button con-
tained in this dialog.

Configuration of the various dial-
ing parameters is made through
selection of the Properties button. Add Berove [ Poperties || Deaciivae
Optional OAD descriptions may ;. ivion
ajso be entered in the prOpertIeS Global Originater Address. This setting is also used as a prefis for user
d|a|og The descn ption iS then Eat::gs;odr? numbers. It was entered during inztallation and should not be
displayed in this configuration tab
when the corresponding OAD is
sel ected with the mouse. oK Cancel Apply

6.11.3 Extension Number Ranges

In this configuration tab, number
ranges are assigned to the individ-

Protocolsl Originator Addresses  Extensions | Devicesl Bindingsl Hesourcesl

ual protocols. Incoming calls are _ [0 5
bound tO the VariOUS pI’OtOCO|S Extenzions: < riginator ressesy =
through the use of these number @ <Empty> FaxG3 4312345675
ranges NGN ranges can be added @DD-SQ FaxG30DI 4512345678
removed, activated or deactivated
through selection of the appropri-
ate button. Configuration parame-
ters of the number ranges are
retained even when they are deac- _ _
thatw Add Bemove Froperties Deactivate
. . . — Deszcription

: Empty default extension number block for Fax Group 3 generated during
Configuration of the various num
ber range parameters is made IS ettt
through selection of the Properties
button.
In most cases the Gamma APL is 0k | Cancel | ppy |

assigned an Empty number range,
and the extension number of the Postmaster account assigned as Fax G3 number. Only
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through the use of the CPD/220 board with DID support can an extension number

range be assigned and inbound fax documents routed directly to the recipient.

Number ranges

Beginning and end numbers of the num-
ber range are defined in the fields Start:
and End:. If the option Allow variable
length is enabled, numbers called from
outside may be of variable length. The
extension number range entered defines
the length of an extension number. With
a range from 700000 to 999999, the
extension number range combinations
7-9, 70-99, ..., and 700000-999999 are
possible (up to 6 digits).

The option Allow superfluous digits
ignores any additional digits that are
inputted after the actua number. This
could apply for the extraneous humbers

— Extensi
tenzion o I
' Range [Start to End)
" Discrete MSN ﬂl
Start: IDD
End: ISS

[ Allow variable length

W Allow superfluous digits

— Bindingz
DAD: |43-1234-5678 =

Eretocal: |FAXG3DID 4|

[ Create alzo for, all ather suitable Protacals

— Deszcription

Empty default extension number block for Fax
Group 3 [DID] generated during MRS
inztallation.

500, 50123, etc. for the user with the
extenson number 50. Without this
option the Gamma APL would be
unable to ascertain a user for the inbound routing, or refuse to take the call. The inter-
action between the options Allow superfluous digits and Allow variable lenght is presently
unknown!

It should be observed that only the GammaLink fax board CPD/220 supports Direct
Inward Dialing (DID). Therefore, all other boards that call over the trunkline must
wait for the fax recognition tone and the extension dialed per DTMF. For a profes-
sional fax solution this method cannot be implemented, and it is therefore suggested
not to specify an extension range and to assign the extension (OAD) allocated for the
GammalLink board to an operator account that routes incoming fax documents to the
actual recipient.

Extension number ranges may be used with the Gammalink CPD/220 (with DID sup-
port) and fax documents routed directly to the recipients workplace.

Bindings
OADs are assigned to the installed Protocol in this section of the configuration tab.
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Description

An optional text may be given to the number range in the Description portion of the
configuration tab. The description is displayed in the Extension Properties configura-
tion tab when you sel ect the number range with the mouse.

6.11.4 Communication Devices

Newly installed hardware boards
wpported by the GarnmaAPL can Protocolsl Originator Addressesl Extensions Devices | Bindingsl Hesourcesl
be added in this configuration tab. o
Existing devices can be removed, =~ =mresendees
deactivated, resp. reactivated. 01: CRi/100
. 02: CP4/L5I Series 2
The following  GammaLink 03: CPI 200
boards are currently supported:
« CPi/100 (ISA, 1 Fax Channel)
o CPi/200 (ISA, 2 Fax Chan-
nels) : :
Aidd Eemove Eraperties [eactivate
« CP4/LSI SERIES Il (ISA, 4 -
FaX Channel S) — Deszcription
« CPRi/200 PCI (PCl, 2 Fax
Channels)
« CPRi/400 PCI (PCl, 4 Fax
Channel S) QK I Cancel Apply
o CPD/220 (ISA, 2 Fax Chan-
nels, 2 inbound channels with DID support)
Through selection of the Prop-
erties button, the Number of = Device |
phySical ChannelS: and Number Mumber of physical channels: |4 =
of built-in Fax G3 channels can _Cored |
be enteraj Mumber of logical trunk groups: I4
The number Of phyS| Cal |y Mumber of built-in Fax G3 channels: |4 Analog |
available channels can be [ Incomingcals
divided into |Ogical trunk Mumber of leading digits to be jgnored: ID_
groupS, to Wh| Ch Vari ous ﬂeX| - [~ Automatic number identification with extemnal prefis
ble protocols may be bound. _
The number of logical trunk [ Pvsemsssk =
groups must not be greater Mumber of trailing digits to be included: IU_
than the number of physical

channels.
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Additionally, a portion of the extension number can be ignored by Incoming calls. This
option is only useful when the extension number information to be evaluated over an
analog line is subsequently forwarded by the communications board. Thisis available
by boards with DID support.

Example:

The number 49-1234-5678-xx is given. The delivered extension information is
5678123, which is interpreted as the complete number 49-1234-5678-5678123. In
this case the first four digits (5678) must be ignored

If the option Automatic number identification with external prefix is enabled, the origina-
tors number (Automatic Number Identification (ANI)) is prefixed and delivered to the
exchange by the device.

With Outgoing calls it is possible to insert digits to a dialing number. If for example a
PBX system has two cross connections 82 and 83, then a call from 8247 to 8311 is
simply transferred internally and not through the public exchange. Numerous PBX
systems do not have this function, and in such a case the call must be routed through
the public exchange, and therefore these prefixed digits. In a case such as this, the
number of prefixed digits must be entered here.

6.11.5 Bindings

B|nd| ngs can be d|$|ayed and Protocolsl DriginatorAddressesI Extensionsl Devices BiNdianlFiesourcesl
S)F[ed mcordi ng to protoco| S, By enabling or disabling bindings you can assign protocals, tunk groups and

. . .. extenzion number ranges in an exact manner.
extension ranges, lines, and origi-
nator addresses. Display and sort-
ing criteria is selected from the =~ Showbindngsfor Al protocols =
pull-down list Show bindings for:. B0 FAXES

[ FAXGIDDI
@[] FAXG3REY

The buttons Enable and Disable
can be appropriately used for the
selected element.

The display in this window pro-
vides a good overview of the
interaction between the various
resources.

Disable |

QK | Cancel Apply
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6.11.6 Resources
Protocolsl Originator Addressesl Extensionsl Devicesl Bindings Resources |
Hardware
. . Enter the total number of resources ta be reserved and DTMF
The number Of | INEs, voice recognition type. The infarmation provided here will be compared
. with the licenze key information.
(always 0 with the Gamma APL),
— Hardware
and fax resources to be used are e o ) o
. . . . ¢ 3 tech 3
Conflguraj |n th|Stab In the r|ght- Jotal no. of resources reserves elecie AW are:
hand portion of the dialog the R oo [
number of resources detected by v —
g . D VDICE resources D
the hardware recognition are dis-
played. Licensed resources are [12 Faxresources ¥
entered in the entry fields on the o1 Recognition
left-hand side of the dialog. The
€ Hardware
number of resources entered here
may not exceed the number con- o Dol
tained in the license key.
DTMF Recognition ok | cemcel | ey |
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DTMF recognition is always per
hardware by the Gamma APL. Since the board filters DTMF tones, a software recog-
nition is not possible.

6.11.7 Configuration Examples

6.11.7.1 Channel Reservation for In or Outbound Fax Traffic

Firstly, the configuration which defines how many physical lines/channels are repre-
sented by alogical MRS line must be modified. Without this modification a Gamma-
Link CP4/LSI board with four channelswould be represented as one logical MRSline.
Using the menu item DeviceoProperties, the four physical channels can be assigned as
four logical MRS lines. For this example two logical lines will be used.

In the MTA configuration tab Logical Lines, one of the newly created logica lines for
the GammaAPL can now be selected, and option Line enabled for outbound transmission
deactivated in the Properties dialog. This line will now be used only for inbound fax
traffic.

The second line must now be configured for outbound traffic only. This is done by
deactivating the Incoming attribute assigned in the FaxG3 protocol. So that the deacti-
vation of this attribute does not affect the first logical line in this example, a second
instance of the protocol must be inserted, renamed, and subsequently bound to the log-
ical line. This protocol must also be handled parallel to that of the FaxG3 protocol in
the Routing Rules.
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6.12 Gateways over General File Interface (FIAPL)
The File Interface enables MRS trans-

mission and receipt processes over a .. Protocels |
file interface. For this purpose severa
special files are installed which contain
necessary information over the file
structure. Conversely, incoming docu-
ments are parsed using an E-Script and

Selected FI APL Pratocals:

Mame | Description
S&P-R3 Protocol

a transrniSSion JOb Creataj for the M RS _[;islgli:!p;i?rlldi:éFli:SiI:i:zerface Protocal

Server.

Appropriate definitions exist for gate-

ways to SAP R/3 (see page 80), HP g | Bemove | Fropeties |
GroupWise (see page 82), HP Open

Mail and a connection for the HP Digi- ok | coesl [ ooy |

tal Sender (see page 96). File Interface

protocols installed on the computer can be added through use of the Add button,
removed with the Remove button, and configured using the Properties button in the
FiAPL configuration dialog. The number of protocolsisrestricted to 32.

Host to File Interface APL
In the properties dialog the field = [Host>FlarL
Poll directory: contains path infor- peildicct? [ - tempisapthot

mation for the directory where the Body discto: [ \temp
host system stores header files _ [ Maimnes
which contain the necessary data s ” a1
for trang-nisg'ons_ The fleld Body PrivD ata field size: IDDDDDDDD Header pattem; |*hdr
directory: contains the path infor-
mation to where the corresponding
bodies of the header files are = [Fl4PL- Host
gorw_ Incoming messages Feports

. . . Enable ¥ Suffiz: Iinc Filter: Firval an =
The interval a which the File Fan ter.  [Finaiony 7]

Interface APL queries for new e oo =] e

incoming documents is given in Edtseript | Edtscipt_ |
seconds in the field Poll rate:. The
Header Pattern field defines which
header f||e type iS to be SeaJ’Ched Body directory: Ic:\temp\fisap\hi\
for in the Poll-Directory. When the
Delete header option is activated, x| Lorcd |
header files that have been pro-

Delete header IV Check Priviieges [ Edit Script

Header directary: Ic:\temp\fisap\hi\
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cessed are removed from the directory. This option should be disabled for debugging
purposes only.

By means of Maximum per poll: you can define the maximum number of jobsto be read
in and processed al at once. Thistemporarily distributes the load with avery large job.

The field PrivData field size: defines the size of individual data fields set by the various
scripts, and which are made available at alater time for reporting purposes.

Activation of Check Privileges does just that with respect to originator privileges, e.g.
whether he or she is authorized to send fax documents.

File Interface APL to Host

In the reverse direction (FIAPL -> Host), a Header directory: isinstalled as well as abody
directory:. A Suffix is appended to all header files for incoming messages and reports to
the host system. These files are read by the host system and then accordingly pro-
cessed.

If fax documents are to be transmitted to the host system the file format must be
defined in the field FaxFmt.

Both the PrivData field size entry and the Edit script button are used for adaptation of
incoming messages and reports, are deactivated when these fields are exported in the
E-Script (*. or 1), or are assigned a corresponding function.
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6.13 Department Printer Settings (PrintAPL)

Through use of the Print APL, copies
of in and outbound documents can be

automatically sent to a printer. As with
al other APL’s, the Print APL configu-
ration is performed in the MRS Moni-
tor. Under Settings the Print APL IS [ _F Caior Laseriel & (NS PRINTER/AFS]
selected and subsequently Set Options
with a double click of the mouse
pointer.

Installed Printers | Default Settingsl

@ List of installed department printers. ‘Y'ou may add and
_ remove printers or change the properties of a printer.

In the configuration tab Installed Print-
ers, al currently installed printers are
displayed. New printers are installed
through use of the Add printer button.
Obsol ete printers can be removed from
the list through use of the Remove but-

ton. Set as default printer |
Default values for all printers are set in R I =
the configuration tab Default Settings.

The default values for individual print- S e

ers can be modified in the Properties
dialog of theindividual printer.

Any one of the installed printers can be declared as the default printer. This printer
would then be the default printer used in conjunction with the Carbon Copy Rules
(e.g. al incoming fax documents are automatically sent to a printer). The yellow
printer symbol denotes the current default printer.
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Number of Copies

The default number of copies to be
printed is entered in thisfield.

Telex Banner

When activated, atelex banner with the

word “Telex” isprinted in theright and [ Dosument — Vel

|left-hand margins of the document. The | Mm= e seres o {'7 Bannet

printed document would then have the = [ Fa —

appearance Of a“ realu tel ex mewe- tade: |F|t to printable area j
— Document Info

Fax Mode " None  Top % Bottom

The following conversion options are

Department Printer Settings E

Installed Printers  Default Settings |

The zettings in this dialog box are uzed as the default for
all printers. Y'ou may, however, specify different settings

for individual printers.

Supported file formats

Formats... |

[ Document info ovensrites document body

available for the fax mode: Izserv Mr: %mid fram %org to Zrec [Page %p of %P)
o Fit to printable area. Incoming fax

IDate *do %ho - Status: %stat

ISubiect: Faubj

documents are scaled to fit to the
printable area of the printer. If afax |
document is received whose length
exceeds that of the printable area, it ok | cencel | ey |
will be proportionally reduced so
that both the x and y axis fit within the printable area. This setting is generally
appropriate for all applications. The one exception is that of continuous form fax
documents. If this option is selected, and a continuous form is received (severa
pages in length), the document would be proportionally reduced and appear as a
small stripe when printed.

Fit to printer resolution. Pixel resolution of fax documents are proportionally
reduced (or increased) to that of the printer. If a 200 dpi fax is sent to a 600 dpi
printer it would be reduced in size by about two-thirds.

Fit to width and height. Thisoption is basically the same as Fit to printable areawith
the exception that documents exceeding the length of the printable area by 15% are
continued on a separate page.

Optimize printable area width. Fax documents whose length does not exceed 5% of
the printable area are reduced to fit within the printable area. Fax documents that
exceed 5% of the printable area are continued on a second page.

Optimize printable area. Fax documents whose length does not exceed 1% of the
printable area are reduced to fit within the printable area. Fax documents that
exceed 1% of the printable area are continued on a second page. In some cases,
printing outside the printable area may occur, and therefore a loss of document
information.
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Document Info

In the lower portion of the dialog positions can be defined where document informa-
tion isto appear. This can either be printed at the Top, Bottom, or not at al (None). If a
portion (upper or lower) of the incoming fax document is normally free of text, this
area could be used for printing the document information. When the Document info
overwrites document body option is enabled, document information will be inserted at
the selected location and run into the body of the document when necessary.

The information that is to be printed can be entered in the four entry fields. The fol-
lowing variables can be used for displaying the document information.

Variable Significance

%comm Commentary line.

%gost Charge costs.

o¢costid Cost center.

%lo Date of receipt on server.

Yer Date of report. The report is generated at the end of the document transmis-
sion.

%rm Format, e.g. Telex, ASCII, fax G3, etc.

% ul | name The complete user name or, if it is unknown, something like *Unknown
User’ (language dependent).

% en Document length in bytes.

% d The message ID.

Y%i d Originator 1D e.g with afax.

Y%oorg Original originator for documents that are rerouted.
Y%or ec Original recipient for documents that are rerouted.
Y%org Message originator.

% Actual page number.

WP Total number of pages in document.

% ec Message recipient.
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Variable Significance

%id Recipient ID e.g with afax.

Yserv Transport service used.

Yst at Detailed message status.

%subj Message subject.

%succ Success or failure of the transmission:
Undef i ned, Unknown, OK, ERROR, REJECT, REPEAT or DELAYED.

% o Time of receipt on server.

units Number of units.

%nor g An attempt is made to find the originator in the user data base. If the origi-
nator is found, then the name will be used instead of the fax ID.

% ec An attempt is made to find the recipient in the user data base. If the recipi-
ent is found, then the name will be used instead of the fax ID.

Supported File Formats

These are the file formats acceptaj by the Print I Please select the supported file formats.
APL. If the MTA passes on afile for printing, it is

converted into one of the printable formats listed = [@rteex (a2
(| Tt [ASC)
[ T et [AMNSI)
[w|Fax [G3]
[v|Fax [G4]
[w]&SCH 7-Bit

here.

Lancel
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Printer Properties

In most cases each printer uses the
default settings described above. If

FErinter:

this behaviour is not desired, deacti- sdines | FOSERTTER —
vate the Use default settings option = Name: |
before performing the deg red set- ™ Use default settings Formats. .. |
tings in the bottom portion of the dia- |- Decument Telex
|Ogg p MNumber of copies: |1_ 1..1000 ’7|7 Banner

. . . . — Fax
The Printer: field is provided for enter- | wode  [Frio privanis aea =
ing a line name for the MRS Monitor.
In the Name: field, the printer nameis | 2eererine

Hone  Top ' Bottom

entered which is found within MRS
addressing. This name must also be
entered in a user database under
Printer if this is to be the target
devicein the Carbon Copy Rules.

[™ Document info ovensrites document body

Izserv Mr: %mid from %org to %rec [Page %p of %P)

IDate *do %ho - Status: %stat

ISubiect: Faubj

If documents are to be automatically |
sent to a departmental printer, then a ok | cemce |
set of Carbon Copy Rules must be
defined. The Routing Rules configuration tab is found in the MTA configuration dialog.

6.14 Hicom Applications Connectivity Link Settings

The Hicom™ APL enables use of the
Appllcatlons ConneCtiVity Link (ACL) HicomEonneCtiDnlclT SettingsIPhoneMonitorl

features of the Siemens Hicom 300
series. These features include switching,
call connection, display control, and call
forwarding management. Physical cou- Tupe
. . . . . " Serial connection via Protum box
pling is through a Serial connection via
. & LAN connechion o WAL module
Protum box or a LAN connection to WAML
module and TCP/IP protocol, with no Use st ot [T =]
appreciable difference in performance
between the two connection types. In the
lower portion of the dialog the seria port
of the server is selected in the option Use
serial port;, or the TCP/IP Address of

These zettings define how the Hicom spstem iz
¥ connected to the server.

TCRAP address of waML: |fabiola ppeom.de

QK I Cancel | Lol |

14. From MRS 5.1 these functions are possible viathe CTI APL aswell so that the Hicom APL isonly
available with already existing installations. Consequently the installation does not offer this APL
for direct selection any more but updates only systems that already exist.
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WAML: is entered in the field provided for this purpose. With several connected Hicom
300 systems please consult the MRS System Architecture.

The following services are provided by the Hicom APL:

o CIT signdization to LED and/or to the display of digital end devices (Siemens
Optiset)

o Terminal device monitoring

o Use of all available performance features and service components through dial og/
transaction interface.

The Hicom APL only supports the Hicom 300 series. Support for the Hicom 150 is
currently not available.

The Hicom APL logs in the logica line

Hizom Connection  CIT Settings | Phane Monitorl NVS: Cl T_HI CoMfor MWI.
2 These at ho selings forhe T prtoco essage For usersthat want to have the LED lamp
to be configured for MWI at their tele-
Message Wating LED: [T =] phone terminal device, illuminated when
new messages come in, Cl T_HI COM
el e [None | <Number> must be entered in the O T
™ Audible signal when message arives database field. <Number> Corresponds to
the extension number of the terminal tele-

[~ Refresh LEDs each dap at 000 phone device.

G The Message Waiting LED: is used for the
signalization of new messages to the
ok | Caeel || oo || ygers telephone. This number should be

between 1 and 12. LED’s are vertically
arranged and numbered from top to bottom. Only LED’s that are not assigned a func-
tion from the Hicom PBX may be used for message waiting indicators.

The duration options None, Permanently, and Temporary are available in the pull down
list for Display message:. Messages are either not displayed (None), displayed until the
new message has been read (Permanently), or disappears after approximately 5 sec-
onds (Temporary). Acoustic signalization of new messages can also be implemented
through use of the option Audible signal when message arrives.

The option Refresh LEDs each day at ... resets the telephone LEDs daily to their correct
display status. Unfortunately, the Hicom does not register the state of LEDs either by a
restart of a assembly unit (or the complete PBX), or by the resetting of a terminal
device (pulling the plug out). Since the Hicom does not register when LEDs are again
switched on, this information can be refreshed on a daily basis at a specified time.
Selecting the Refresh Now bottom, executes this action immediately.
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In the opposite configuration tab exten-

sion number ranges or extension numbers
of terminal devices can be entered.
selected for Monitoring in this dialog. The
activity of the devices specified here are

Hicom Eonnectionl [IT Settings  Fhone Monitorl

These are the phones to be monitored. Y'ou may enter
¥ zingle extenzion numbers or ranges of extenzions [e.q.
100-139).

- : |
kept under surveillance per CTI monitor- 1= 5075
Ing. &R 300-419
&h 421440

Add | Bemove | Lhange |

QK I Cancel | Apply |

6.15 Computer Telephony Integration (CTIAPL)

The CTI APL is the centralized CTI transaction provider in the MRS Server. It uses
the protocol interfaces from various telephone exchanges and makes their functional-
ity available to all MRS CTI Client applications.

Supported protocol interfaces are:

« Computer Supported Telecommunications Applications (CSTA).
Standard-CTI-Interfaces from the European Computer Manufacturers' Association
(ECMA). These interfaces are normally provided by the PBX.

« Telephony Services APl (TSAPI) from AT&T and Novell. This is principally a
sofware interface based on CSTA.

« Telephony API (TAPI) from Microsoft.

A list of supported/tested PBX s can be found in the hardware compatibility list which
is part of the release notes.

6.15.1 Configuration

Configuration on the MRS Server side is done as usual from the MRS Monitor. In the
components window simply doubleclick the Set Options entry under CtiApl/Settings.

255



Server Administration
Computer Telephony Integration (CTIAPL)

Existing links to PBX’s are
displayed in the CTI APL

Settings dialog. Other links o e - .
. efore you add new links, please make sure that the appropriate
can be inserted through CTI dri\fer far this PEX iz al:jeady installed and iz runninngjroTjerly Spec. Numbers |
. [anly for TSAPI/TAP bazed connections needed).
selection of the Add button,
and eXlStl ng |inkS rernoved [T Device auto-learemode [only if more CT1 links are active]
with the Deleted button. The

Fleaze specify which CT links should be supported.

entry “Unkl’)OWﬂ" may be ;:ﬂ;?n;;l | ;yspfl'api | ::-f;ens Hic:om‘IEDl i::ve | A
used for testing purposes of SEEON
PBX links not previously

supported. Our experience Dectivate |
has shown that individual setings_|
adaptations must be made o | Cancel |

for all PBX’s.

Existing links can be activated resp. deactivated through selection of the Activate/Deac-
tivate button. This button changes automatically in accordance with the current state of
the link.

The Device auto-learn-mode option enables the CTI APL to note from which system a
specific calling number has been reported when several CTI linksto different systems
are active. In this way the CTI APL becomes familiar with the entire company net-
work and is eventually able to send corresponding CTI transactions to the correct sys-

tem.
The Spec. Numbers button is used
to switch off the MRS Server cal-

The sypstem expects 'normalized' numbers az uged in mobile networks. All phone

ing number normalization for cer- Eﬁ;ngzg:éznormalized and converted into a format which the server
tain calling numbers. Up to a

Certain Imgth the numbers trans_ Lnotgzlliizs;ld:.elow,you may define up to 100 special numbers that will nat be
ferred to the MRS Server are con-

sidered internal numbers, those

exeeding this lenght are regarded oo =
as external numbers. All external Bemave
numbers receive a canonical for-
mat with international code
through calling number normal-
ization, thus e.g. 492404123456
with the area code (2404) for Als- Cancel
dorf and the extension 123456 in
Germany (49). If required, exter-
nal prefixes etc. are added by the MRS Server when the number is dialed. Examples of
numbers not to be normalized are emergency call numbers for fire brigade and police

— Phane numbers that are not nomalized

Edit

daflil;
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which of course are not handled as local numbers in the sense that they would be pre-
ceded by the area code of the MRS Server location. Up to 100 special calling numbers
can be entered in this list.

Via Settings you are taken to the parameters of the selected links. The configuration
options are differentiated on grounds of the link type.

6.15.1.1 Link via TAPI

Unique names are assigned to the
PBX link in the LOgical link name: Logical link name: S TAE — Configuration

field. This name is used internally o

by the server as the class portion =~ F&<¢sustem L
of the line name for transaction [ Zrec= ':'lfg:mwmce | _ IePdiver |
exchanges with the PBX. In the % Use alllines
example displayed here the name seeatives |
of the logica line for this link —

would be NVS:CTI.MSTAPI. . . . Expet parameter_|
Through activation of the Active s ¥ Active Moritoring |
option in the Message Waiting Ind. [MwiMSTaP

section you can log in another log-

ical line of the CTI APL at the o | [ o ]

MTA viawhich users can be noti-

fied about new incoming messages. In case of the Hicom 150 Office from Siemens
displayed in this example, one of the LEDs on the telephone terminal device must be
configured as “letter box lamp” for the respective user. In the user database field Mes-
sage Waiting Indication (Cl T) of the respective user, M / <Number> needs to be
entered. If several PBX s are used at acompany with several links to these systems, the
classis considered so that the entry for thislink is MW . MSTAPI / <Number>.

The Expert parameters are described in section 6.15.1.4. page 260.
Monitoring is described in section 6.14.1.5. page 262.
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6.15.1.2 Link via TSAPI

The PBX System: field contains
the name of the PBX connected —

viathislink. e EX
In Logical link name: a unique = FeeSstem e _ Corcel |
name is assigned to this PBX. [ Pitéeess |

The server uses this name inter- | Lean'®: MRS

nally as the class portion of the | PBxname: [ALCATELt#pbuHCS TARIocaast > paanced |
line name to exchange transac- | Password [

tions with the PBX. In the exam- | Benfim password

ple displayed here the name of

the logical line for this link

would be NVS: CTI . TSAPI .

With TSAPI a Login ID: is requird for access to the PBX by the CTI APL. If this
account also requires a Password, it must be entered twice for purposes of confirma-
tion. The field PBX name: contains a defined name through which the software inter-
face communicates with the PBX. Depending on the PBX type, adaptations to the
preset values must be made. The Octopus E-300/800 requires as last portion of this
name e.g. the Windows NT name of the MRS Server computer on which the CTI APL
runs.

The Advanced button enables the configura-
tion of further parameters. These are in par- - wasinum value

ticular the maximum values for Connections:, | conpections: o |
Monitor points:, Transactions: and Range of | Monitor points [56 w
numbers:. Transactions: 256

Transactions Bange of numbers: 100 Default |

In the TSAPI Stack, simultaneous transec- o :18;— _
tions are restricted in a list. Thus this list is

static. This parameter specifies the number of = [LSTADLL
transactions that can be simultaneously pro- | 129! _ B |
cessed within the TSAPI Stack. The corres-
pondi ng Val ue affeCtS for example the maXi_ " Import from user data [field: ‘Business phone']
mum number of possible monitor pointsof all | & . waic moniter points
simultaneously active TrayPhone applicati-
ons. For example, if 30 users had activated Evpert parameters | Moritaing |
TrayPhone and added 10 extensions each to

their TrayPhone event bar, the simultaneous

TrayPhone and computer start would result in 300 transactionsin one go. Sincein this
case the default of 256 were exceeded, only the first 25 users would see all extension
statuses in TrayPhone, the 26th user would receive only 6 statuses (the rest of the ex-

r— Static monitor points
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tensions feature a red exclamation mark to signify that the limit of 256 has been rea-
ched), and the remaining users would receive nothing but red exclamation marks.

Range of numbers

Number ranges specify the maximum number of extensions for a static monitor point
range. This value must aways be smaller or equal to the maximum number of monitor
points.

Open delay

With the CTI APL start all monitor points would be set in quick succession which may
overstrain the system. You can set adelay here to avoid this behaviour.

The name of the interface library provided by the PBX manufacturer is given in the
field CSTA DLL. Thisname is aready default set for the selected PBX with the configu-
ration.

In the Static monitor points portion the behaviour of the CTI APL is determined when
these points are set. In some cases line monitoring is only possible when a monitor
point has aready been set during the establishment of the connection to the PBX. Here
you can decide whether static monitor points

e are to be retrieved from user accounts, thus be set for all users with a number
entered in the “Business phone” database field.

« arenot to be set at all. Thisis reasonable e.g. when the PBX can dynamically add
numbers.

The Expert parameters are described in section 6.15.1.4. page 260.
Monitoring is described in section 6.14.1.5. page 262.

6.15.1.3 Link via CSTA

A unique name s assigned to the
PBX link in the Logical Link Logical Link name:

. ; ! [AL4200 oK. |
name: field. This name is used e o
. OEINanme;
internally by the server as the [io1145

class portion of the line name for
transaction exchanges with the

LAM binding-address

empty = 1.LAN-Chl.
Manitoring |

PBX. In the eXamp|e dISp|ay6d [v Import manitar paints fram user

here the logical line name for EEERHS Expert parametersl
th' S | | nk WOUI d be Meszage Waiting Ind. .
NVS: CTI . ALCATEL4200. pddess 17 Aetive

IMWI.AL42DD
PBX Hostname: contains the IP

address of the PBX via which
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the CTI link to the PBX isredlized.

In the LAN binding -address field you can define viawhich LAN board the PBX isto be
connected. This is only required when more than one LAN board is implemented in
the server.

Via the checkbox Create monitor points based on user accounts (field 'Business phone’)
you can determine the behaviour of the CTI APL with reference to setting monitor
points. When the checkbox is activated the monitor points are copied from the user
data, thus set for all users with a number entered in the database field “Business
Phone” (PHONE#) when the CT1 APL is started.

Through activation of the Active option in the Message Waiting Ind. you can log in
another logical line of the CTI APL at the MTA viawhich users can be notified about
new incoming messages by means of atelephone LED. In the user database field Mes-
sage Waiting Indication (ClI T) of the respective user, MAI / <Number> needs to be
entered. If several PBXs are used at a company with several links to these systems, the
classis considered so that the entry for thislink is MAY . ALCATEL4200/ <Number>

The name of the PBX manufacturer specified interface library is given in the field
CSTA DLL. Depending on the selected PBX the correct DLL is already entered here.

The Expert parameters are described in section 6.15.1.4. page 260.
Monitoring is described in section 6.14.1.5. page 262.

6.15.1.4 Expert Parameters

The  expert
pararneters are Change the PBX location + dialing parameters only in & multi-CT-link environment or on demand. After
partl Cul arl y changing the ather parameters check the 'dial numbers', whether they are nommalized properly.
n Ed When — PB Location Dialing P
Sev . Use global
eral PBXS 2 Iozeatigoa i:fo External Prefis: IU
are ava l abl e’ Country  Area Code Mumber By Brdls ID—
be it with vari- [ - [peoe - [z = '
ous eXtenS| on Tie fine number l— International Prefix: IDD
numbers or oot
. Optional start/end numbers o Link, M ast ts all localized' CTI 1
wi th the corre- [only needed, when overlapping {_Lnkias e.r i s requests]
di with ather links in the same [Orly ane link can be the master]
Spon I ng area/zubscriber range] End:
: Additional prefix to be ignored [on incoming
extension num- | walk) |
r 3 Additional prefix to be ignored [on outgoing
ber anges [~ Always dial area code calls): I
HO\I.Va/er, an [ Local CT1 link tinimum length of intermational numbers IS—
environment [Cannat be imported by remate spstems)

with several

260

oK I Cancel

M aximum length for intemal numbers IB

Default | ¥ Momalize internal numbers
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PBXs and their respective CTI links does not work unconditionally.

As default the global 'location info’ is used. Through deactivation of this option you can
specify an individual extension number for this PBX. For this purpose the fields Coun-
try, Area Code, Number and Tie line number have been provided. The last oneis required
for e.g. a networked subsystem. Furthermore an extension number range can be
defined in the Start: and End: fields. This is required exactly and exclusively when
there is an additional CTI link to another PBX with the same extension number and a
different extension number range.Via the Always dial area code option also numbers
dialed within the individual area are aways prefixed by the corresponding area code.
Thisisrequired in some countries.

In the Dialing Parameters section you can enter the External Prefix: aswell asthe Country
Code: and the International Prefix: to be dialed for this PBX.

In an environment with several CTI links it is ideal when all CTI requests are trans-
ferred to the CTI APL in normalized form since otherwise they cannot be assigned to a
PBX. In many cases however thereisamajor system delivering the local resp. internal
numbers. The CTI link to this system can be defined as Link Master so that al localized
CTI requests can be handled viathis CTI link.

Most PBXs transmit correct numbersto the CTI APL, thus e.g. 012345678 with 1234
being the area code and 0 the national prefix. Some systems also deliver the dial num-
ber prefix, thusin our example 0012345678. To remove the additional 0 you can enter
it in the Additional prefix to be ignored fields.

If the system delivered the numbers entirely without the preceding 0, thus e.g.
12345678, the corresponding calling number type had to be transmitted by the system
as well. Otherwise a correct normalization could not be performed. For example a
mobile phone number such as 171-654321 would be handled as international humber
from the USA if the system did not transmit the calling number type. With a correct
caling number type the national prefix would simply be added and the number han-
dled correctly.

The last field Minimum length of international numbers serves the correct assigment of
incoming numbers aswell. If e.g. local numbers from the individual area are transmit-
ted with external line prefix (example: 054321), this could also be interpreted as a
national number with the corresponding area code. As distinctive feature you can enter
the minimum length from which such a number is no longer considered a local num-
ber from the individual area.

In the Maximum length for internal numbers field you can enter the longest internal num-
ber. All numbers exceeding the length specified here are considered international cal-
ling numbers and normalized accordingly.

Normalize internal numbers is default set. If some CTI client applications are unable to
handle normalized calling numbers you can deactivate this switch.
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6.15.1.5 Monitoring.

In the Monitoring Parameters for CTI link dialog you can precisely define which ter-
minal devices can and are to be monitored at all. For this purpose enter the correspon-
ding numbers of the terminal telephone devices in the sections Supported devices and/
or Devices that are not supported. The numbers entered may include wildcards so that

also number portions can be added.

Monitoring Parameters for CTI link B3
— Device types

Azsign "device-types” to phone number
[ranges)

sl

Femove |

— Supported devices

Add all device numbers that will be allowed. IF
thiz dialog iz empty all devices will be supported

Add

Remove |

— Devices that are not supported

Add all devices, that will MOT be supported. If this dialog is
empty all rles from ‘supported devices' will be used.

Add

Remove |

< | O < | O
*f'ou can uze wildcards in every line:
* = every character from here iz valid
$ = every character at this position is allowed Tracing | Ok LCancel
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Tracing
The Tracing button is used to check,
save and delete the resources admi- gs;!‘g‘{%‘oﬁ‘t’;en”ﬂ’ e Prysical PEX) | Logical (Cients] |

nistered by the CT1 APL.

Via Get list of currently active monitor
points you can query the monitor pemdit i TR
points actualy set in the PBX. You

can also check which client applica- | “eteame

‘wiite all internally uzed

resources into a file This ET link | AllCTI links |

tions monitor which termina de- Get list of learned" items: Thiz CTI link. | AlCT] links |
vices. Delete items fram . ) ;

, . . ot e nstance! ThisCllink | a0CTIinks |
Write all internally used resources into a and database:

file enables you to save all resources White all intemally used

; : . inta a fil
for more detailed analysis for this or resouees ko & fle
al CTI channels.

ThisCTlink | AICTIinks |

Lancel |

6.16 SAP R/3 Gateway (SAPR3APL)

The configuration in respect to the MRS Server, is as with al other components,
accomplished through use of the MRS Monitor. In the Modules window of the MRS
Monitor the option Settings is selected and subsequently SapR3Apl/Set Options.

General Settings SAP R/3 APL Configuration ]

The TCP/IP hostname of the MRS | Generdl | advanced]
Server isentered in the field Identifi- &'
cation. SAPoffice user messages '

are to this TCP/IP address through | | ldeniieation — _ _
the Internet Mail Service. All SEr- | Lsedhom vl SaPofice s meke uso of the erves mended sevies
Vices on the MRS Server can be like SM5 and Yoicebd ail

addressed over this address (see
page 80). These addresses repre- | | | Fii3Sustems
sent a subset of the address range | |G T IUEERL L
configured by SAP R/3 for the '
address type INT (Internet-Mail).
These addresses are required for
the routing of messages from the dd. | Bemove | Propeties. | Refresh |
SAP R/3 System to the SAP R/3
APL.

The zerver uzes the following information to communicate
with 5APconnect.

Ihost.domain

QK I Cancel | Apply |
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Gateways configured to SAP R/3 are displayed with their short name and a description
under R/3 Systems.

New gateways are inserted through use of the Add button. Configuration of the gate-
way can be done through use of the Properties button which will be explained further
in this section. Selecting a gateway and subsequently pressing the Remove button
deletes the gateway from the R/3 Systemslist.

System SAP R/3 APL System Properties =]

The SAP R/3 Server s = Sustem |Sewer| Client |
addressed from the MRS Server || [ stemFropeties

Enter a short, descriptive name for the R/3 spstem. This name is used to

through an address which is address an R/3 system,

fOI’med from the Short Nam e Examplule:l Folr[y?.lur salets c}epartment's Fi/3 spstem pou could enter the
name ‘sales’ (w/o quotes).

entered here. Inthisexamplethe | gy e

short name is CER so the

addre$ Enter a description for the R /3 system.

NVS: SAPRCER/ * e it 1 oo s e
would be used for addrﬂg Description:  |SAP Cetification Center, ' alldarf
this system. The Routing Rules
must be manualy modified
from those addresses formed by

¥ Automatically establish the connection to this system by default

the Short name, so that dOCU' ™ Activate privilege check for documents that are to be sent
ment del |Very .i:rom the M RS r ﬁgttjavba;:;.'autolearn“ mode and copy the senders attributes to the
Server corresponds to that of the

SAP R/3 Server.

QK I Cancel | Apply |

The Description is used to iden-
tify the line in the MRS Monitor.

If the option Automatically establish the connection to this system by default is activated,
the connection to this system would be established at the system start. The gateway
will also be activated.

Should the switch Activate privilege check for documents that are to be sent be activated,
the document originator must be present in the MRS database and have the corre-
sponding send privilege. One method to copy the originators from the SAP system to
the MRS database would be e.g. the option Activate “autolearn” mode and copy the send-
ers” attributes to the database. By means of this option the originators are automatically
copied from the SAP system to the MRS database and depending on the sent docu-
ment the fax number and fax ID, the SMTP address or the SMS number is entered.
Since no correlation can be recognized between these three document types coming
from the SAP system, up to three “Autolearn” user entries would be created in the
MRS database.
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The “Autolearn” mode must be activated if canonical addresses (standard presetting
under R/3) of the type DE( 2404) 123- 456 are used because replies/documents must
be delivered to the SAP user in exactly the same manner. For this purpose the SAP R/
3 APL must be able to take this format from the MRS database so that the correct
address can be transmitted to SAP R/3. If the numbers are MRS conformably mainte-
nanced in SAP, the “Autolearn” mode is not required.

Server SAP R/3 APL System Properties =]

These settings are responsible | Sustem | Sewer | Cient |
for the receipt of documentsand | | f/2SystemP
status information from SAP R/ & Destination fiom sapricinii |SRYDEST
3 and their further routing to the ® MemeeBees |
MRS Server.

We recommend using the Brogram-ID: [saprzapims
saprfc.ini fileforthedesti-
nation. By means of a type R | | EsPaling
entry an RFC Server can regis e e A ok o ooty o ey,
ter with an SAP gateway. Sub-

sequently the SAPphone APL
as RFC Server waits for RFC
cals from this gateway. SAP
connect is such agateway. Later
the SAP R/3 APL only needs
the RFC destination specifica-
tion, thus the parameter DEST oKk | Cocel | emy |
from the saprfc.ini file
Through use of this SAP standard process, later extensions for the RFC can be simply
entered inthesaprfc.ini fileby the SAP administrator. No SAP R/3 APL modifi-
cations are necessary to make these extensions immediately usable for the connection.
Such extensions can be e.g. “Load Balancing” or “ Secure Network Connections’.

Gateway Service: IsapngD

This RFC destination is only entered locally inthesapr f c. i ni file on the computer
on which the SAP R/3 APL runs.

The following example shows the normally used parameters. An explanation of the
various parameters” effectsisfoundinthesaprfc. i ni file

DEST=SRVDEST

TYPE=R

PROG D=sapconnect. nrs

GMNHOST=/ H/ 194. 77. 158. 13/ H 147. 204. 2. 232/ S/ 3297/ H cpce601
GW\BERV=sapgwl3

RFC_TRACE=0
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The program 1D entered here must match the one previously entered with the “ sapgui”
upon RFC destination configuration.

Alternatively the data rudimentarily required for the destination can also be entered
here with the above mentioned flexibility disadvantages.

The TCP/IP hostname of the SAP R/3 Server would be normally entered for Hostname
of Gateway. Alternatively, a SAP Router String may also be entered here as the host-
name. This last method would be used when the SAP R/3 Server can only be
addressed through a further SAP Router or SAP gateway.

The Gateway Service corresponds to a TCP/IP port. For more information refer to the
paragraph on RFC Destinations.

The Program-ID corresponds to the configured program ID in SAP R/3 as mentioned
earlier in this section.

If the option Fax Polling is enabled, SAPoffice users can poll fax documents from a fax
on demand server by enabling the “Answer required” option with the transmission job.
Client SAP R/3 APL System Properties =]

The Client settings are responsi-  System| Sewer Slert |

blefor thetransmission of docu- | [ fit2sustemP
ments and status information  Destnalion from sapiieni  [CLIDEST
from the M RS %rver tO R/3 " Hostname of Appl. Server: I

We recommend USi ng the Hostname of Gateway: I

saprfc.ini filefor the desti-

Gateway Service: I

nation. Analog to the RFC system Humber I°

Server entry an entry of type A || - LogonData

i i i The fallawing inf tion i ired by the RFC client ta | tar th b

{;/_rﬁ:l_UI red for 'ihe RFC ﬁllzn/g sys?eni.DT“P:ir;gir:?o?%n;‘;éﬂnclzr:ebqeugebtai:edeb_l,l exe&:ﬁ:g ﬁaﬂgaocr:ioz s;égwoe
ith it you can log in at the

system. Via the RFC Client e 100

incoming cals etc are thus User MRsC

passed on to SAPphone. This vt [

RFC destination is only entered Corfim Password: [+

Iocal Iy in the Sapr f C. I ni flle ™ Always set EXPRESS flag for incoming SMTP documerts.
on the computer on which the

SAPphone APL runs. The fol- oKk | Cocel | emy |
lowing example shows the nor-
mally used parameters. An explanation of the various parameters” effects is found in
thesaprfc.ini file

DEST=CLI| DEST
TYPE=A
ASHOST=/ H 194. 77. 158. 13/ H 147. 204. 2. 232/ S/ 3297/ H cpce601




Server Administration
SAP R/3 Gateway (SAPR3APL)

SYSNR=13
RFC_TRACE=0

ABAP_DEBUG=0
USE_SAPGUI =0

Alternatively the data rudimentarily required for the destination can also be entered
here with the above mentioned flexibility disadvantages.

The TCP/IP hostname of the SAP R/3 Server isnormally entered in the field Hostname
of Application Server. Alternatively, a SAP Router String may also be entered here as
the hostname. This last method would be used when a SAP R/3 Server can only be
addressed through a SAP router or SAP gateway.

The Hostname of Gateway is the TCP/IP hostname of the SAP Gateway. This entry is
not mandatory and should only be entered when required.

The Gateway Service corresponds to a TCP/IP port. For more information refer to the
paragraph on RFC destinations.

The index number of the SAP R/3 Server is entered in the field System Number. In most
normal cases thiswould be 0, when not more than one SAP R/3 Server is running on a
compulter.

The Signon Data is required so that the SAP R/3 APL RFC Client can be logged on to
the R/3 System through SAPConnect!®. Therefore, the Client (client number defined
under SAP R/3 with transaction snb9), User (user ID defined under SAP R/3 with
transaction snb9) and associated Password (defined under SAP R/3 with transaction
snb9) must be entered in the fields provided for this purpose. The password is entered
twice to prohibit any input errors and possible connection errors.

Activation of the option Always set EXPRESS flag for incoming SMTP documents notifies
the SAP user about newly incoming emails by means of an express message.

15. SAP R/3 versions earlier than 4.x do not support the immediate verification of Signon Data. This
datais verified only after the first transmission of an object.
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Creating Reports (RepAPL)
Advanced SAP R/3 APL Configuration [x]
This tab contains the possible | [Gensal | Advanced |
debug settings for the SAP R/3 | [ Lebugfptions
APL, Whel’eby Ob] eCtS del IVel’ed by E:IZELEETECFJEET_HEEEIVE structures, for which debug output shall
SA P R/3 WOUI d Contai n wdl tl Onal E'I:[;aos:ngﬁtceathat generating debug output will degrade system
information
¥ o about the Sender of an obiect, (SeRE CIMEITE
For every configurable object infor- ¥ Info about the Object propertiss. (SXDOCCHEI)
mation there are three conditions I™ Infa sbout the Fiemate Function Call. (SXSYSDATIT)
possible. Available are none (empty I¥ | Info about the Fecaiver(s] of an obiect. [SXEXTRECIT)
field), norma (grey check), and % Info about the Packing of an object, (SXPEKLSTH)
detailed information  (normal
check).
During normal operation debug
reports should not be generated
since they degrade the systems per-
formance. ’TI Cancel Apply
6.17 Creating Reports (RepAPL)
The Report APL provides
an easy Configurable means Reports | Layoutsl Parametersl Versionl
for mc ng internal M RS Mame Status Last Status Layout Activate |
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Server data. This data is
compiled in an easy to read
format and can be sent to
any MRS Address.

The Report APL uses pre-
prepared default layouts for
reporting and static editing
of data. The MRS Distribu-

— Execution Times

stdgeb. rpt

Add
Femove |

Times |F|ec:ipient| Exportl Extensions | Infarmation

{* Execute now

" Execute at:

tor should be contacted if
other default layouts are
required.

All configured report jobs
are displayed in the upper
portion of the Report APL

Configuration dialog.

The report job can be

selected and activated so

Date: |07./00/2010 Time: |12:00:00
— Repeat Strategy
" Mo repetition " Hourly
' User-defined " Daily
Even:  Weekly
ID ID ID & Monthly
Days Hours Minutes 7 Yeatly
QK I Cancel Lpply

&
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that it is carried out in accordance with the settings that are explained below. When a
report job is active, the button changes to Deactivate, and can then be used to stop the
reporting procedure. Existing report jobs can be deleted by selecting them and subse-
quently depressing the Remove button.

In the lower portion of the dialog the configurations of the selected report job are dis-

played.

6.17.1 Generating Report Jobs

New report jobs can be cre-
ated through the use of the
button Add. The new report
job must be assigned a Job
Designation as well as a
Description. These are later
displayed as Name and
Description for the report
job. The layout used for
this report job can be
selected from the displayed
list of installed default lay-
outs. How to add a new
default layout is described
further below.

1 Add Job [ ]
Mame | Diescription |
demo.rpt Sample layout,

. stdgeb.ipt This layout iz used for the default call charge evaluation job which ...

Job name:

Description:

Istdgeb

Thiz layout iz uzed for the default call charge evaluation jo

Lloze Add
[ Coe ]

4
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Times
In the dlaJog tab Times, the = Repots | Layouts | Parameters | Version |
OptionS Now and Schedule Narne | Status | Last Status | Layout | Activate
at: are avallable for the StdGeb Stopped Mone stdgeb.rpt Al |
first-time execution of a Remove |
report job.
In the d|a|og section Times |F|ec:ipient| Exportl Extensions | Infarmation
Repeat, the frequency at — Execution Times
which report jobs are  Execute now
repeated can be configured. O Essalee
The default %tﬂ ngS HOUrly Diate: {01/01/2003 Time: |12:00:00
Daily, Weekly, . Monthly, and  Repeat Stiategy
Yearly ae a\/allable as well Mo repetition " Hourly
as User Defined settings £ User-defined  Daip
Please make sure that the Every: " Weekly
data are actually available [o [o [o & Monthly
for the defined period. Dews sl ) e

ak. I Cancel Apply
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Recipient
Any MRS Address can be Reports | Layoutsl Parametersl Versionl
Usw as the Recipien'[ fOI’ Marne |Status |Last8tatus |La_l,l0ut | Activate
re&]lts generated by a StdGeb Stopped Haone stdgeb.rpt Add |
report job. New Recipients Remove |
are entered in the corre-
Spondi ng f|e|d, and thrOUgh Times FRecipient | Exportl Extensions | Infarmation
the use of the Add button,
inserted into the Recipient 3eca iznt |
. ] MYS:DOC/ADMIMISTRATOR
list. The recipient entered o VS FAXG4/ 2345678
should be able to handle
the corresponding report
format, thus should not be
e.g. an SMS address.
Entries in the Recipient list Add Remave Deactivate
can be deleted through use Mttt
qf the Remov_e button or be s A zeTS
simply deactivated through
use of the Deactivate button.
After a recipient has been Ok | Concel | aenb l
o

deactivated, the buttons

change their appearance and recipients can be reactivated through use of the Activate

button.
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Export
Inthe dialog tab Export, the = Reperts | Layouts | Parameters | Wersion|
eXpOI't fOI’maI Of the I'epOI’t MName | Status | Last Status | Layout | Activate
jOb can be Conﬁgured in Stheb Stopped Mone stdgeb.rpt Al |
the section Report Format. Remave |
The following formats are
a\/allable for wleCtion: Times I Fiecipient  Expart | Extensionsl Informationl
CryStal Report’ RICh T@(t Fieport Eormat: Export Report To:
Format (R-I—F), Hyperte(t IErystaIF!eport j IFiIe j
Markup Language _
(HTM L), Tab %parated — Time Range for Data Sources Do o
Vaues (TSV), Comma from: [IT70T/1900 [O000:00
Separated Vaues (CSV), o [Tri/zss [zsas
Text WinWord Document, Das  Hows  Min
MS Excel 5 Worksheets, 0 el N T
Fax GS and Fax G4 in a i 0 - Current time unit
proprietary Q/COS fOI’mat, Hel;:ga:t 1 ‘IiLast compl. time unit
aswell asinaTIFF format. '
We recommend the native
CryStaI REPOrt format oK I Cancel | Apply |
whose viewer is supplied %

272

with the MRS-CD in the

client directory as the export filters of Crystal Reports sometimes do not achieve an
optimal result for the other formats. For this reason it is advisable to have the report
initially generated in different formats so that the various results can then be checked
for a satisfying clarity. Besides, exporting can be performed from within the Crystal
Reports Viewer to various target formats as well.

Currently, only files may be given as Report Target.

Various time ranges are available in the left side of the section Time Period for Data
Source. Alternatively, an exact period of time can be defined through the entry fields
provided on the right hand side of the section. Depending on the selected time period
you either need to enter a fixed or a relative offset on the right. For example a week
lasts from Monday 0.00 am. to Sunday 12.00 p.m. With 0 asrelative offset you would
receive areport from last Monday 0.00 a.m. until now; with 1 asrelative offset areport
from Monday before last, 0.00 am., until last Sunday 12 p.m.

Naturally only data available in the database can be exported. If atime period from last
year is given, this datamust be in the database resp. handed over to the Report APL for
this period.
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Advanced Settings
The Advanced tab con- = Fepots | Lajouts| Perameters | version|

tal ns Configuraﬂon Settl ngS Mame | Statuz | Last Status | Layaut | Activate

for database eXpOI’t. HO\N' StdGeb Stopped Maone stdgeb.rpt Al |
ever, the export is only Remove_|
needed when a report lay-

out is created with Crygal Times I Hecipientl Export  Estensions | Informatior
Reports for the first time.

The option Create Database I™ Create database export file only
Export only enables data-

. [~ Ewxport data records from journal incl. HIDDEN flags
base export in a DBF for-

mat Add| t| Onal |y thl s Databaze export directory
N IE:\DDEUME"1\ADMINI"1\LDD’-‘«LS"1\Temp\Db\
option can be used to regu-
larly export data by means Temporary fils diectory
Of ajOb |f Wlth extremely IE:\DDEUME”1\ADMINI"1\LDEALS"1\Temp\Er\
Sh_ort del et|0n tl meS, e/aj u- Temporary filename [wio extenzion)
ations are to be generated petat
at alater time.
The DBF format is read-
able by a large number of T e |
programs, and could be %

used e.g. by Excel to dis-
play the available data fields.A survey of database fields can be found in the MRS Sys-
tem Architecture.

Data records that are flagged with a hidden attribute can also be exported when the
option Export data records with HIDDEN flags from Journal is enabled. An example are
messages generated for CIT notification. These are flagged as otherwise they would be
displayed in the user’s outbound journal.

Three input fields are provided for entering the paths to the Database Export Directory,
Temporary File Directory, and Filename for Temporary Files. No file extension should be
given in thislast path since the extension is dependent upon the export format.
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Information
In addition to the selected =~ Reperts | Layouts | Parameters | Version |

I’epol’t JOb the Descripticn, Mame Status Last Status Layout Activate
H . M urmF ax Stopped Mone MumF ax.rpt
entered upon the IOb cre- Stheb Stopped Mone stdgeb.ipt £I
ation, is displayed here. It Remove_|
can be atered in thistab as
Wdl Times I Hecipientl Exportl Estensions  Infarmation
The Settl ngS that yOU can Description
perform in the Layout new Job ﬂ
parameter section are the
. . Layout parameter
same as described in DT = potenty_|
chapter 6.17.3. = ENGLISH :
Caption “Mumber of sent and/or received Edit entry |
Heado1 “Originator" Rierame entry
Head0z “Recipient™ —I
Head03 "Fax Pages Sent" Delete entry |
Head4 “Fax Pages Received"
Body01 “Mumber of Pages:™
Body0z2 “Total Number:"
= FRENCH = e |

QK I Cancel | Apply |

4

274




Server Administration
Creating Reports (RepAPL)

6.17.2 Global Settings
Thelayout files for the var-

iOUS reports are Storaj on Feports La}'UUtslParametersl Versionl
the MRS Server in the
<MRS root>\res\RepApl\
directory per default.

Lapout:

Inzert Bemove |

Lapout file directory on server

Individually created lay- [CheyessimisiesiFepagl
outs or new ones received
from your MRS Distributor
must be copied to this
directory.

QK Cancel Apply

&
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Via Insert new Report APL layouts
can be activated. Active ones or those
known to the Report APL have a
green indication, all others ared one.
Only active layouts can be used for
generating a new report job. With
Remove you can accordingly deacti-
vate layouts known to the Report
APL again.

When you select a “red” layout its
name is copied to the field under New
Layout:. The field Comment: is used
for entering a short description of the
layout

Finally the Data Sources used by this
layout needs to be selected. You can
choose from the MRS Journal, Corre-
lation and Charges databases aswell as
eXtended Statistics. The latter one is

Mame | Diescription |
‘ byService_dm.rpt
b e.pt
. bylUser_dm.rpt
. bylser_e.rpt
demo.rpt Beizpiel-Layout
HumF ax.rpt
stdgeb.rpt Diezes Layout wird flir den bereits konfigurierte. ..

Mew Lapout:

IbyServic:e_e.rpt

Comment:

|
Data Sources
[~ Journal Database
™ Caorelation Database
[ Charges Database

[ e¥tended Statistics

Ok I Lancel |

4

used by all newer layouts and contains the MRS databases mentioned along with sta-
tistic information handed over from the APL to the Report APL. This could be e.g.
information on call center operations delivered by the VM APL or information on the
capacity of ISDN APL lines etc. Especially when PhoneMail reports are used, activa

tion of this option is mandatory.
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6.17.3 Parameters

This tab provides an editor
for viewing, editing and
modifying global (system
wide) charge information.
Several buttons are avail-
able on the right margin of
the editor window. All
items of charge informa-
tion displayed here are

stored in the
gl obal s.ini file found
in the <MRSroot>

\r es\ RepAPL\ directory.

Repapl - Report APL Configuration B3

Heportsl Layouts Parameters |Versi0n|

= PhoneMail

Connect Minutes Into Unit Price

Connect Minutes Into Billing Constant

Connect Minutes Out Unit Price

Connect Minutes Out Biling Constant

Message Sent Unit Price

Message Sent Billing Constant

Message Minukes Unit Price

Message Minutes Billing Constant

btk ket

Add section
Eename section

Delete section

Add entry
Edit entr
Frename entry

[relete entry

HANA;

o]

Cancel

Apply

&
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6.17.4 Version

In this tab you can see
information on the Report

APL version currently

Heportsl Layoutsl Farameters

| — Report APL version informatiorn
used. In case of questions
. ersion: 510
or problems concerning the :'”_;1“: Veb's'?” o
Report APL aways state HETHIRE
.. . Build-D ate: 11/23/02
this information.
Build-Time: 03:06:51
Build-Computer: MRS-BUILDER-1
APL running on: ANJL

QK I Cancel Apply

&

6.18 Short Message Service (SMSAPL)
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The SMS APL serves as interface of the MRS Server to mobile phone networks for
sending and receiving SMS (Short Message Service) messages. For this purpose a
mobile phone or GSM adapter is connected to the MRS Server viaa seria data cable.
Data are transmitted to the SMS service center by radio (GSM gateway). Thisis the
difference between SMS transmission via SMSApl and ISDN APL. There the SMS
service center of the corresponding mobile phone service provider is reached via the
fixed network and receiving SMS messages isimpossible.

So that the SMS can be used, the SMS APL must first be installed viathe MRS Moni-
tor configuration dialog.

6.18.1 Configuration Steps

1. Connect the mobile phone device with the MRS Server by means of a data cable.
2. Openthe SMS APL configuration dialog in the MRS Monitor.

3. Select the mobile phone device from the list.
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N o ok

Enter the PIN number for the chip card (if required).

Select the serial interface via which the device has been connected.
Perform other settings (optional). See configuration options further below.
Save settings with OK.

6.18.2 Supported Hardware
Mobile phone devices tested and approved by Cycos:

Nokia 7110
Siemens M20 GSM Adapter

Mobile phone devices approved by MKS Systems, the originad SMS APL producer;
not tested by Cycos:

coM.sat.DATA GSM adapter

Falcom A2 GSM adapter

Nokia 6210 mobile phone

Siemens TC35 GSM adapter

WaveCom P900 GSM adapter

WaveCom WMOD2A-G900 GSM adapter

WaveCom WM OD2B-G900/1800 GSM adapter VV4.00.5 or higher
WaveCom WMOQi3 GSM adapter V4.00.5 or higher
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6.18.3 Configuration

Type:
Type of mobile phone = GsM Adapter - Global

. Type: Postmaster;
device. |NokiaB210 =l [POSTMASTER
SIM PIN Code: SIM PIN Code: Inbow D atabase Fisld:

s ISMS#
PIN number for SIM s ——
—aenal lnterrace =

board' Connect through: Il: lek J

. . ) all charges:
Serial Interface: foonz = [~ 0 censMs
Port number of the serial F'D"F‘atergu s
interface  the GSM et
adapter is connected to. Message

[~ Send SMS Prefis: ¥ Send Usemame

Postmaster: I [ Send Subject
ID of the user who I Send SMS Suffix I™ Don't delete SMS from SIM
receives all SMS mes !
Sages that arl’ived W|th- Module: Smadpl Ok I Lancel
out user ID.

Inbox Database Field:

Description of the user database field via which received SMS messages can be
assigned to a user.

SMS Center:

Telephone number of the service center viawhich all SMS messages are to be sent. If
the field remains empty, the service center stored on the SIM board is selected. The
number is dialed as displayed. Thus no normalization takes place.

Call charges:

Costs that the originator has incurred per SM S message. The amount is written in the
charges database per sent SM'S message.

Poll Rate:

Time interval in seconds in which the mobile phone device isto be queried for newly
recieved SM 'S messages.

Send SMS Prefix:

After activating this option you can enter atext that is to precede each outgoing SMS
message. Users should be informed about these additional texts so that they can
restrict the length of their own messages.
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Send SMS Suffix:

After activating this option you can enter atext that is to be attached to each outgoing
SM'S message. Users should be informed about these additional texts so that they can
restrict the length of their own messages.

Send Username:

The user 1D precedes the SMS message in pointed brackets and is transmitted as well.
Users should be informed about these additional texts so that they can restrict the
length of their own messages.

Send Subject:
Instead of the message body only the subject is sent.
Don't delete SMS from SIM:

This option is exclusively intended for testing. When activated, read SIM messages
remain on the SIM board. This switch should always be deactivated since only limited
memory is available on the board.

6.18.4 Sending SMS Messages

SM'S messages can be sent from each client. Enter the line NVS: SMS/ <mobile phone
number>. Depending on the client, NVS: can be omitted in many cases. If Communi-
cationsis used as client, addressing is <mobile phone number>[ SMS] .

Note that, depending on the configuration, either the subject field or the message text
issent as SMS.

SMS message length is restricted to 160 characters, messages that exceed this restric-
tion are not transmitted. Remember that with some configurations also user 1D, prefix
and suffix may have to be added, so that for the actual message fewer characters are
available. If the entire message comprises more than 160 characters, the orginator is
informed per message that it could not be sent.

6.18.5 Receiving SMS Messages

SM S messages without specia recipient ID in the body text are forwarded to the user
entered in the Postmaster field.

If an SMS message is to be directly sent to a specific user, the message text must con-
tain acoding of thisrecipient whichis prefixed by * and suffixed by #. The coding can
be placed in an arbitrary position within the SMS message body and corresponds to
the following pattern:

<message text>* <recipient>#< message text>
For example: *1234#Hel | o M Jones,

281



Server Administration
MWI to Alcatel 4400 (ABCAPL)

The <recipient> is now determined via the Inbox Database Field:, thus the user is
searched for that has the transmitted content displayed in this database field.

6.19 MWI to Alcatel 4400 (ABCAPL)

282

The ABC APL serves as interface to the Alcatel 4400 PBX for notifying a user about
new messages (MWI). When new messages are available, the LED at the Alcatel sys-
tem telephone is activated. Reading the messages deactivates the LED again. No fur-
ther functions are supported.

The name ABC APL derives from the Alactel protokol ABC-A used. Communication
with the PBX occursviaLAN by means of TCP/IP.

So that the Alcatel 4400 MWI service can be used,
the ABC APL must first be configured once via = | c.c.
the configuration dialog in the MRS Monitor. Pro- IP Addess:

CeedanO”OWS: m.o 1 14N

IP Part:

1. Open the configuration dialog of the ABC B
APL inthe MRS Monitor.

2. Enter the PBX IP Address and, if required, the
IP Port number for the ABC-A protocol. The
port number is normally 2533.

3. Savethe settings with OK.

Prerequisite for message waiting indication is an entry for each user in the CI T data
base field of the correlation database. This entry contains the routing address of the
Alcatel PBX for the MTA with the corresponding extension. The MWI address of the
ABC APL is: MAI'. 4400. A complete entry for a user with extension 123 thus reads:
MA . 4400/ 123.

Ok I Lancel

6.19.1 Telephone Display Support

To have the type (e-mail, fax, voice mail, SMS) and number of new messages dis-
played on the telephone, the Signal AnyChange switch must be activated in the Notifi-
cation APL. This occurs automatically with theinitial ABC-A APL start.

Since this mechanism in the Notification APL leads to an increased system load, this
switch can be deactivated when this feature is not required.

Thetext that displays the message type can be modified viathe registry.

6.19.1.1 Waiting Message Retrieval

When you press the LED, the correct number of waiting messages is displayed. After
pressing the system key under this entry again, the type and number of messages
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appears in the display. Putting down the phone or pressing the back key terminates the
menu.
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