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How to configure ENUM

This information applies to

· IP 3000, V6, V5 SR1

· IP 400, V6, V5 SR1

· IP 21, V6, V5 SR1

· IP 202, V6,V5 SR1

Build 03-6003 or 03-5524 and later.

Summary

What is ENUM ?   ENUM is a protocol – it is specified in RFC2916. Simply spoken is ENUM an attempt to query a database. The peculiarity is that the key for the query is a telephone number and the database is the worldwide DNS, as it is already existing today.

From on version 6, ENUM is supported within innovaphone gateways as an inherent part of the call routing mechanism. Therefore, ENUM is not directly accessible to IP phones.

Currently, ENUM queries will be solely submitted in search for so-called H.323 URIs. Other URI types like tel:, sip:, mailto:, etc. are not of interest.

More Information

System Requirements

· An innovaphone gateway

· Firmware Version 6 or Version 5 SR1

· A DNS server or DNS server infrastructure capable of resolving ENUM related queries

Configuration

Start the gateway’s JAVA applet

1.1.1 VOIP Interface Configuration

Three VoIP Interfaces are needed to submit ENUM calls from the PBX and to receive incoming ENUM calls and forward those to the PBX.

1.1.1.1 ENUM interface for Outgoing Calls

· Select a free VOIP Gateway underneath Config/VOIP Interfaces, e.g. GW1.
· Enter a short description, e.g. ENUM.
· Activate the appropriate mode as the following picture shows
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- You will now notice a text edit field Suffix. Here you can enter the suffix, being utilized within the ENUM queries. The internal default is e164.arpa . You will only need to enter something in here, if your suffix is different than the default.

· the next step will be the configuration of the route(s) leading into the new interface

1.1.1.2 PBX interface

It is assumed your interface into the PBX resides as GW2 and is of type Registration at Gatekeeper as Gateway. The configured IP address usually is 127.0.0.1 . You should assign a description alike PBX. Also do not forget to add an appropriate Alias information.

1.1.1.3 Interface for Incoming Calls

In order to receive IP calls from the IP community outside of the PBX you’ll need to configure an interface of type Gateway (w.o. registration). It is assumed to reside as GW3. E.g. assign the name World. The configured IP address ususally is 0.0.0.0. 

1.1.2 Route Configuration

The following sub-chapters will explain:

· How an outgoing call can be routed from the PBX into the newly created ENUM interface. 

· You will read how to ensure that every dialled number will be turned into a fully qualified E.164 number

· It will be shown how an ENUM call can be re-routed into the PSTN.

· How incoming IP-calls can be routed into the PBX and how incoming numbers should be processed, in order to be used for a reverse ENUM call.

1.1.2.1 Route for Outgoing Calls

In order to establish a call via ENUM queries, at least one route must guide into the newly created VOIP Interface. Here is how to do this.

· Proceed to Config/Routing table and click on Add Route .

· Assign a description to the new route like eg. To ENUM .

· Now move the hilight-bar one further, were you can select the source and destination of a call.

· Under Enable calls from interfaces select your source interface. Here it is assumed to be GW2.

· Under Default call destination select your new ENUM interface. Here it is assumed to be GW1.

· Because of the fact that ENUM queries are to be submitted for fully qualified E.164 numbers, it is under your responsibility to preprocess dialled numbers in such, that conformance is guaranteed. The following picture will illustrate the required configuration steps. Please note, that the order of the maps is of importance (longest match first).
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· The screenshot mainly depicts four number-maps, created via Add Map . The very first map just guides into the TONE interaface. The TONE interface’s purpose is to provide an audible dialling tone. The second map merely removes the prefixes used to dial international numbers. The third turns a national destination number into its international form. And the fourth map turns a destination number for the local area into its international form. The example configuration assumes the gateway to reside in Germany, Berlin where the Area Code is 30, the Country Code is 49. National calls in Germany will be prefixed by a single 0. International calls in Germany need to be prefixed by 00. The prefix to access an external trunk line  is configured to 0. Once again, the formal goal of the above maps is that every Called Party Number, being passed into the ENUM interface is guaranteed to be in its international form, without any prefixes. If someone would dial the reception at innovaphone +49 7031 73009–0 the corresponding number passed into the ENUM interface would be 497031730090. Regardless from where in the world the number would have been dialled. 

· Activate the Final MAP checkmark on each of the three Maps. In case of re-routing the next Map will then be looked-up at the next route that follows the route into the ENUM interface (Route to Trunk/Amt in the screenshot).

· During real-life tests DNS servers sometimes replied with a DNS-result=3 (Name Error), when trying to submit ENUM queries for incomplete numbers. This behaviour varies and seems to be dependent on the DNS caches among the intermediate DNS servers. It did not occur in a laboratory environment in conjunction with a BIND8 server. If you are experiencing similar effects while dialling overlapped, then you might consider activating the Force en-block dialling checkmark on each of the three Maps from above. This option will delay the first ENUM query by approx. 4 seconds. A solution that scales a  lot better is to set up a dedicated DNS server at your premises that acts as a Forwarder/Resolver and provides caching.

· For each of the three maps the button Add cgpn map was clicked. The motivation behind is to turn the outgoing called party number into a fully qualified E.164 number. For the example above this means to add the country code, the area code and the root subscriber number to the outgoing calling party number. As you can see the gateway is located in Germany,Berlin and has the root number 1234567.

1.1.2.2 Rerouting Outgoing Calls

Rerouting is supported. That is, if a call attempt towards an ENUM interface fails, a next route – if existing – will be searched for. In the screenshot the route following the route into the ENUM interface is named Route To Trunk/Amt. This route guides into the PSTN.

Be sure to have the Final MAP checkmark activated for each of the three Maps from the example above. 

The conditions are as follows:

· DNS Result=0 (Success): the call will progress into the ENUM interface. A) If no NAPTR record was received, it is possible to enter additional dialling digits as if in overlapped-sending mode. B) If a NAPTR record was received, an H.323 call is being established.

· DNS Result=3 (Name Error): A next route will be looked-up and the call will be submitted into the corresponding destination interface.

· DNS Result=? (anything else): The call attempt will ultimately fail.

Note: By coupling ENUM with rerouting, you actually configured a simple form of least-cost-routing. In a first attempt a call is tried to be established towards a remote H.323 EP/GK via an ENUM lookup. 

If the ENUM lookup fails, the call can be placed into the PSTN.

1.1.2.3 Route for Incoming Calls

· Click on Add route and assign Route from World as the route decription.

· Under Enable Call from interfaces select GW3 World.

· Under Default call destination select GW2 PBX. 

· Click on Add map. 

· Hilight the new map and click two times on Add cgpn map. Two empty CPPN maps will be created.

· In the first map enter ????????????49 as Calling number in and 00 as Calling number out. 

· In the second map enter ???????????? as Calling number in and 000 as Calling number out.

You may ask yourself “Why these two CGPN Maps?”.

The reason is that the calling party number of incoming calls are internally modified before being signalled to the PBX recipient of the call. The modification merges the IP source address of the caller and the received calling party number into the new calling party number. The IP adress is thereby written with three character-digits for each of the four IP address bytes. E.g. 192.1680.4 is written as 192168000004. If the call originator signalled 4970317300988 as his calling party number he’d be introduced as 1921680000044970317300988.

It may now become clear that the two CGPN maps from above eliminate the IP address from the calling party number, in order to yield the calling party number that the originator of the call actually sent. 

In addition a slight modification and optimization is being applied. In general a calling party number should be signalled to an endpoint in a way that allows the endpoint to directly call back to this number. Including trunk-access codes, national and international prefixes.

The new question mark operator is being utilized for this. Such a ? represents an arbitrary digit. In the first cgpn map  ????????????49 replaces the IP address, followed by the germany country code with 00 (trunk access and national prefix). The rest of a calling party number will be retained.

In the second cgpn map ???????????? replaces just the IP address with 000 (trunk access and international prefix). The rest of a calling party number will be retained.

1.1.3 DNS configuration

The DNS server address can be configured in the JAVA applet under Config/IP Interfaces/Ethernet Interface . A DNS server learned from DHCP or PPP/IPCP negotiation may also be considered.

You may notice that the performance of public DNS servers may be very poor, when ENUM queries are being processed. The current situation is simply that public DNS servers are streamlined to resolve a www query into an IP address. The effect is, that you see your ENUM queries failing.

Please note that a dedicated DNS server at your premises that acts as a Forwarder/Resolver and provides caching eliminates a lot of performance problems that we observed in real-life tests. Overlapped sending might be impossible without such a dedicated server.

References

· RFC 3761, The E.164 to Uniform Resource Identifiers (URI) Dynamic Delegation Discovery System (DDDS) Application (ENUM)

· RFC 3762, Telephone Number Mapping (ENUM) Service Registration for H.323

· RFC 2915, The Naming Authority Pointer (NAPTR) DNS Resource Record

· RFC3508, H.323 Uniform Resource Locator (URL) Scheme Registration

· http://www.isc.org/products/BIND/ , BIND8 - a publically available popular DNS Server

Troubleshooting

The gateway’s DNS module offers a simple command line interface. It gives you the possibility to rule out potential DNS problems. The Example of Appendix A is considered for the following output.

telnet input: mod cmd DNS0 a mydns.e164.arpa
telnet output: 

result=0 addr=192.168.0.80

telnet input: mod cmd DNS0 naptr 3.2.1.0.3.9.4.e164.arpa
telnet output:

result=0

order=100 preference=10

flags=u

services=E2U+h323

regex=!^.*$!h323:73@192.168.0.80!

replacement=

DNS0 does also accept a tracing flag

config change DNS0 /trace

will prompt some more verbose output into the trace log.
Appendix A, Sample configuration for BIND8

BIND8 (see References) main configuration file is named.conf . In order to setup your own sandbox for the e164.arpa domain just include the following zone descripton into named.conf.:

zone "e164.arpa" in {


type master;


file "../master/e164.arpa";

};

Of course there must be the file e164.arpa residing as ../master/e164.arpa . Here comes its simple content.:

@   IN  SOA     mydns      Action\.domains (

                                 20     ; SERIAL

                                 7200   ; REFRESH

                                 600    ; RETRY

                                 3600000; EXPIRE

                                 60)    ; MINIMUM

        NS      mydns

mydns A       192.168.0.80

3.2.1.0.3.9.4  IN NAPTR 100 10 "u" "E2U+h323"  "!^.*$!h323:73@192.168.0.80!" .

A bit of explanation for the file e164.arpa:

The first part is just a Start Of Authority record, followed by a Name Server Record and a Host Record, specifying an IP address for the symbolic name mydns (which actually yields mydns.e164.arpa).

The last information is a so-called NAPTR record (see References).

This NAPTR record provides an H.323 URI and the whole record can be queried by a 3.2.1.0.3.9.4.e164.arpa. The URI itselfs says, that an H.323 call is to be submitted towards 192.168.0.80 and 73 is to be passed as called party number.

Appendix B, a NAPTR record for innovaphone

How would a NAPTR record for innovaphone look alike ? Well, the root number of the Sindelfingen headquarter is +49 7031 73009. Internally an extension is made up of two digits, e.g. innovaphones’ support can be reached at +49 7031 73009-88. The NAPTR record shall be designed to yield an H.323 URI of h323:88@gw-amt.innovaphone.com. The record (BIND8 conform) comes here:

$ORIGIN 9.0.0.3.7.1.3.0.7.9.4.e164.arpa.

* IN NAPTR 100 100 "u" "E2U+h323" "!^\\+49703173009(.*)$!h323:\\1@gw-amt.innovaphone.com!" .

Explanation:

The record makes use of regular expressions. 

The search pattern ^\\+49703173009(.*)$ means: Every line that begins with +49703173009 (the plus must be escaped, in order to be literal) and is followed by an arbitrary content up to the end of a line. The .* enclosed in parantheses denotes a so-called tagged expression. A tagged expression is numbered according to its order within a regular expression. The number of our tagged expression is therefore 1.

The replacement expression h323:\\1@gw-amt.innovaphone.com  means, that the backreference \\1 shall be replaced by the pattern that matches tagged expression 1, after executing the regular expression on the search string and prior to returning the result.

Sample Flow of Signals and Actions:
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The search string is the fully qualified E.164 number, prepended by a procedural plus sign. If the user wanted to reach the support, the search string would be +4970317300988.

The resulting DNS query would be submitted for the name 8.8.9.0.0.3.7.1.3.0.7.9.4.e164.arpa . This name is by two subdomains (8.8) longer than the configured $ORIGIN. However, because of the wildcard, the receiving server successfully returns a DNS response, including the NAPTR record.

The receiving entity now performs the execution of the regular expression and yields h323:88@gw-amt.innovaphone.com . This is what we wanted.

Summary: By utilizing a DNS server’s wildcard capability in conjunction with regular expressions and a backreference, we can reduce the amount of required NAPTR records to a total of only one record for all extensions.
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